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1 Welcome

This chapter provides information about the TX3 suite of building access system
panels. It introduces these systems, describes typical user and administrator
sessions and presents the requirements on how to begin configuring each system
for the entire TX3 suite.

Note: Mircom periodically updates panel firmware and software to add
features and correct any minor inconsistencies. For information
about the latest firmware or software visit the Mircom website at
www.mircom.com.

This chapter explains

. Introducing the TX3 Suite

. TCP/IP Ports

. TX3 Features

. Touch Screen Features

. Physical Architecture

. Administrator’s Responsibilities

. Firmware and Software Compatibility
. About This Manual

. Contact Us

TX3 Configuration and Administrator Manual 11
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Introducing the TX3 Suite

The TX3 product suite consists of access control panels (Telephone Access,
Card Access, Aperio Door Controller and Touch Screen) and the TX3
Configurator software. The Telephone and Card Access Systems are the
traditional keypad and card access type of entry systems. The Aperio Door
Controller System interfaces with Aperio wireless hubs and locksets to provide
card and keypad access.

The Mircom Touch Screen (also referred to as Touch Screen) is part of the
Mircom suite of products that provide building-ready monitoring, control and
software management solutions for use in the high end multi-tenant residential
market.

The Touch Screen system addresses the need within today’s multi-tenant
residential market for an easy-to-use tenant access system and an easy-to-use
administrator configuration utility. Touch Screen creates an aesthetically
pleasing high quality personalized communication system between residents
and their visitors in a multi-unit dwelling establishment.

Configurator Software

The Configurator is a PC based user friendly graphical application that lets you
configure the Telephone Access, Card Access and Touch Screen Systems.

On the Touch Screen system the Configurator is part of the administrator
interface.

This manual provides the administrator with information about the use and
configuration of the TX3 product suite, and explains how to configure various
components for a new system, including the modification of an existing system.

This manual describes the operation and configuration for the following TX3
Telephone Access, Card Access, and Touch Screen Systems:

. TX3-120C (Paper directory telephone entry system)

. TX3-120U (Paper directory telephone entry system, universal series)

. TX3-200-8C (8x20 LCD Telephone Access Panel, 200 names)

. TX3-1000-8C (8x20 LCD Telephone Access Panel, 1000 names)

. TX3-2000-8C (8x20 LCD Telephone Access Panel, 2000 names)

. TX3-200-8U (8x20 LCD Telephone Access Panel, universal series, 200

names)

. TX3-1000-8U (8x20 LCD Telephone Access Panel, universal series,
1000 names)

. TX3-2000-8U (8x20 LCD Telephone Access Panel, universal series,
2000 names)

TX3 Configuration and Administrator Manual
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. TX3-200-4U (4x20 LCD Telephone Access Panel, 200 names)

. TX3-1000-4U (4x20 LCD Telephone Access Panel, 1000 names)

. TX3-2000-4U (4x20 LCD Telephone Access Panel, 2000 names)

. TX3-120C-A/C (IP capable paper directory telephone entry system)

. TX3-120U-A/C (IP capable paper directory telephone entry system,
universal series)

. TX3-200-8C-A/B/C (IP capable 8x20 LCD Telephone Access Panel, 200

names)

. TX3-1000-8C-A/B/C (IP capable 8x20 LCD Telephone Access Panel,
1000 names)

. TX3-2000-8C-A/B/C (IP capable 8x20 LCD Telephone Access Panel,
2000 names)

. TX3-200-8U-A/B/C (IP capable 8x20 LCD Telephone Access Panel,
universal series, 200 names)

. TX3-1000-8U-A/B/C (IP capable 8x20 LCD Telephone Access Panel,
universal series, 1000 names)

. TX3-2000-8U-A/B/C (IP capable 8x20 LCD Telephone Access Panel,
universal series, 2000 names)

. TX3-200-4U-A/B/C (IP capable 4x20 LCD Telephone Access Panel, 200

names)

. TX3-1000-4U-A/B/C (IP capable 4x20 LCD Telephone Access Panel,
1000 names)

. TX3-2000-4U-A/B/C (IP capable 4x20 LCD Telephone Access Panel,
2000 names)

. TX3-CX (Dual Card Reader)

. TX3-CX-2(K)-A (IP capable Dual Card Reader)

. TX3-CX-1 and TX3-CX-1NP (IP capable Single Door Controller)
. TX3-ER-8 (Elevator Restriction Unit)

. TX3-ER-8-A/B (IP capable Elevator Restriction Unit)

. TX3-TOUCH-F15, TX3-TOUCH-S15, TX3-TOUCH-K15 (15 Inch
Touch Screen Terminal)

. TX3-TOUCH-F15-A/B/C/D, TX3-TOUCH-S15-A/B/C/D (IP capable
15 Inch Touch Screen Terminal)

. TX3-TOUCH-F22(-C/D) and TX3-TOUCH-S22(-C/D) (IP capable 22
inch Touch Screen Terminal)

. TX3-CX-A8 (Aperio Door Controller Panel)

. TX3-2000-8K-A: 8 line Voice Entry panel, Kiosk style mount for 2000
names

TX3 Configuration and Administrator Manual 13
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1.1.2 ADC and NSL Capability

Touch Screen and the Telephone Access System support full ADC and NSL
telephone connectivity for a single panel or a networked system of panels. A
single panel supports up to five ADC and/or NSL telephone lines.

An ADC connection requires a dedicated subscriber telephone line service
connected to an outside telephone line. This connection lets the visitor call the
tenant and access their voice mail.

An NSL type connection uses the existing building telephone lines for
communication and does not require an outside telephone line. The NSL units
intercept all telephone lines into the building’s suites and communicate directly
to the resident phone. This connection lets the visitor call the tenant and access
their voice mail and call waiting.

113 Card Formats Supported by the Card Access and Aperio Systems

. 26-bit Wiegand SIA

. 32-bit CSN

. 34-bit Awid

. 35-bit HID corporate 1000
. 35-bit Indala

. 36-bit HID Simplex

. 36-bit Keyscan C15001
. 37-bit Cansec

. 37-bit HID 10304

. 37-bit Mircom

. 39-bit Kantech XSF

. 50-bit RBH

114 Other Controllers

Mircom devices such as the Card Access Controller, the Lobby Control Unit, and
the Touch Screen can be networked with the TX3 system through a peer-to-peer
RS-485 network, an Ethernet TCP/IP network, or a combination of Ethernet and
RS-485 networks.

The TX3 Configurator software can connect to any of these network
configurations. How you connect to the network (that is, through TCP/IP, USB,
amodem, or the COM port) determines what devices you can configure on the
network using the TX3 Configurator. The different network configurations are
explained in the rest of this section.

14 TX3 Configuration and Administrator Manual
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Figure 1 shows a configuration with TX3 controllers connected on an RS-485
network. Each controller has to have a unique network address on the RS-485
network. Up to 63 unique network addresses can be assigned. If you connect to
any device on the RS-485 network (using USB, a modem, or the COM port), you
can also connect to and configure any other device on the RS-485 network using
the TX3 Configurator.

Lobby Control Unit Elevator Restriction Unit Card Access Controller

Card Reader A

= |= Al Mircom et 3 D

Card Reader B

RS-485 Network
Figure1. TX3 devices on an RS-485 network

Figure 2 shows a configuration with TX3 devices connected to an Ethernet TCP/
IP network. This configuration removes the 63 device limitation that you have on
an RS-485 network. The devices connected to an Ethernet TCP/IP network are
called Main Nodes. If you connect to the TCP/IP network with the TX3
Configurator, you can connect to and configure any of the Main Nodes on the
Ethernet TCP/IP network. If you connect directly to one of the Main Nodes using
USB, amodem, or a COM port, you will be able to configure that device but not
any other device.

TX3 Configuration and Administrator Manual 15
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Lobby Control Unit Lobby Control Unit
(Main Node) (Main Node)
@ . @ .

Ethernet Network

Card Reader A

[TX3]

M. Mircom

R B
Card Access Controller Card Reader

(Main Node)
Figure2. TX3 devices connected to an Ethernet TCP/IP network

Notes: In order for a panel to be a Main Node it must satisfy the following
conditions.

. It must be IP capable. Panels that are [P capable are usually
denoted by -A, -B, -C or -D at the end of their model names.

. If the panel is not a Touch Screen, it must have a TX3-1P IP
Module installed.
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Figure 3 shows a configuration with TX3 devices connected on both an Ethernet
TCP/IP network and on RS-485 subnetworks. Devices connected to a Main
Node’s RS-485 subnetwork are Secondary Nodes to the Main Node. Each RS-
485 subnetwork can have up to 63 devices connected to it; you can still have
more than 63 Main Nodes connected to the Ethernet network.

Lobby Control Unit Touch Screen Card Access Controller
(Main Node) (Secondary Node) (Secondary Node) Card Reader A

@ o b @ @

Card Reader B
RS-485 Subnetwork
Lobby Control Unit Elevator Restriction Unit Card Access Controller
(Main Node) (Secondary Node) (Secondary Node) Card Reader A
[ Y
L] =

Ooom

[EEe

2285

Card Reader B

RS-485 Subnetwork

Figure 3. TX3 devices connected to a combination Ethernet TCP/
IP network with RS-485 subnetworks

If you connect to the Ethernet TCP/IP network with the TX3 Configurator, you
can configure any of the nodes in this configuration. If you connect directly to a
device using USB, a modem, or a COM port, you will only be able to configure
devices that are on the same RS-485 subnetwork as that device.

Note: There can only be one Main Node on an RS-485 subnetwork. That
is, you cannot connect one RS-485 subnetwork to another RS-485
subnetwork. However, if you want to connect to a Touch Screen
panel remotely over the Internet (for instance, to configure Touch
Screen options such as color and themes), the Touch Screen panel
must be set as a Main Node even if there is no Secondary panel
connected to it.

TX3 Configuration and Administrator Manual 17
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Section 1.1.4 on page 14 describes the options available for networking together
more than one TX3 panel, which include TCP/IP networks. In order for your
TX3 system to communicate over a TCP/IP network, the following ports must
be available for the TX3 system.

Touch Screens: 8080

Non-Touch Screens:

. 14000
. 14001
. 14002
. 14003

If you are using a TCP/IP network and your TX3 system is not communicating
properly, there may be another program on the network using ports 8080 or
14000-14003. In this case, configure the other program to use a different range of
ports.

TX3 Features

Features of the TX3 product suite include:

. An aesthetically pleasing high quality personalized communication
system between residents and their visitors

. Building ready access control system with full software management in a
user friendly graphical touch enabled interface

. Easy configuration and customization of tenant access

. Provisions for postal lock and camera

. Multilingual Display and Voice Greeting (English, French-Canadian and
Spanish) that provides instructions on how to use the Touch Screen

. Concierge/Security Desk/Call Reception capability
. Supports both Auto Dialer (ADC) and NSL

. Ability to network panels together (peer-to-peer) through RS485,
Ethernet TCP/IP, or both

. Hands free, full duplex communication
. Flexible one to four digit resident dial codes
. Dials up to 18 digit telephone numbers

. Schedule based call restrictions provide more security and flexibility

TX3 Configuration and Administrator Manual
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. System can be configured locally using the Configurator
. Remote desktop configuration from any location using the Configurator
. Upload/download configuration files without taking the whole system
off-line
. Records a maximum of 5000 event logs
1.4 Touch Screen Features

The Touch Screen includes the following additional features:

. Full color Touch Screen display
. Stainless steel front panel
. 150 Watt stereo sound system

. Ability to play advertisements
. Ability for visitors to email residents

. System can be configured locally or remotely using the Touch Screen
administrator interface

1.41 Touch Screen Applications

The Touch Screen is a user friendly graphical application that provides one-to-
one customization of tenant access by enhancing the building entry experience
and creating a truly personalized session. The Touch Screen graphical interface
includes the ability to provide tenants and guests with specific advertisements
and messages, making it an extremely valuable marketing and notification tool.

As part of Mircom’s design theme and strategy for the high rise building market,
a visitor at the Touch Screen sees a series of institution defined advertisement
and promotional messages. These messages form the basis for the personalized
visitor session.

The entire building experience is personalized at the Touch Screen based on
preferences and marketing campaigns defined by the building management. The
personalization includes:

. Setting eligible functions and tenant accessibility codes
. Permitting user access and options
. Changing the look and feel of the user interface

The Touch Screen provides a way for the institution to easily administer the
configuration session with the Mircom Touch Screen, and implement tenant
profile updates.

TX3 Configuration and Administrator Manual 19
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For the administrator, the Touch Screen provides an integrated and
comprehensive database facility to gather, configure and manage various system
components and parameters. This central database manages tenant and system
data, and facilitates the administrator in implementing updates to the tenant

registry.

Physical Architecture

The Configurator lets you connect a single panel or an entire network of panels,
displaying images of every panel on your site in the Job tree.

You are able to assign additional panels using the Touch Screen or Configurator
interface to recognize and receive data from other panels on your network.

The modular architecture of the TX3 system allows for a flexible, scalable and
customized application, and is determined by the number of building access
points, expected traffic, number of residents, volume of communications,
concurrent connections and Touch Screen placement.

The network architecture is determined by the expected resident traffic, number
of residents, volume of transactions, concurrent connections and network
capacity. The components of TX3 system, networked together, allows
communication and interaction with the building infrastructure.

By default, Touch Screen is configured with the Telephone Access System
Panel.

TX3 Configuration and Administrator Manual
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1.6 Administrator’s Responsibilities

Warning! In order to keep the TX3 system secure,
follow these precautions:

Change the default password on the Touch Screen to
prevent strangers from accessing the configuration. See
section 2.7 on page 32.

Perform a virus scan on all picture and video files before
importing them into the Touch Screen.

Secure the TCP/IP network to prevent unauthorized access
to the Touch Screen.

Do not forward the Remote Desktop port of the Touch
Screen to the Internet.

The software lets you configure and monitor activities of all controllers
connected to the TX3 network. The administrator is responsible for the
configuration of the TX3 system, Touch Screen, Configurator and all of the
related components.

When logged in as an administrator all of the following configurable functions
are available:

. User interface appearance
. Advertisement content

. Support for panel functionality with the capability to interface to other
devices - the software fully integrates with the TX3 line of products

The administrator accesses the administrator mode from the Touch Screen or
computer and has full rights to every function within the software. The
administrator performs many of the administrative tasks required for installing
and managing the software, including assigning permissions for each level of
user. Touch Screen personalization depends on preferences defined by the
building management. Additional responsibilities may be provided by the
building manager.

The Configurator software has five password protected user levels. The system
administrator accesses and configures all panels and devices connected to the
panels, and sets up user levels. Users are limited to specific responsibilities such
as adding or removing resident names or defining schedules.

The administrator is responsible for:
. modifying user interface appearance

. providing advertisement content
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. adding new tenants

. system configuration

. monitoring the operational health of the system

. assigning user privileges
1.7 Firmware and Software Compatibility

. The job can have a mix of panels with 3.4.x and 2.4.x versions of firmware

as long as the Configurator is 2.8.13 or higher. (Firmware versions 3.4.x
and 2.4.x introduced floor groups.)

. A panel with version 3.5.x is compatible with other panels with version
3.5.x as long as the Configurator is version 2.9.11 or higher. (Firmware
version 3.5.x introduced enhanced correlations.)

. If the job has a card access panel with version 3.6.x, then the other panels
can have either version 3.6.x or version 3.5.x as long as the Configurator is
version 2.10.3 or higher. (Firmware version 3.6.x introduced custom card
formats.)

. If the job has no Elevator Restriction Units, then it can have a mix of
versions 3.7.x, 3.6.x, and 3.5.x, as long as the Configurator is version
2.12.12 or higher.

. If the job has Elevator Restriction Units, and one panel in the job has
version 3.7.x or higher, then all panels in the job must have version 3.7.x
or higher, and the Configurator must be version 2.12.12 or higher.

. TX3-ER-8-A can be upgraded to 3.7.x firmware, but ERU 2.0 features
such as schedules are not available.

1.8 About This Manual

This manual provides comprehensive information on the use of the Configurator
and Touch Screen Configurator by the administrator and explains how you may
add additional components and modify and delete existing ones.

This manual assumes that all TX3 system components are setup and operational.
Chapters 1 to 2 provide general information about the TX3 systems.

Chapters 3 to 13 provide comprehensive information on the use of the Touch
Screen and Configurator software.

22 TX3 Configuration and Administrator Manual



M, Mircom Welcome

1.8.1

1.9

1.9.1

1.9.2

1.9.3

Additional Documentation

For a description on how to install the Configurator software see LT-973
Configurator Quick Start manual.

For additional documentation, see the following Mircom literature:

LT-968 TX3 Telephone Access System User’s Guide

LT-969 TX3 Telephone Access System Installation and Operation
Manual

LT-996 TX3 Touch Screen Installation Manual
LT-6906 UL Listed TX3-CX Card Access System Installation Manual

LT-1160 TX3-CX-A8 Aperio Interface Panel Installation and Operation
Manual

LT-6618 TX3-CX-1 Installation Manual

LT-5997 TX3-CX-1NP Installation Manual

LT-9940 TX3 Elevator Restriction Installation Manual
LT-6616 Elevator Restriction Migration for Firmware Version 3
LT-6615 Elevator Restriction Migration for Firmware Version 2
LT-600213 IP Telephony Guide

LT-6638 MiEntry Manual

LT-6082 Unified Building Solution Administration Guide
LT-1194 TX3 Nano Configuration Manual

Contact Us

Canada and USA
Phone: 905-660-4655
Toll Free: 1-888-660-4655
Fax: 905-660-4113

International
Phone: 905-660-4655

Website

http://www.mircom.com

TX3 Configuration and Administrator Manual 23



M. Mircom

24

2 Getting Started

This chapter explains

. PC System Requirements

. Installation

. Logging into Administrator Mode

. Changing the Language

. Shutting Down the TX3 Touch Screen

. Main Window Components

. Changing the Touch Screen Administrator Password

. Changing the TX3 Configurator Password

. Resetting your Password
. Assigning Configurator User Privileges
. Job Tree

. Configuring a Job

. Importing Residents and Cards
. Saving Log Files

. Upgrading Firmware

. Upgrading the Touch Screen Software
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2.1 PC System Requirements

On the Touch Screen, the Configurator is part of the system and does not require
additional software.

For the PC based Configurator version 2.10.3 and higher, the minimum system
requirements are:

. Windows 10 Pro (32-bit and 64-bit)
. Windows 10 Home (64-bit)

. Windows Server 2016 (64-bit)

. Windows 8.1 Pro (64-bit)

. Windows 7 Pro (32-bit and 64-bit)
. 1 GBRAM

. 1.8 GHz CPU

. 600 MB disk space

. 1 USB port

2.2 Installation

To install the Configurator

1. From the USB flash drive root directory run TX3-Conf i g and follow the
instructions.

The TX3 Configurator icon appears on the desktop.

2.3 Logging into Administrator Mode

The PC connects to the Telephone Access and Card Access Systems with one of

the following methods:

. a USB cable from the computer to the TX3 controller board

. an Ethernet TCP/IP connection (the controller must have an IP module)
. a modem connection (the controller must have a modem module)

As an alternative, the PC also connects to the controller board modem. The TX3
system is compatible with the following modems.

. TrendNet TFM-560U High Speed USB 2.0 Fax Modem
. TrendNet TFM-561U High Speed USB 2.0 Fax Modem
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. Hiro H50113 56K V.92 USB Fax Modem

. StarTech USB56KEM?2 56k V.92 USB Fax Modem

. Zoom 56K V.92 56K USB Mini External Fax Modem

. USRobotics USR5639 56K USB Softmodem

On the Touch Screen system the Configurator is part of the administrator
interface and does not require a connection to a PC based Configurator. Logging
in is done through the Touch Screen interface. An alternative is to use Remote

Desktop to establish a remote connection to the Touch Screen. See section 4.1.2
on page 87.

When you start Touch Screen for the first time, it starts in user mode. Y ou must
place it in administrator mode to set the application appearance and configure the
panel parameters, connections and passwords.

See Chapter 5 for a description of the Telephone Access System and Chapter 6
for a description of the Card Access System.

Tologin to a controller

1. Establish a connection from the PC to the controller using one of the
following methods:

. a USB connection
. COM port connection
. a modem connection

. a connection to the controller’s Ethernet TCP/IP network
2. Double click the TX3 Configurator icon.

The administrator access code window appears.

User Legin *

c",'g; Welcome to the Mircom TX3 System.

(=)
M Usemame |administrator |
%

Password || |

Forgot Password

Figure4. UserLogin window

3. Enter your username and password to log in to the system and click
Login (by default the user name is administrator and with no password).

If you forgot your password, see section 2.9 on page 35.
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4. The Main Window appears.

5. Proceed with the rest of the configuration or click Send and Exit
from the Tool Bar to apply the settings and exit the session.

24 Changing the Language

1. Click Tools.thenclick Select Language.

2. In the Select Language window, choose the new language, then click OK.
3. Click Yes.

The TX3 Configurator restarts.

2.5 Shutting Down the TX3 Touch Screen

To shut down the TX3 unit from the touch screen

1. Navigate to the menu bar along the top and select the Fi1e menu.

2. In the menu that appears select Shut Down and select Shut Down
again.

3. Confirm your selection when the pop-up window appears.

The Configurator software shuts down followed by the Windows
environment and the hardware.

Note: Do not disconnect the power until the full shut down process has
been completed.

2.6 Main Window Components

By default, Touch Screen is configured to operate with the Telephone Access
System panel. The Touch Screen Main Window lets you access all configurable
functions and consists of the following major areas:

A. MenuBar

Tool Bar

Left Pane
Mode Selection
Right Pane
Status Bar

O mEoNw

Lower Pane
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% Mircom TX3 Configuration and Menitering Utility - Test job u} X
A =—Hle  Edit Panels Reports Tools Help
[ i )
B—— [} 2 @
New Open Backup  Add Res Add Cards Connect Send Get Help
[=9FY 100 Job Detail Configuration
B¢ Hetwork
ernor Jab name [Testio
-/l Panelt (Card)
Description
[ Panelt (Lobby)
B Residents
-5 Cards
& Holidays Last Modfied Location
-~ Access Levels Last modiied 773072020 419 PM Ciy [ | — F
C — Country [ |
Time Zone
[ Enable long names (for TX3 Touch urits enly ) Use time zone v
Use daylight saving time:
Online Events O —
Time Event Description Panel
D —_— Configuration
Monitoring
E —_— Login:  administrator :

A. Menu Bar B. Tool Bar C. Left Pane D. Mode Selection E. Status Bar F. Right Pane G. Lower Pane

2.6.1

28

Figure 5. Main Window Administrator Workspace

Menu Bar

The Menu Bar lets you access all major Configurator features and consists of the
following six menus:

File Menu

The File Menu lets you setup and define Jobs using the following commands:
New Job. Creates a new Job by selecting a template, copying a current Job or
reading panels from the network. From the template you can select the basic
Touch Screen, Telephone Access or Card Access system.

Open Job. Opens or deletes an existing Job from the database.

Validate Job. Checks if the current Job has any configuration errors. This
operation is done automatically before a Job is sent to the panels.

Backup. Defines the location of the backup folder for a Job. The Backup button
in the Tool Bar uses this location for backing up files.

Restore. Restores user specified Jobs from a folder.

Import. Imports a spreadsheet of names or cards.
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Send and Exit. Sends the Job to the TX3 Unit and exits out from the
Configurator.

Exit without Send. Does not send any changes made to the Job and exits out
from the Configurator.

Shut Down.

Shut Down. Exits from the Configurator and shuts down the entire TX3
Unit

Restart. Logs out the current user and restarts the PC.

Exit to Windows. Closes the TX3 software and exits to the Windows
environment.

Edit Menu

The Edit menu lets you add, edit and delete panels and components using the
following commands:

Add Panel. Adds panels to the network.

Add Residents. Adds one or more residents to the Job.
Add Cards. Adds one or more cards to the Job.

Edit Residents. Edits the currently selected residents.
Edit Cards. Edits the currently selected cards.

Delete. Deletes the currently selected items. It could be a panel item on the Job
tree, a resident record, or a card record.

Panels Menu

The Panels menu lets you activate panel functionality using the following
commands:

Connect. Connects to the communication port specified on the Network View as
well as establish connections with the panels currently configured on the
network.

Send Job. Sends the current Job to all panels currently configured on the
network.

Get Job. Gets the Jobs from all panels currently configured on the network.

Firmware Upgrade. Upgrades the firmware of the selected panel.

TX3 Configuration and Administrator Manual 29



M. Mircom

30

Getting Started

Network Firmware Upgrade. Upgrades the firmware of multiple panels
connected in a network from a connection to any panel on that network.

Reports Menu

The Reports menu lets you generate reports on events, residents and access cards
using the following commands:

Event Log. Generates an event log report from the database. This report shows in
a preview window and can be printed or exported to files in either Excel or PDF
format.

Residents. Generates a resident report from the database. This report shows in a
preview window and can be printed or exported to files in either Excel or PDF
format.

Access Cards. Generates an access card report from the database. This report
shows in a preview window and can be printed or exported to files in either Excel
or PDF format.

Paper Directory Report. You can a paper directory that you can display on a
panel (for instance TX3-120C-A).

Advertising Report. This option is available for the TX3 Touch. Generates an
advertising report from the database. This report can be previewed, printed or
exported to either Excel or PDF formats.

Tools Menu

Tools menu lets you change passwords and set user privileges using the
following commands:

Change Password. This option allows the user to change the password for the
current user.

User Management. This menu item is available only on the Configurator
software to users who have the User Administration access right. Selecting it
launches the User Management dialog. Use this dialog to add or remove system
users, reset their passwords, and modify access rights. A system user is the
person who uses this software application, not a resident or card holder.

Select Language. Allows you to change the language of the Configurator.
Purchase Advertising Module. This option is available for the TX3 Touch. To
activate the advertising module select this option. For more information refer to
section 4.6 on page 110.

IP Change Tool. See section 3.2 on page 71.

Alert Setup. See section 12.2 on page 277.
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Firmware Upgrade Wizard. See section 2.15.2 on page 51.

Help Menu

Help menu provides you with information about the Configurator using the
following commands:

Help Topics. Displays the help content. Pressing the F1 key displays context
sensitive help.

About. Displays the About box of the software. The about box displays
information such as version number of the software and copyright notice.

2.6.2 Tool Bar

A list of ten buttons are available below the Menu Bar for quick access.

- dy > = [ @

P Open Backup Disconnect Send et Send And Exit Help

Figure 6. Tool Bar

New. Opens the Create New Job Form to create a new Job.
Open. Opens or deletes an existing Job from the database.

Backup. Backs up the current Job to a file in the pre-defined backup folder. The
backup folder location is defined in the Backup File Menu in the Menu Bar.

Add Residents. Opens the Add Residents Form to add one or more resident
records to the system.

Add Cards. Add Cards lets you add one or more cards to the system

Connect. Connects to the panels on the network.

Send. Sends the current Job to the panels on the network.

Get. Retrieves the Job from panels on the network.

Send and Exit. Saves the system information and sends it to the panel, and exists
from the configuration mode to display the Touch Screen user interface. This

button is available only on the Touch Screen Configurator software.

Help. Opens help file.
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2.6.3 Left Pane and Mode Selection

The Left Pane displays the currently selected function from one of the following:

. Configuration
. Monitoring
2.6.4 Right Pane

The Right Pane displays the view associated with the selected Job tree item.

2.6.5 Lower Pane Online Events
The Lower Pane online events displays all events received by the software.
Events may be initiated by the panels or by the software. Only user activity is
logged to the event log.
The view has the following columns:
Time. Time stamp of the event.

Event Description. Description of the event.

Panel. Panel name this event applies to.

2.6.6 Status Bar
The Status Bar displays status information such as the operation progress and
username.
2.7 Changing the Touch Screen Administrator
Password

When you enter “9999” on the Touch Screen display, the following window
appears.

Please enter the password

Figure7. TX3 Touch Admin Access
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The Touch Screen administrator password lets you access the Touch Screen
configuration and prevents others from making changes to the Touch Screen. By
default this password is blank.

Note: With Touch Screen software 2.9.10 and above, when you change
the Touch Screen administrator password, the system uses the same
password for Remote Desktop (section 4.1.2 on page 87).

To change the Touch Screen administrator password

Note: Whenever you change the Touch Screen administrator password on
a Touch Screen Main Node, you must make the same change to
Admin Password forthat Touch Screen Main Node in the TX3
Configurator. See section 4.7.5 on page 130.

1. Log in as administrator at the Touch Screen either at the Touch Screen
terminal or by using Remote Desktop.

2. Select Tools > Change Password.

The Change User Password window appears.

0ld pazsword || |

Mew pazzwaord | |

Werify new pazzward | |

I Ok ] ’ Cancel l

Figure8. Change User Password

3. Enter your old password into the 01d password text box. If you have
not changed the password before, then leave this box empty (there is no
default password).

4, Enter a password of 16 characters or less into the New password text
box.

5. Enter the same password into the Verify new password text box.

6. Click OK.
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2.8 Changing the TX3 Configurator Password

You can create multiple user accounts with different privileges for the TX3
Configurator (see section 2.10 on page 35). The name of the current user appears
in the lower right corner of the Configurator window.

Login: administrator

Figure 9. Lower right corner of Configurator window showing
current user

Note: This password is not the same as the Touch Screen administrator
password (section 2.7 on page 32).

To change the password for the current user in the TX3 Configurator
1. In the TX3 Configurator, select Tools > Change Password.

The Change User Password window appears.

Change User, Password

0ld pazzword || |

Mew pazsword | |

Werify new pazsword | |

[ O l [ Cancel ]

Figure 10. Change User Password

2. Type your old password into the 01d password text box.

3. Type a password of 16 characters or less into the New password text
box.

4, Type the same password into the Verify new password text box.

5. Click OK.
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2.9 Resetting your Password
L. On the User Login window, click Forgot Password.
User Legin *
c"itg Welcome to the Mircom TX3 System.

(=)
M Usemame |administrator |
%

Password || |

Forgot Password

Figure 11. User Login window

The Forgot Password window appears.

Forgot Password *

To reset the password, please contact Mircom support
at 505-660-4655 and provide the following information:

Usemame: |administrator |

PCCode: | |

Once your identification is verfied, we will provide a
temporary password.

OK

Figure 12. Forgot Password

2. Contact Mircom Support and provide the information shown. Mircom
Support will give you a temporary password. This password is valid only
for the day on which it is generated. You can log in with this temporary
password, and then change your password.

210 Assigning Configurator User Privileges

Assigning User Privileges is a Configurator feature that lets you define different
user levels. Once users are defined, system administrators can further organize
them to effectively manage the building.

The system administrator assigns privileges to a particular subordinating level of
user using the User Management window. Only the system administrator is able
to set user levels, add or remove various system users, reset their passwords and
modify access rights.

The various user levels consist of the following:
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Operator. An operator has read access only. An operator can monitor live events

and accept access point requests.

User. A user has all of the rights of the operator plus additional reading and

writing card and resident records privileges.

Advanced User. An advanced user has all of the rights of user plus the ability to

read and write schedules, holidays and access levels.

Manager. A manager has all of the rights of an advanced user plus user

management privileges.

System Administrator. The system administrator can access and configure all
panels and devices connected to the panels, and set up security levels.

Note: When logging in to a particular user level, only information

relevant to your assigned role will be available.

To assign a user

1. From the Menu Bar click Tools > User Management.

The User Management window appears.

User Management

4 4 of 4 g

Uszer name

Paszword | |

Werify passward | |

Achive

Uszer Level

Uzer lewvel Operator M

Drezcription Read accezs only. Manitor live eventz and
accept access point requests.

[ (]4 ] [ Cancel ]

Figure 13. User Management Window

Enter a User name and Password for the user.

Click Active to enable access rights for the user.
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4, Select a user level from the User Level drop down list.

5. Click OK to save the information and return to the previous window, or
click Cancel to exit without saving the changes.

2.1 Job Tree

The Job tree lists all networked components, such the Telephone Access and
Card Access Systems, and provides a list of options to let you add, modify and
delete these configurable components and their characteristics. Job is the
industry-standard term for this type of system.

The Configurator uses a centralized approach to continuously assess the state of
every panel and connected components. This avoids the need for continuous
administrator supervision and facilitates the task of complex configuration of
every system component. The Job tree further simplifies configuration by
providing an overview of the system by listing each configurable item.

Start the configuration by getting familiar with all of the existing networked
components. Selecting a Job tree node displays its corresponding details on the

¥ Mircom T3 Configuration and Monitoring Utility - Test job - O X
File Edit Panels Reports Tools Help
P Ll 2
New Open Backup  Add Res Add Cards Connect  Send Get Help
B4l Job Job Detail Configuration
N Job name [Testjob
@ Panelt (Card)
i Description
@[] Panell (Lobby)
28 Residents
=] Cards
& Holdays Last Modfied Location
Sarecis — e [ \
£ Access Levels Last modiied 7/30/2020 419 FM ciy [ ]
Country [ |
Time Zone
[ Enable long names (for TX3 Touch urits only Use time zone =
Use daylight saving time:
Online Events (9)
Time Event Description Panel
Configuration
Monitoring
Login:  administrator

Figure 14. Job Tree
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Job Tree Elements

When Telephone Access and Card Access Systems are on the network, the Job
tree contains the following elements:

Note: Right clicking anywhere in the Left Pane lets you add, delete or
send configuration changes to a single panel.

Job. Displays the Job Detail Configuration view. A Job consists of networks and
their components, such as Telephone Access Systems and Card Access Systems.

Network. Displays the Network Configuration view and consists of networked
components, such as Telephone Access Systems and Card Access Systems. All
connected panels are listed by their network address.

Panel. Displays the Panel Configuration view.

Panel/Access Points. When card access panels are added to the Job file, the
panel access points and card readers are displayed.

Panel/Inputs Outputs. Displays the input and output points of the panel. Inputs
and outputs are labelled, assigned and defined.

Panel/Correlations. Displays the panel Correlation view. Correlations let you
establish an action with an event,

Residents. Displays the Resident List view. Adding a Telephone Access System
panel for the first time to the network establishes the Resident List view.

Cards. Displays the Card List view. Adding a card access panel for the first time
to the network establishes the Card List view.

Access Levels. Displays the Access Levels view. Adding a card access panel for
the first time to the network establishes the Access Levels view.

Schedules. Displays the system and user defined timetables.

Holidays. Displays the Holiday schedules.

Configuring a Job

The Configurator lets you change panel and device properties. Configure items
individually or sequentially by going through each item from the top to the
bottom of the Job tree.

Configured Jobs may be manually validated for any errors, or automatically
validated when sending a Job to the panels.
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Configuration information can be sent to individual or multiple panels.
Selecting an item displays that item’s properties in the Right Pane.

By default the Configurator displays the most recently opened Job and network
configuration.

2121 Creating a new Job

Creating a new Job may be done by directly adding components, by making
modifications to templates or by using information read from the network.

To create a new Job

1. Select F'ile/New Job fromthe Menu Bar or New from the Tool bar. The
Create New Job window appears.

Create New Job ﬁ

Job name Created by
| administrator

Description

@ Create from a template

stem (1 Aperio panel with 3 wircless locks )
Basic TCF Telephune Access Systern (1 Telephone Master Mode )
Basic Touch Screen System (1 TX-3 Touch unit )
Basic Telephone Access System (1 Lobby unit )
Basic Card Access System (1 card panel with 2 readers )

) Copy from cumert job

) Create by reading panels on the network

[ ok || Ccancel

Figure 15. Create New Job

2. Enter the following parameters about the Job:
Job name. Enter the Job name. This entry must be unique.
Description. Provide a description about the Job. This field is mandatory.

Created by. This field is read only and is set to the user when they log in.
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Create from a template. Select from an existing template. From this
template you may add or modify components.

Copy from current Job. Select this option to copy information from the
current Job. From the copy you may add or modify components.

Create by reading panels on the network. Select this option to have the
Configurator automatically retrieve information from all of the networked
panels and components. To use this option you must be connected to the
network.

3. Click OK to create the new Job and return to the configuration window, or
click Cancel to exit without saving the changes.

To provide details about Job modifications

1. Select Job from the Left Pane. The Job Details appears on the Right Pane.

Job Detail Configuration

Job name |Test job

Description

Last Modified Location
Modfied by Address | |
Lot s o | |
Created by Province/State | |
| |

Country

Time Zone
[ Enable long names { for TX3 Touch units only } Use time zone Sl

Use daylight saving time

Figure 16. Job Detail Configuration

2. Provide a description about the Job in the Description text area.

3. If you have the Configurator version 2.0.0 or later, selectEnable long
names to allow TX3 Touch Screens to display names up to 60 characters
long.

4. Enter a location for the job under Location.

40 TX3 Configuration and Administrator Manual



Getting Started

4. Mircom'

5. Under Time Zone, select your time zone and select Use daylight
saving time if necessary. When you send the job to the panels, the
panels’ clocks will be adjusted according to this time zone.

Note: Ifthe jobhas Enable long names selected (see section 2.12.1
on page 39), then the names are shortened to the first 15 characters
when you get the job. If you want to preserve the long names, do not
use Get Job.

212.2 Opening an existing Job

Y ou may open a stored Job and can change existing configurations. These
changes are immediately saved to the database.

To open an existing Job

1. To open an existing Job, select Fi1e/Open Job from the Menu Bar. The
Open Job window appears.

Select a job to open

Name Modified Modified By L
new job5 6/26/2009 11:37_.. |administrator
new jobd 6/23/2009 710 ... | administrator
new job3 6/23/2009 6:05 ... |administrator
new job 2 6/23/2009 6:42 ... | administrator
new job 6/23/2009 3:45 ... |administrator L}

Soxmple Telephone Aecess Sob 6/23/2009 6:50 _

Sample Card Access job &/8/2009 5:11 PM | administrator -

Description
Anice condo with 1 lobby

%) o

Figure 17. Open Job

2. Select a Job and click OK, or click Close to exit without saving the
changes.
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To delete an existing Job

1. To delete a Job permanently from the database, select the Job from the list
and click Delete. A confirmation window appears.

2. Click Yes to confirm the deletion or No to exit and return to the previous
window.
2123 Backing up a Job

To backup a Job you must first define the location of the backup folder. You may
back up Jobs and event logs to this folder. Backup files have the extension . t 3.

To backup a Job
1. Select File/Backup from the Menu Bar.

The Backup Jobs window appears.

Backup Jobs ﬁ

@ Backup all jobs [ Include event logs

(7} Backup cumert job onfy

Folder to store backup files

C:\Program Files (86)"Mircom Technologies T3 Corfigure

lPu.rto Backup l [ Backup Mow ] l Close l

Figure 18. Backup Jobs

2. Enter the following parameters about the Job:

Backup all jobs. Select this option to back up all Jobs in the database to
the backup folder.

Backup current Job only. Select this option to back up only the current
Job to the backup folder.

Include eventlogs. Select this option if the event logs are to be backed up
as well.

Folder to store backup files. Select a folder to store the backup files.

3. Click Backup Now to back up all jobs or the current job, depending on
which option you selected.
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To set up an automatic backup

If you enable automatic backups, the Configurator automatically backs up all
jobs ever day at the time that you specify. The backups are deleted after the
number of days that you specify.

Note: Automatic backups are saved in the same directory that the
Configurator is installed in. By default the location is:
C:\Program Files (x86)\Mircom
Technologies\TX3 Configurator\Backup
This location cannot be changed.

1. Select File/Backup from the Menu Bar.

2. Click 2uto Backup to set up an automatic backup.
Auto Backup ﬁ

Auto Backup

Diaiby: Starting Time:
For 10 days 02:00 AM =

Figure 19. Auto Backup

3. Enter the following parameters:
Auto Backup. Select this option to enable an automatic backup.

Daily. Select the number of days that the backup will be stored for. For
example, if you select 1 0, then the Configurator keeps back ups for the
past 10 days. Backups older than 10 days are deleted.

Starting Time. Specify the time of day when the Configurator should
make the backup.

4. Click OK.
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2124 Restoring a Job

You can restore previously saved Jobs.

To restore Jobs

1. Disconnect from the network and select File /Restore fromthe Menu
Bar. The Job Restore window appears.

Select Job File(s) to Restore

Laak in: | I Backup v | 3 F e
: 512008826 test-3.t3
ﬁ 5y2009-9-18 test-4.t3
My Recent | |5)2009-3-18-1 test-5.t3
Documents | [5)2009-3-18-2 test-6.t3
Ch2009-9-23 best-7.t3
@ Sample Telephone Access Job.t3 besk-5.63
Desktop [=Htest1-1.t3 [ test-a.tz
[Hresti bz test-10,t3
: [ test2-1 .t test-11.k3
_’) Test2-2,t3 best-12.t3
My Dooumerts bestz 3 test 3
best4-1.t3
hest4 b3
'_1%3 best-1.63
4 best-2 k3
My Computer
h;‘] File narne: | w | [ Open l
—
My Network | Files of type: | Job files (%3] v| [ Cancal |

Figure 20. Select Job File to Restore

2. Select one or more backup files to restore. Backup files have the . t3
extension.
Note: Restore will overwrite open Jobs with the same name.

Consequently, saving this Job will overwrite the Job with the same
name in the database.

The main Job file has the extension . t 3, and other associated files
have the extension . tx3. These . tx 3 files must be in the same
folder as the . t 3 file.

3. Click Open torestore the Job or Cancel to exitand return to the previous
window.
2125 Validating a Job

The Configurator automatically validates a Job when it is sent to the panels, but
you have the option to manually validate a Job before sending it to the panels.
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To validate a Job

1. ClickFile > Validate Job.Ifthereare any errors, an error message
will appear.

2. Ifthere are no errors, click Send and Exit from the Tool Bar to apply
the settings and exit the session.

212.6 Sending Jobs to Panels
There are two ways to send a Job to a panel. Once panel connectivity is
established, you can send the current Job configuration to an individual panel by
clickingSend to Single Panel ortoallpanelsbyclicking Send Job to
Panels.
To reduce programming time, the Configurator determines the minimal set of
configuration changes to send. Sending a Job to all panels only sends the
individual changes. For example, modifying a resident record sends only that
record to the panel.

Sending a Job to a single panel sends all of the configuration information to that
panel including any modifications.

The Configurator does not send the entire configuration to a panel unless:
. the user has modified the configuration from the front panel or

. anew panel is added to the Job

To send to all panels

1. Click Send from the Menu Bar.

2. Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

To send to a single panel

1. Right click on a panel in the Job tree and select Send to Single
Panel.

2. Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

2127 Getting Jobs

When retrieving a Job, the Job tree reads information directly from the panels
currently connected to the network and adds panels to the Job automatically.
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Panels do not store the user profile information. In these cases panels use default
information. For a description of user profiles see section 5.5 on page 161 and
section 6.7 on page 193.

TogetaJob

Note:

Ifthe jobhas Enable long names selected (see section 2.12.1
on page 39), then the names are shortened to the first 15 characters
when you get the job. If you want to preserve the long names, do not
use Get Job.

Note:

After you get a job, residents’ email addresses will be blank. If you
want to preserve email addresses, do not use Get Job.

1.

Select Get from the Tool Bar. The Get Job from Panels window appears.

Get Job From Panels &J

A job is defined as a collection of panel corfigurations stored in the database.
‘You can create or update a job by reading corfigurations from the panels.
Please select the following options:

) Create a new job by reading from panels
@ Create a new job by reading from panels defined in cument job

) Update cument job by reading from panels defined in cument job

[] Scan network to detect new panels

ok | | Ccancsl

Figure 21. Get Job From Panel
Select the following parameters:

Create a new job by reading from panels. Scans the network for panels
and uses their configuration information to create a new Job. The Scan
network to detect new panels check box is automatically
checked.

Create a new job by reading from panels defined in current job.
Copies the current Job and creates a new Job based on the existing Job. If
Scan network to detect new panels ischecked, new panels
information is also retrieved.

Update current job by reading from panels defined in current job.
Overwrites the existing information with the retrieved panel information.

Scan network to detect new panels. If selected the software scans the
network for any new panels and reads their configurations.

Click OK.
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213 Importing Residents and Cards

You can import resident and card information from a JSON file or a Microsoft
Excel (version 97 and above) spreadsheet. The file can contain resident
information, card information, or both.

Note: The first row in the spreadsheet must be the row header. Delete any
blank rows above the header.

In order to import residents, the job must contain at least one
telephone access panel. In order to import cards, the job must
contain at least one card access panel.

To import residents and cards
1. Click File,then click Import.

2. Navigate to the Excel or JSON file that you want to import, then click OK.

The Import window appears.

) Import ==
Source File Column Mappings Import Priview
Fi Name i - - Resident/Card Phone -
| Dial Code (optiona) LI 4567 11 c
Aegisthus 37 Dial Cade 3 : 1
o Pl Phone Number B Megisthus 36 1111112 L
po— 5 SIP username (optional) [T EST— Aerope 6 s
Aobiodee | —— Agamemnon 744 1111114
P (e Alcibiades 7654 111115
ne Bullen less Code [optional
o p (Kerios Cote <] . Anne Bullen 463 111116
iclea - 3 -
e S T Articlea 4383 111117
Aphrodite | Cormect t el Panel1 (Lobby) ~
ool e Aphrodite el 111118
Lice (ADC) Apollo 4562 1111119
Ares 5
Validation Erors Bres 742 1111120
Artemis 4
P . Artemis 634
ENa
Press 0K to Validate Ahena 2894 112
Atreus 2
S - Areus 65 111123 -
4 1 3 « m 13

|
D

A. Source File B. Column Mappings C. Import Preview D. Validation Errors
Figure 22. Import
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The left pane shows the source file. The middle pane shows the column
mappings, and the right pane shows how the data will be structured after it
is imported.

3. Inthe Column Mappings pane, click the menu beside each category,
and select the column in the spreadsheet that contains the data for that
category.

Forexample, ifthe phone numbers are in a column called Telephone, then
select Telephone in the menu beside Phone Number.

4. After you have associated the columns in the spreadsheet with the correct
categories, click OK.

The card and resident information is imported.

Errors appear in at the bottom of the middle pane, in the section labelled
Validation Errors. Cells containing errors are highlighted in the
right pane.

To correct errors

1. Move the mouse over the highlighted cell in the right pane to see the
details of the error.

2. Click the highlighted cell, then enter the correct information.

3. Click OK.

214 Saving Log Files

2141 For TX3 Touch Software Versions Priorto 1.2.7

1. From the main touch screen display enter “9999”. The administrator
access code window appears.

Please enter the password

Figure 23. TX3 Touch Admin Access
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2. Enter the Touch Screen administrator password to log in to the system and
press OK (by default the there is no password). The main configuration
window appears.

3. In the main configuration window, click Get.

4. After the Configurator has retrieved the job, click Disconnect.

5. Navigate to the File menu and select Exit to Windows.

File | Edit Panels Reports Tools Help

Mew Job... . ! i )
= 4= [ @

Open Job... )

[: Send Get Send And Bxit Help
Walidate Job

Touch 5EFeen Options
Backup...
Restore...
estore Layouts Themes Videos and Banne

Send and Exit
Exit without Send SciceniCavolis
Restart Computer
Exit to Windows

2.14.2

L.

Figure 24. Configurator Exit Screen
Navigateto C: \Program Files\Mircom Technologies\TX3
Touch.

Open the DataF1iles folder and copy all files with the . 1 og extension
and save them to a USB flash drive.

Open the Database folder and copy all files inside and save them to a
USB flash drive.

Restart the TX3 software.

For TX3 Touch Software Version 1.2.7 or Later

From the main touch screen display enter “9999”,

The administrator access code window appears.

Please enter the password

Figure 25. TX3 Touch Admin Access
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2. Enter the Touch Screen administrator password to log in to the system and
press OK (by default there is no password).

The main configuration window appears.

3. In the main configuration window, click Get.

4, Navigate to the Help menu and select About. The About window
appears.

File  Edit Panels Reports Tools | Help

‘d w)  Help Topics n | @
= Purchase Advertising Module...

Mew QOpen Backup And Exit Help
About...

.ﬂ Touch Screen TOOC SCreem uptons

Layouts Themes “ideos and Banne

Figure 26. Help Menu Navigation

5. In the About window select Save Log Files andsave them toa USB
flash drive.

About g|

Iircom T3 Configuration And konitaring Litility
Yersion 1.2.9 114272011 1257:58 PM
Databasze Version 8.0

IP address 127.0.0.1

Copyright 2017 Mircom Group of Campanies.
All rights reserved.

I Save Log Files. .. J [ oK ]

Figure 27. Log Files Save Screen

6. To return to the main touch screen display, click Send and Exit.

215 Upgrading Firmware

There are 2 ways to upgrade firmware:

*  Use the Firmware Upgrade Wizard (section 2.15.2) to install firmware on
1 panel over USB. Use this method if the firmware is corrupted.

. Use the boot loader firmware file with the Firmware Upgrade
Wizard. The boot loader version has BL in the file name, for
instance TX3_IP_CA_BL_v3-4-15.bin.

*  Use the Network Firmware Upgrade (section 2.15.4 on page 59) to
upgrade many panels on the same network at once.
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. Use the firmware files without BL in the file names with the
Network Firmware Upgrade.

. At least one panel on the network must have firmware version 2.0.0
or higher installed.
. The new firmware files must be version 2.0.0 or higher.
2.15.1 Back up the Job before Upgrading the Firmware

The firmware version number consists of three digits, for instance 3.1.26. The
first digit (3 in this case) is the major revision, and the second digit (1 in this case)
is the minor revision. When the major or minor revision changes (for instance
3.1.26 to 3.4.0), then the configuration is deleted on all the panels that are
upgraded. For this reason, back up the job before upgrading the firmware.

2.15.2 Firmware Upgrade Wizard
Use the Firmware Upgrade Wizard to install firmware on 1 panel over USB.

Go to the Mircom web site for the latest firmware.

Note: The Firmware Upgrade Wizard does not work with TX3-CX-1
or TX3-CX-1NP. Use the Network Firmware Upgrade option in
section 2.15.4 on page 59.

Ensure the USB cable is directly connected to the USB port on the
controller.

To upgrade the firmware with the Firmware Upgrade Wizard

1. Click Connect onthe Tool Bar to connect to the panel, then click Ge t on
the Tool Bar to get the Job.

2. Click the Disconnect icon in the Tool Bar.
The Configurator is disconnected from the panel.

3. Click Tools/Firmware Upgrade Wizard fromthe Menu Bar.
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The Firmware Upgrade Wizard window appears.

Firmware Upgrade Wizard

Welcome to the Firmware Upgrade
Wizard

Thiz wizard will guide you through the steps of upgrading the
firmmare of your system

Please follow each step carefully.

Select the fimware file

C:\Usersjandersbn'DesktopVersion 3.4.15\TX3 Browse

Press "Next' to continue.

[ <Back |[ Mext> | [ Cancel |

Figure 28. Firmware Upgrade Wizard

4. Browse to the firmware file and select it.

The firmware file must be the boot loader version. The boot loader
version has BL in the file name, for instance
TX3 IP_CA_BL_v3-4-15.bin.

Note:

5. Click Next.
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6. Follow the instructions in the Firmware Upgrade Wizard window.

Firmware Upgrade Wizard

Erasing current firmware. '

1. Connect the /SB cable from your PC to the controller to be upgraded

2. Turn off the power to the controller. Disconnect backup battery if presence
3. Short jumper JW1 and JW2 { press 'Help’ for jumper locations }

4 Turn on the power and wait for 15 seconds

5. Turn off the power

6. Disconnect jumper JWW2

7. Turn an the power

Press "Next to continue.

<Back.|Nﬁd>| Cancel

Figure 29. Firmware Upgrade - Erasing Current firmware

7. Complete the procedure and click Next. The Program new firmware
window appears.

Firmware Upgrade Wizard

Frogram new fimmware: '

1. Press "Send’ to send the file to the controller.

If the Send button is disabled. You must press 'Back’ and repeat the steps again.

= Back Next > | Cancel |

Figure 30. Firmware Upgrade - Program new firmware
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8. Click Send to send the firmware to the panel.
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9. Click Next to complete the upgrade.

10.  Follow the instructions in the Firmware Upgrade Wizard window.

Firmware Upgrade Wizard

Bunnimg new finmware

1. Turn off the power

2. Disconnect jumper JWw1

3. Turn on the power. Reconnect backup battery.

4. Check if the controller starts up. If not, press 'Back’ to repeat the steps again.

Press Finizh' to exit wizard.

[ «Back |[ Finish | [ Cancel |

Figure 31. Firmware Upgrade - Running new firmware

11.  Disconnect the USB cable from the controller and connect it again.
12.  Click Connect on the Tool Bar to connect to the panel.

13.  Click Send on the Tool Bar to send the Job back to the panel.

Troubleshooting the Firmware Upgrade on a 64-bit Computer

If you have a 64-bit computer and Windows 7, 8, or 10, and the Next button on
the firmware upgrade window is greyed out, follow the instructions below.

To troubleshoot the firmware upgrade

1. Ensure that the TX3 controller is powered on and connected directly to the
computer with a USB cable.

2. On the local PC, click Start, thenclick Control Panel, then click
Device Manager.

3. Click the arrow to expand Ports.
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If you see a driver called Bos sa, then Windows has picked the wrong
USB driver. Follow the instructions below to upgrade the driver.
a Intel(R) Centrino(R) Advanced-MN 6205
{5 VirtualBox Host-Only Ethernet Adapter
w |5 Other devices
i Mass Storage Controller
/o Unknown device
| N~ "7 Ports (COM & LPT)
f 2" Bossa Program Port (COMS)

ECP Printer Port (LPT1)

= Print queues
|

Figure 32. Device Manager showing Bossa driver

To upgrade the USB driver
1. Right-click Bossa and click Update Driver Software.

2. Inthe Update Driver Software window, click Browse my
computer for driver software.

1l Updste Driver Software - Bossa Program Port (COMS)

How do you want to search for driver software?

—> Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
foryour device, unless you've disabled this feature in your device installation
settings.

— Browse my computer for driver software
Locate and install driver software manuzlly.

Cancel

Figure 33. Browse my computer for driver software
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3. Click Browse.

X
€ ||l Update Driver Software - Bossa Program Port (COM3)
Browse for driver software on your computer
Search for driver software in this location:
| Browse...
[ Include subfolders
—> Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.
Cancel

Figure 34. Browse for driver software

4, Navigate to this folder:
C:\Program Files (x86)\Mircom Technologies\
TX3 USB Drivers 64-bit\SAM-BA Firmware Upgrade

5. Select SAM-BA Firmware Upgrade and click OK.

Browse For Folder *

Select the folder that contains drivers for your hardware.

Microsoft.NET ~
v Mircom Technologies
TX3 Configurator

W T cp o 24 Lo

SAM-BA Firmware Upgrade
SR

nacn. i

< >

Folder: SAM-BA Firmware Upgrade

Cancel

Figure 35. Browse For Folder

Do you see a window saying that the best driver software is already
installed (Figure 36)?

Ifyes, click Close and go to step 6.
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If no, Windows installs the software. Go to step 8.

€ || Update Driver Software - Bossa Program Port (COMS)

The best driver software for your device is already installed
Windows has determined the driver software for your device is up to date.

Bossa Program Port

Close

Figure 36. The best driver software is already installed

6. Go back to step 1 under To upgrade the USB driver on page 55 and
follow the instructions. At step 3, do not click Browse. Instead, click
Let me pick from a list of device drivers on my
computer.

€ | Update Driver Software - Bossa Program Port (COM3)

Browse for driver software on your computer

Search for driver software in this location:
es (x36)\Mircom Technologies\TX3 USB Drivers 64-bit\USBToSerial i Browse...

Include subfolders

—> Let me pick from a list of device drivers on my computer

This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

Figure 37. Let me pick from a list of device drivers
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7. Select AT91 USB to Serial Converter andclick Next.

4 [ Update Driver Software - Bossa Program Port (COM3)

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Mext. If you have a

- disk that contains the driver you want to install, click Have Disk.

e

Show compatible hardware

Eoclel

L B AT91 USE to Serial Converter I

[/ USB Serial Device

_ﬂj This driver has an Authenticode(tm) signature, Have Disk...

Tell me why driver signing is important

Cancel

Figure 38. Select the device driver you want to install

Windows installs the driver software.

8. Click Close.

[l Update Driver Software - AT91 USB to Serial Converter (COM3)

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

AT91 USB to Serial Converter

Figure 39. Windows has successfully updated your driver
software

TX3 Configuration and Administrator Manual



//////,~ Mircom® Getting Started

9. Verify that AT91 USB to Serial Converter appears under
Ports in the Device Manager.

F LLL s oum LunuuneErs
fa Imaging devices
= Keyboards
ﬂ Mice and other pointing devices
=1 Moniters
v [ Metwork adapters
[} Broadcom Met¥treme 57xx Gigabit Controller
(5} Deterministic Network Enhancer Miniport
E'|=_ Deterministic Metwork Enhancer Miniport #2
(5 Deterministic Metwork Enhancer Miniport #3
Iﬂ Intel(R) Centrino(R) Advanced-N 6205
E VirtualBox Host-Only Ethernet Adapter
w |im Other devices
| Mass Storage Controller
i Unknown device
K| Portable Devices

v Ports (COM & LPT)
‘? ATS1 USB to Serial Converter (COM3)

T ELD Printer POt (LR 1 1)

Figure 40. Device Manager
10.  Follow the steps in section 2.15.2 on page 51 to upgrade the firmware.

2154 Network Firmware Upgrade

The Network Firmware Upgrade allows you to upgrade the firmware on many
panels simultaneously. Which panels can be upgraded over the network depends
on the network configuration of your TX3 system and how you connect to the
TX3 system (see section 1.1.4 on page 14).

Go to the Mircom web site for the latest firmware.

Notes: In order to use the Network Firmware Upgrade tool:
. At least one panel on the network must have firmware
version 2.0.0 or higher installed.
. The new firmware files must be version 2.0.0 or higher.
Note: If the panel’s firmware is corrupted, use the Firmware Upgrade

Wizard instead (section 2.15.2 on page 51).

To perform a network firmware upgrade

I. Establish a connection from the PC to the TX3 system using one of the
following methods:

. a USB connection to a panel

TX3 Configuration and Administrator Manual 59



M. Mircom

60

Getting Started

. COM port connection to a panel
. amodem connection to a panel
. a connection to the system’s Ethernet TCP/IP network
2. Ensure that all of the panels to be updated in the network are powered on.

3. Click the Connect icon in the Tool Bar.

The Configurator is connected to the panel network.

4, Click Get on the Tool Bar to get the Job.

5. Click Panels > Network Firmware Upgrade from the Menu

Bar.

The Network Firmware Upgrade window appears.

Network Firmware Upgrade Iéj
Select panels to upgrade:
Upgrad Cument N
ggnmele Panel Name Panel Type Address \«’;Ir:\lean Ver;\:n Progress
= Fanel1 (Lobby) LOBBY_UNIT 1 235 0.00
= Panel2 (Card) CARD_ACCESS 2 0.00 0.00
i Select Al ] i Deselect All ] Select Firmware Files... Upgrade:

Figure 41. Network Firmware Upgrade Screen

6. Select the panels on the network to upgrade with new firmware by
selecting the corresponding check boxes on the left.

7. Once the panels on the network have been selected, click Select
Firmware Files.
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The Select Firmware Files window appears.

-

Select Firmware Files

Lobby Panel File Version: 2.3.13

i
2

C:AMircom \Fimmware\TX3'20130912TX3_IP_TA~2.3.13bin

Card Access File Version: 2.3.15
CAMircom \Firmware\ TX3\20131002TX3_IP_CA~2.3.15.bin Browse
Blevator Resitriction File Version: 2.3.11
C:\Mircom \Firmware\TX3\20130912TX3_IP_ER/2.3.11 bin
Assa Abloy File Version: 2.3.15
C:\Mircom®Fimmware  TX3420130912TX3_IP_CA_ASSA~2 3.15bin Browse

[ ok | [ Cancel |

L 4

Figure 42. Select Firmware Files

Each type of panel on the network uses a different firmware file.

Click Browse for one of the panel types being upgraded and in the new
window that appears select the firmware file to use.

Repeat step 8 for each type of panel being upgraded on the network.
Once completed click OK.

In the Network Firmware Upgrade window click Upgrade to begin
upgrading the selected panels.

The firmware upgrade process takes several minutes to complete. A
progress of each upgrade is shown next to each panel. Once the firmware
has been upgraded, the panel automatically restarts. Wait until all panels
have finished restarting before continuing.

Once the upgrade completes, click Send on the Tool Bar to send the Job
back to the panel.

2.16 Upgrading the Touch Screen Software

1.

2.
3.

Contact Mircom customer service to obtain the latest Touch Screen
software.

Copy the Touch Screen software installer to a USB flash drive.

Insert the USB flash drive into the USB port on the Touch Screen.
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4. From the main touch screen display enter “9999”. The administrator
access code window appears.

Please enter the password

Figure 43. TX3 Touch Admin Access

5. Enter the Touch Screen administrator password to log in to the system and
press OK (by default the there is no password). The main configuration
window appears.

6. Navigate to the File menu and select Exit to windows.

7. Navigate to the Control Panel.

o e = D =4y
gy = i Cpan Foges Igaden AT - i ©
4 5r Fscsitnn S | i i B,
= 3
B Dusitop -
T ' L Coemprtar Hirtwort
.- - 5
g Lk =
' Cradyet Earal n Pucyh e
¥ Degamads e > ¢ o o A
o Hhasic -
3 Pictrss oy e e Raptrt
B = i pief
Vebran Rk, 14 e

Ty Tl Tomsrh

o B Coompatier u -m-:ﬂh.. ¥
o Ll Dt 5 J | ph
Nt F

l‘;’ Logtith ke 251 TP, Tl v Fh b

_?_‘3 Conirod Pined

Figure 44. Control Panel
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8.

[

SelectUninstall a Program.

g

mvﬁ » Control Panel » v|$,|
Adjust your computer’s settings Wiewby: Category ¥
- j  System and Security User Accounts
Review your computer's status ) Add or remove user accounts
Find and fix problems
 Network and Internet I ‘?ﬁﬁe::f:l:in?:d BEIso0alfFaton
M View network status and tasks h gl deskion hack d
=2 Choese hemegroup and sharing options g esT op e oun
Adjust screen resolution
./ Hardware and Sound s
View devices and F]I’iﬂtEfS CIDCk' Language‘ and Reglon
Add a device L Change keyboards or other input methods
p._r'—] Programs # W Ease of Access
k e u Let Windows suggest settings
s Optimize visual display
Figure 45. Uninstall a Program
9. Double-click TX3 Touch Entry Phone System.
-}
O’C, EE » Coomol Panel 5 A8 Cormal Panl Rivma . Prbgewna wod Features S |y
ool basaf Howe Uninstall or change a program
Vepwr irvilalied updatn. T wenimetall 3 prvegraem, bt B Trovm Shan st nad thiam, clck Uninatall, Change, o Rapar,
B T ot st pn e
o Dagince =  Uninial - @
Hiire ’ Pubbiber aned v Sire Ve
B ot Finsh Pinyer 1 Avvel. Adebs e, e SR LMME 10AET
B bt Gerugubinn W e cateewiar Donr bt Compmanton Bty Fapmd iLILiabed
2 bt Fnged Treenge Techinshigy Tt Corpeepion LU TLAME 1LLAINE
50 K-Lite e Pac LB Banis WauHie mEME 1083
£ Legnndh Wrbt i Tofteer Logitoth Ine. LT b3
[P ot gt Vormas Badh trdatuble 10 Mcrotolt Couponion WL
4 Micrisictt SO0 Server TS Wtra 108 depeeition SAUHLE
| Wecriof S0 Sarvar Fiaten Gl Microioh Coapanton Sy 130ME S0
] Mitric 800 Server Tutup BgpaatFies fiaghah]  Mitroiol Coguation STUNLE THEME  HSYHEE
| Mecrioin 508, Sanvar Vi e Mecro o Coapnton S T R
T M Viaad € o = TS Roitributable 108 Cieperstion e WKE  RASIML
ST cruion Visend o « 20 Ffotrnile - o6 00 MRCroiof Cosgentan i S BT
Binch b Domee dons o Beizel s 1arma LOATLT
I F T} Taswch Ertey: s Syt ot o Ta el | O BAME 2RRE
Figure 46. TX3 Touch Entry Phone System
10.  Click Yes to remove the existing software.
i!u g g e ying vl 1o wensel el T Temach Eritey Biater fpatom?
i
I it ot oy el b Frnd il i) Bcm Fru __l s I
Figure 47. Uninstall TX3 Touch Entry Phone System
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11.  After the software is removed, click the back arrow & to go back to the
Desktop.

12.  Navigate to the USB flash drive, and drag the new Touch Screen software
installer to the desktop.

13.  Double click the new Touch Screen software and follow the instructions
to install it.

ﬁTXB Touch Entry Phone Systermn @

Welcome to the TX3 Touch Entry Phone
System Installer

This installer will install TX3 Touch Entry Phone System on your
computer. To continue, click Mext.

MIMIMUM SY¥STEM REQUIREMENTS:
Windows P SPZ [ Vista, 512M RAM, 1GHz CPU, 600M disk.
space, 1 USE port f COM port.,

< Back [ Mext = ] [ Cancel ]

Figure 48. The first window of the TX3 Touch Screen software
Installer

14.  After the new software is installed, the Configurator software starts.

15.  Verify that the job is complete, and click Connect to test the connection
to the Touch Screen.

16.  Quit the Configurator software.
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17.  Double-click the Restart icon on the desktop to restart the Touch
Screen.
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Figure 49. Restart the Touch Screen
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3 Adding and Connecting to a Panel

The Touch Screen application and Configurator software lets you connect to any
panel on the network. Once you connect to a panel, you can monitor and
configure activities of all controllers connected to the TX3 network and add
resident and card information.

This chapter explains

. Adding a Panel
. Changing a Main Node’s IP Address

. Connecting to a Panel
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3.1 Adding a Panel

The first step in setting up the panel is to add the panel to the network. Once a
Touch Screen, Card Access or Telephone Access panel is added to the network,
access configuration information can be entered.

Note: When adding additional panels ensure the selected panel matches
the panel and model you wish to connect to.

For information about the installation of the Telephone Access and Card Access
Systems, refer to the manuals shipped with the system and on the Mircom
website (Www.mircom.com).

The procedure for adding panels differs slightly depending on how you are
connecting to your TX3 system. If you are connecting directly to a panel (using
amodem, the USB port, or a COM port), follow the instructions in section 3.1.1
on page 67. If you are connecting to a TX3 system with Main Nodes and
Secondary Nodes on an Ethernet TCP/IP network, see section 3.1.2 on page 68.

General information on how TX3 devices can be connected together (RS-485,
Ethernet, or both) can be found in section 1.1.4 on page 14.

311 Adding Panels Using a Modem, USB, or COM Connection

When you connect to a panel using amodem, USB, or COM connection, you can
add that panel as well as any other panel connected to the same RS-485 network
to your job. In order to add a panel to your job, you need to know both the RS-485
network address and model of the panel.
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To add a panel to the network

1. Right click anywhere on the tree and select Add Panel. The Add Panel
window appears.

(Add Panel 3 |
Label Panel3 (Lobb
e
Panelmodel  [TX3-120/2004 (420LCD) |
Find
[ Add ] [ Close

“ 4

Figure 50. Add Panel

2. Provide the following information:
Panel model. Click the drop down list and select a panel.

Address. This field displays the remaining available panel addresses.
Click the drop down list and select the panel address. Ensure that this
address matches the panel address.

Label. Provide a name for the panel.

3. Click Add to add the panel and return to the configuration window, or
click Close to exit without saving the changes.

3.1.2 Adding Panels Using a TCP/IP Connection

If you connect to your TX3 system using a TCP/IP network connection, you can
add any of the panels in the TX3 system to your Job, whether they are connected
directly to the Ethernet TCP/IP network (Main Node) or they are connected to an
RS-485 network (Secondary Node). You can also use the TX3 Configurator to
change the IP address of Main Nodes once they have been added to your Job.
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3.1.21 Adding a Main Node

Note: If you are having problems adding nodes to your Job, there may be
another program using the TCP/IP ports that the TX3 system
communicates on. See section 1.8 on page 22 for information on
what ports the TX3 system uses.

Note: If you cannot find the panel, then it might have a static IP and be on
adifferent subnet. Follow the instructions in section 3.2 on page 71.

To add a Main Node panel to your job
1. Connect your PC to the TX3 system’s Ethernet TCP/IP network.

2. Right click anywhere on the tree and select Add Panel. The Add Panel
window appears.

( Add Panel =)

Label Panel1 (Lobk
s

Panelmodel  [TX3-120/2004 (420LCD) |

Master Node: I{This is Master) 'l

Master Node Details

IP Address 192.168. 1 .10 Find

MAC Address

[ Add ] [ Close

“

Figure 51. Add Main

3. Select (This is a Master) fromthe Master Node list.

Note: In the Configurator, the terms Master and Main are equivalent.
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4. Click Find. The Find IP Panel window opens. This window shows all the
Main Nodes on the TCP/IP network.

' ™y
Find IP Panel =

Please select a panel below:

RS485  Fimware &

Panel Type Model Address  Version MAC Address IP Address =
Telephone Access System 00:07:32:25:77C%  10.10.8.112
Telephone Access System T*3-Touch 11 2315 00:07:32:25:77CB 10.10.8.126
Telephone Access System T¥3-Touch 12 208 00:07:32:23:40:3C 10.10.8.142 3
Telephone Access System T¥3-200-8 (220 LCD) 13 2315 00:04:A3:61:B222 |10.10.8.151
Telephone Access System T*3-Touch 0 0.00 00:07:32:22:A8:86 10.10.8.153
Telephone Access System T¥3-Touch 0 000 00:07:32:24:B7-57 10.10.8.162 |
Telephone Access System TA3Touch 10 208 00:0B:AB:5F:.CA:SF  (10.10.8.176 -
| ScanAgan | [ ok | | Cancel
W o

Figure 52. Find IP Panel

5. Select the Main Node you want to add to your job, and then click OXK.

6. In the Add Panel window, click Add.

Note: If you cannot find the panel, then it might have a static IP and be on
a different subnet. Follow the instructions in section 3.2 on page 71.

3.1.2.2 Adding a Secondary Node
Notes: Before you can add a Secondary Node to a job, you must first do the
following:

. Add the Secondary Node’s Main Node to the job.

. Record the RS-485 address and model of the Secondary
Node.

To add a Secondary Node panel to your job

1. Right click anywhere on the tree and select Add Panel. The Add Panel
window appears.
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2. FromtheMaster Node list, select the panel that is the Main Node of the
panel you want to add.

3. Provide the following information:
Panel model. Click the drop down list and select a panel.

Address. This field displays the remaining available panel addresses.
Click the drop down list and select the panel address. Ensure that this
address matches the panel address.

Label. Provide a name for the panel.

4. Click Add to add the panel and return to the configuration window, or
click Close to exit without saving the changes.

3.1.3 Deleting a Panel from the Network

Deleting a panel from the network removes it entirely from the system.
Configuration information inside the panel remains unchanged.

To delete a panel from the network

1. Select the panel, and then select Edit > Delete. The Delete Panel
window appears.

2. Click Yes to confirm the deletion or No to exit and return to the main
window.

3.2 Changing a Main Node’s IP Address

You might need to change a non-Touch Screen Main Node’s [P address when
you are adding the panel to a new network, or when the panel was turned on for
the first time with DIP switch 8 on.

Notes: Before you change a Main Node’s IP address:

. Ifyou are having problems changing IP addresses, there may
be another program using the TCP/IP ports that the TX3
system communicates on. See section 1.8 on page 22 for
information on what ports the TX3 system uses.

. You cannot change the IP address for a Touch Screen panel
using the TX3 Configurator. Touch Screens are configured
to use DHCP to get their IP addresses.
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Static or Dynamic IP Address

For non-Touch Screen units with an IP Module installed, DIP switch 8
determines how the IP address is assigned. (See LT-969 TX3 Telephone Access
System Installation and Operation Manual for details.)

*  DIP switch 8 OFF: The IP address is assigned using a DHCP server. This
is the default factory setting.

* DIP switch 8 ON when it was previously OFF: The IP address is static
and is set to the last IP address that was assigned to the panel.

* DIP switch 8 ON when the panel is turned on for the first time: The IP
address is static and is set to:

* 0.0.0.0 (for card access firmware lower than 3.1.26, lobby firmware
lower than 3.0.45, and elevator restriction firmware lower than 3.1.14)

* 192.168.3.1 (for card access firmware 3.1.26, lobby firmware 3.0.45,
elevator restriction firmware 3.1.14)

* 192.168.1.74 (for card access, lobby, and elevator restriction firmware
version 3.4.x or higher)

If the panel is turned on for the first time with DIP switch 8 on, then follow the
instructions below to change the IP address.

Try to Discover the Panel

1. Select Tools > IP Change Tool.

The IP Change Tool window appears.

IP Change Tool - - - [
Warning: If you change the IP Address of a panel, please make sure to
update the IP Address of the panel in your job file.
Please select a panel below:
R5485  Fimware
Panel Type Model Address | Version MAC Address IP Address
TX3CX2 (2 Doors 2 Readers) Em 00:-1ECO-88:86:BA | 192.168.3.1
Telephone Access System TX3-Touch 3035 00:07:32:24:B7:57 10.10.8.173
Telephone Access System T¥3FTouch 32 3.0.44 00:07:32:2E:4D:77 | 10.10.8.195 3
Telephone Access System TX3-2000-4 (&20 LCD) 41 3045 001ECD:8B:2C:2C | 10.10.8.253
Card Access System TH3ICHA (1 Door 2 Readers) E1 3126 00:1ECO:8B:0E:DD | 10.10.8.58
Telephone Access System TX3-Touch 1 3044 00:07:32:23:58:25 10.10.9.108
Telephone Access System TX3-Touch 1 3045 00:07:32:25:77:C5 10.10.9.123 -
|
New IP Address:
£
[ Scan Again ] [ OK ] [ Cancel

Figure 53. IP Change Tool
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If you can see the panel, go to section section 3.2.4 on page 75.

If you cannot see the panel, go to section 3.2.3 on page 73.

3.23 Configure your PC so that it is on the Same Subnet

If you cannot see the panel in the IP Change Tool, then you must configure your
PC so that it is on the same subnet as the panel.

1. Connect your PC to the TX3 system’s Ethernet TCP/IP network.

2. Click Start,then Control Panel,thenopenthe Network and
Sharing Center.

3. Click Local Area Connection.

4, Click Properties.

U Local Area Connection Status ﬁ
General

Connection

IPv4 Connectivity: Internet
IPv& Connectivity: Mo Internet access
Media State: Enabled
Duration: 0&:12:49
Speed: 1.0 Ghps

Activity
Sent ‘__.M.,. Received
Bytes: 234,866,415 212,539,565
’ '&'Emperh’es l @Qisable ] [ Diagnose ]

Figure 54. Local Area Connection
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5. Double-click Internet Protocol Version 4.

[l Local Area Connection Properties

S

Networking | Sharing

Connect using:

This connection uses the following tems:

l_-?‘ Intel(R) 825780M Gigabit Network Connection

% Cliert for Microsoft Networks

QQOS Packet Scheduler

o \ituzlBox Bridged Networking Driver

Q File: and Printer Sharing for Microsoft Networks

= 22T

PR |

. T I ﬂ Lia

I Intemet Protocol Version 4 (TCP/IPv4)

—
kel

A j Driver

& Link-Layer Topology Discovery Responder

Description

across diverse interconnected networks.

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication

0K

][ Cancel ]

Figure 55. Local Area Connection Properties
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The Internet Protocol Version 4 window appears.
Internet Protocol Version 4 (TCP/IPv4) Properties [ e iz-l

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically

i@ Use the following IP address:

IP address:; 192,188, 1 . 10
Subnet mask: 255,255,255, 0
Default gateway:

Obtain DNS server address automatically
i@ Use the following DNS server addresses:

Preferred DS server:

Alternate DMNS server:

[7] validate settings upon exit

[ OK. ] ’ Cancel ]

=

Figure 56. Internet Protocol Version 4

6. Make a note of the settings in the window. Y ou will need this information
to set the PC back to its default settings later.

7. SelectUse the following IP address and enter the following
information:
IP address: 192.168.1.10 (firmware version 3.4.x) or 192.168.3.10
(firmware version 3.1.26)
Subnet mask: 255.255.255.0

8. Click OK and continue to section 3.2.4 below.

3.24 Change the Panel’s IP Address
1. In the Configurator, click the Network node.
2. Enter the following information in order to configure the panel for the

destination network (the network that the panel should be on).

Mask: The subnet mask of the destination network. Consult the network
administrator.

Gateway IP: The IP address of the gateway for the destination network.
Consult the network administrator.
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This information will be sent to the panel when you change the IP address
in the steps below.

HNetwork Configuration
PC connection TCP/IP N
Details
Mash: 256 . 285 0 252 . 0
Gateway IP: m . 1m0 . 8§ . 5

Mew IP Range
Start: 192 0 1.2 . 1 . 10
End: 152 0 1.2 . 1 . 50

Figure 57. Network Configuration

3. Select Tools > IP Change Tool.

The IP Change Tool window appears.

IP Change Tool - - — — [

Warning: If you change the IP Address of a panel, please make sure to
update the IP Address of the panel in your job file.

Flease select a panel below:

Panel Type Modsl RS485 FMWare  pC Address P Address
TA3C¥-2 (2 Doors 2 Readers) 2 0D:1ECD:8B:B6:BA | 152.168.1.74
Telephone Access System TH3Touch 1 3035 00:07:32:24:B7.57 10.10.8.173
Telephone Access System TX3-Touch 32 3044 00:07:322E:4D:77  |10.10.8.195 3
Telephone Access System TX3-2000-4 (420 LCD) 41 3045 00:1ECD:8B:2C:2C  |10.10.8.253
Card Access System THICH-1(1 Door 2 Readers) (3] 3126 00:1E:CO:8B:0E:DD |10.10.8.58
Telephone Access System T#3FTouch 1 3044 00:07:32:23:5B:25 10.10.5.108 u
Telephone Access System T¥3FTouch 1 3045 00:07:32:25:77.CH 10105123 -
! New |P Address: i
[ ScanAgan | [ ok | [ Cancel

Figure 58. IP Change Tool
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4. Select the panel that you want to change the IP address for.
5. Enter the new IP address in the New [P Address box.
6. Click OK.
7. If you have firmware version 3.1.26 or higher:
a. If an error message appears saying Unable to assign new
IP address. Not responding to ping,click OK. This
message appears because the PC was configured to the panel’s
subnet mask, and that subnet mask has now changed.
b.  Follow the instruction in section 3.2.3 on page 73 to restore the
PC’s TCP/IP information to the default. Consult your system
administrator for assistance.
8. In the IP Change Tool, click Scan Again and make sure that the panel
appears.
9. Click Connect from the Tool Bar. _ =
Connect
10.  Click Send. “*
Send
3.2.5 Change the IP Address in the Job File

Ifthe panel is already in your Job, you must also change its IP address in your Job
file by doing the following.

L.

2.

Open your Job file.

Select the Main Node whose IP address you changed using the I[P Change
Tool.
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3. Enter the Main Node’s new IP address in the IP address box.

Panel Configuration

Panellabel  Panell (Card) RS485 address Test Connection
Panel model  TX3-CX-2 {2 Doors 2 Readers) Master node (Thisis @ master)  » IP address | [EFEEEEN]
(or Domain : port)
Options
Card Format

[¥] 26bit Wiegand SIA [ 35hit Indala [ 35+bit HID Comorste 1000

[7] 37t Mircom [ 50bit RBH [ 36bit HID Simplex

[T 32bit CSN [] 37bit HID 10304 [ 36+bit Keyscan C15001

[ 37bit Cansec [ 3%bit Kantech XSF

[¥] Report real time events to PC
[T] Facilty code  [4254967235 {For Facility Code Mode only)

7] Intedock
Date and Time...

Figure 59. IP address

4. Click Connect from the Tool Bar. . :rl

onnect

5. Click Send. “=»
Send

3.3 Connecting to a Panel

The network configuration option lets you set the parameters required for the PC
to communicate with a single panel or a network of panels using a COM port,
Modem, USB, or TCP/IP connection. By default, the Touch Screen is connected
to the internal Telephone Access System Panel.

Note: Whenever configuring a network, first disconnect from that
network.

Each controller must be set with a level 3 passcode. By default this passcode is

3333.

Note: The level 3 panel passcode must match the network passcode in
order to connect to that panel. The level 3 passcode is initially set at
the panel.

When a panel is successfully connected, a message displays in the Lower Pane
Online Events indicating it is currently online. If unsuccessful an error message
appears.
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Once connected, the Connect toolbar button shows the ‘connected’ icon and
you can begin adding resident and card information.

To establish a network connection
1. If connected, Click Disconnect from the toolbar.

2. Establish the USB, COM, modem, or TCP/IP connection from the PC to
the controller (USB or COM port), telephone line (modem), or Ethernet
network (TCP/IP).

Note: When using an RS-485 connection select COM Port from the PC
connection list.

3. Click Network. The Network Configuration window appears.

Network Configuration

PC connection | [PRETIIN v |
Details
Modem |intel(R) 537EF Vx DF PCl Modem |+

Phone #  |1234567850 |

BExtra intialization commands

Figure 60. Network Configuration
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Select the type of connection you are using from the PC Connection
list.

Click Advanced. The Advanced Network Setup window appears.

Advanced Network Setup

Metwark paszcode |m |

[ The Metwork pazscode iz used for panel login. Al panels on this
riebwark, musgt use thiz number az their highest level passcodes. |

Timeout 2000 Msec

[ For each communication frrame, wait for this timeout period before
retry. Increaze thiz number if many communication erors are
reported. |

I Ok ] [ Cancel ]

Figure 61. Advanced Network Setup

Enter the following parameters:

Network passcode. The network passcode is used for logging into each
panel. All panels on the network must use this passcode as their highest
level passcodes.

Network timeout. The timeout is the time the software will wait for each
panel to respond to a communication command. Increasing this value may
help when there are many communication errors.

Proceed with a COM port, modem, USB, or TCP/IP configuration as
described in the following sections.
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3.31 Connecting Through the COM Port

To connect to a panel using the COM port

1. Select COM Port from the PC connection list. The Port Details window
appears.

Network Configuration

FLC connection COM Part
Details
Part COr1 L

Figure 62. Network Configuration - COM Port

2. Select the COM port number. The speed is fixed set at 115200 baud. Data
bit settings are fixed at no parity, 8 data bits and 1 stop bit.

3. Click Connect from the Tool Bar. Once connected the connection icon
appears.

I-|
wm

Figure 63. Connection Status Icon - Connected
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3.3.2 Connecting Though a Modem

To connect to a panel using the modem

1. Select Modem from the PC connection list. The Modem window appears.

Network Configuration

PC connection M odem

Detail:

todem -

Phone # 1234567830

Extra initialization commands

Figure 64. Network Configuration - Modem

2. Enter the following parameters:
Modem. Select a modem currently configured into the PC.

Phone #. Provide the telephone number the panel is connected to. If
necessary use a comma for a pause.

Note: The pause length depends on the type of modem.

Extra initialization commands. Provide any extra modem initialization
commands. The characters "AT" are automatically added before the
initialization commands. Refer to the manufacturer’s modem
documentation for additional information.

3. Click Connect from the Tool Bar to connect.
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3.33 Connecting Through USB

To connect to a panel using the USB port

1. Select USB from the PC connection list. The USB window appears. The
connection automatically establishes and no settings are required. The
software looks for the USB to the serial virtual COM port configured on
the PC. The speed and data bit settings are the same as the COM port
option.

Network Configuration

PC connection USE w

Dretailz

Thiz feature will attempt to detect the USE to zerial device
automatically.

Figure 65. Network Configuration - USB
2. Click Connect from the Tool Bar.

3.34 Connecting Through TCP/IP

Note: If you are having problems connecting through TCP/IP, there may
be another program using the TCP/IP ports that the TX3 system
communicates on. See section section 1.8 on page 22 for
information on what ports the TX3 system uses.
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To connect to a panel using a TCP/IP network

1. Select TCP/ IP from the PC connection list. The TCP/IP window

appears.
Network Configuration
PC connection | TCP/IP A
Details
Mask: 255 . 285 . 285 . O

Gateway IP: | 192 . 168 . 1 . 1

New IP Range
Start: 192 . 168 . 1 . 10
End: 192 . 168 . 1 . 50

Figure 66. Network Configuration - TCP/IP

2. Enter the following parameters:
Mask. The subnet mask of the network that the job is connecting to.
Gateway IP. The IP address of the gateway on the network.

3. If you are using a range of IP addresses in your network, in the New IP
Range section, enter the following parameters:

Start. Starting [P address of your network.
End. Ending IP address of your network.

4. Click Connect from the Tool Bar.

3.3.5 Disconnecting from a Network

The disconnection process, by pressing the Disconnect icon, is opposite to that of
connection process. The software logs out each panel and disconnects from the
communication port.
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The disconnection process is also automatically invoked when closing a Job or
closing the software.

Note: Some configuration functions, such as changing the panel address
or model, require you to disconnect from the network. Whenever
you are doing any kind of configuration ensure whether
disconnection from the network is required.

To disconnect from the panel network

1. Click the Di sconnect button. The Disconnect icon disappears,
indicating that it is ready to connect.

oy
i_onneck
Figure 67. Connection Status Icon - Disconnected

2. Proceed with the configuration.
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4 Configuring the Touch Screen

Appearance

Touch Screen lets you easily change the appearance of the user interface by
setting the system parameters and options.

This chapter explains

Logging in to the Touch Screen
Configuring the Touch Screen Appearance
Modifying Layouts

Creating and Modifying Themes
Modifying Videos and Banners
Configuring the Advertising Module
Modifying More Options

Calibrating the Touch Screen
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4.1 Logging in to the Touch Screen

Youmustbe logged in as an administrator in order to configure the Touch Screen
appearance. In addition to logging in as an administrator, you must log in using
one of the following methods.

. Connecting to Touch Screen Main Nodes on a TCP/IP network with the
TX3 Configurator (see section 3.3 on page 78)

. Connecting to a Main Node over the Internet (see Chapter 8 on page 214)

. Logging in at the Touch Screen terminal (see section 4.1.1 below)

. Logging in to the Touch Screen using Remote Desktop (see 4.1.2 below)

Note that if you want to change the appearance of a Secondary Node, you can

only do so by logging in to the Touch Screen either at the terminal or by using

Remote Desktop. The appearance of Secondary Nodes cannot be configured by
using the TX3 Configurator.

411 Logging in at the Touch Screen terminal

Changes to the Touch Screen appearance can be made at the Touch Screen. This
is useful if you have no way of connecting remotely to the Touch Screen (that is,
the Touch Screen is not connected to an Ethernet network).

To log in to the Touch Screen terminal

I. At the Touch Screen terminal, enter 9999. The administrator password
window appears.

2. Enter your administrator password, and then click OK (by default, there is
no password). The Main Window appears. You are now ready to begin
configuration.

3. Proceed with your configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

41.2 Logging in to the Touch Screen using Remote Desktop

Touch Screen provides you with a facility to access the application remotely
using a Windows XP Pro based PC. This is extremely useful when adding a long
list of resident names and their information to the Touch Screen.

Using remote access requires that the Touch Screen and all TX3 system
components are networked.
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Remote Access configuration of the Touch Screen also requires that you
complete the configuration by sending the Job to the panel using the Send
command and then restarting the PC using the Restart PC command from the
menu bar.

Note: Do notuse the Send and Exit command when using Remote Access.

To establish a remote connection

1. Select Start/All Programs/Accessories/Remote
Desktop Connection. The Remote Desktop Connection window
appears.

& Remote Desktop Connection E‘_Iéj

| Remote Desktop
“>¢) Connection

Compiter: Example: computer fabrikam com -

Username:  Mone specified

The computer name field is blank. Erter a full remote computer
name.

{x Show Options [ Connect ][ Help

Figure 68. Remote Desktop Connection
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Click Show Options. The Remote Desktop Connection Options

window appears showing the General tab.

B Remote Desktop Connection @_Iﬁ

| Remote Desktop
“»¢) Connection

General | Display | Local Resources I Programs I Experience I Advanced

Logon settings
P L Erterthe name of the remote computer.
-
Computer: Example: computer fabrikam.com -
User name:

The computer name field is blank. Enter a full remote computer
name.

Connection settings

Sawve the cument connection settings to an RDP file or open a
| saved connection.

[ Save ] [ Save As.. ] [ Open...

(& Hide Options [ Connect ][ Help

)

Figure 69. Remote Desktop Connection - General

Provide information for the following:

Computer. Enter the Touch Screen computer’s IP address.

User name. Enter the user name, admin.
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4. Click Display. The Display window appears.
( B> Remote Desktop Connection [ = é ]

| Remote Desktop
“»¢) Connection

| General | Display | Local Resources | Programs | Experience | Advanced

Display configuration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small L Large

1024 by 768 pixels

[ Use all my monitors for the remote session

Colors

Choose the color depth of the remote session.
b’ [Highest Qualiy (32 bt) -

Display the connection bar when | use the full screen

(+ Hide Options [ Connect ][ Help ]

s

Figure 70. Remote Desktop Connection - Display

5. Set the remote desktop size to 1024 x 768 pixels by dragging the slider.

6. Click Local Resources. The Local Resources window appears.

% Remote Desktop Connection l = éj

| Remote Desktop
“>¢) Connection

General | Display | Local Resources | Programs I Experience I Advanced

Remote audio
B Configure remote audio settings.

Keyboard
Apply Windows key combinations:

[On the remote computer -

Example: ALT+TAB

Local devices and resources

./ Choose the devices and resources that you want to use in
#20'sj]  your remote session.

[ Printers Clipboard

(~ Hide Options [ Connect ][ Help ]

Figure 71. Remote Desktop Connection - Local Resources
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10.

11.

12.
13.

Provide information for the following:

Remote audio. Click Settings,thenselect Play on remote
computer.

Keyboard. From the drop down list select On the remote
computer. This selection allows to use the Alt-Tab control.

Printers. Uncheck Printers. Touch Screen is not connected to a
printer.

Clipboard. Enabling this selection lets you to use the clipboard.

In Local devices and resources, click More. . .. The Local devices and
resources window appears.

& Remote Desktop Connection ﬁ

| Remote Desktop
»¢) Connection

Local devices and resources

Choose the devices and resources on this computer that you wart to
use in your remote session.

[|Ports
Drives
[C]0ther supported Plug and Play (PnP) devices

[ ok || Cancel |

Figure 72. Remote Desktop Connection - Local Devices and
Resources

Unselect the Smart cards check box.

Select the Drives check box. You can now copy files from the local PC
to the remote PC.

Click OK to save the information and return to the previous window, or
click Cancel to exit without saving the changes.

Click General. The General window appears (Figure 69).

Click Save As. .. tosave this configuration to a file on the PC. For
convenience save the file to the desktop.
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14.  Press Connect. The remote computer login window appears.

Windows Security &J

Enter your credentials
These credentials will be used to connect to 10.10.9.106.

admin

| Pa:su\.-crc\

—|
I\:\' Use another account

"] Remember my credentials

Figure 73. Remote Desktop Connection - Log On to Windows

15.  Enter the Touch Screen administrator password and click OK.

* With Touch Screen software below version 2.9.10, the password is
blank.

» With Touch Screen software 2.9.10 and above the password is blank if
you have never changed the Touch Screen administrator password
(section 2.7 on page 32).

» Ifyou have Touch Screen software 2.9.10 and above and you have
changed the Touch Screen administrator password (section 2.7 on
page 32), then Remote Access uses the same password.

Once connected the remote desktop Touch Screen window appears giving
you full control of the Touch Screen. In this mode Touch Screen is not
accessible by visitors.

16.  Atthe Touch Screen terminal, enter 9999. The Touch Screen
administrator password window appears.

17.  Enter your Touch Screen administrator password, and then click OK (by
default, there is no password). The Main Window appears. You are now
ready to begin configuration.

18.  Proceed with the configuration. Once completed click Send.

19. ClickFile > Shutdown > Restart. Touch Screen restarts in user
mode and the Remote Access session ends.

To end Remote Access at any time

To exit the Remote Access user session at any time, enter the configuration mode
andclick File > Shutdown > Restart.
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4.2 Configuring the Touch Screen Appearance

Touch Screen customization lets you set the layout, theme, videos and banners,
and specific user options. If the preset appearance is not to your liking, you can
change it.

The appearance of all Touch Screen screen elements are configurable and may
be saved and re-applied. Figure 74 shows the user interface configurable screen
elements.

Note: If your network connection type is TCP/IP, you can configure the
appearance of Main Node Touch Screens in your job, but not
Secondary Node Touch Screens. The appearance of a Secondary
Node Touch Screen can only be changed at the Touch Screen or by
connecting to it using Remote Desktop.

M. Mircom

Information Resident Directory Resident Detail

Resident004
Resident005
Resident006
Resident007
Resident008
B Stop Help
Resident009

Resident010

.'... i i e
D - Thursday _
shie — ﬁ

A. Main Video B. Help Button C. Call Reception D. Keyboard E. Bottom Banner F. Clock/Language
Selection G. Call Resident H. Disconnect I. Resident Scroll Buttons

Figure 74. User Interface Screen Elements

Cc
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To configure the Touch Screen appearance

1. Log in as administrator.

Note: In order to connect to a Touch Screen Main Node using the TX3
Configurator, the Admin Password setting in the TX3 Configurator
must match the Touch Screen administrator password. See section
4.7.5 on page 130 for instructions on how to enter the Admin
password in the TX3 Configurator.

2. From the Left Pane, select Job > Network.
3. Expand the Network tree.

4. Expand the panel entry for your Touch Screen, and then select Touch
Screen.

The Touch Screen Options window appears in the Right Pane.

File Edit Panels Reports Tools Help

@ - P-! &> ﬁF M '()

Mew Open Backup  Add Res Add Cards Disconnect Send Get Send and Ext
= Touch Soreen Options
wu Nebwork g
{5 Lobby (Touch) Layouts | Themes | Videos and Banners | More Options
im| Touch Screen Screan Layouts N 3
2 InputsiOutputs l
%, Comelations i | Full sze
m‘ Residents ‘ | | Full * Num
: Layout 1 L Leyout 2 i | Lenyout 3 I Simple
: 9 Accessible
Show dial codes
Layoutd |
Configuration
Moniitoring Onfine Events

Figure 75. Touch Screen Appearance
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5. Proceed with the configuration of Layouts, Themes, Videos and
Banners orMore Options asdescribed in the following sections.

4.3 Modifying Layouts

Layouts lets you determine how each of the major screen areas are arranged
and portrayed, and may be selected from existing templates or customized.

To change the current Layout
1. From the Left Pane, select Job > Network.

2. Expand the Network tree.

3. Expand the panel entry for your Touch Screen, and then select Touch
Screen.

4. In the Right Pane, select Layouts. The Layouts menu appears.

Touch Screen Options
Lagrauts Themes ! Videos and Banners | Maore Options
Serean Layouts Virtual Keyboard
Full size
Full * Num
Layout 1 Legyout 2 | Leyowld | Simple
@ Arcessible
Show dial codes
Leayout 4
Onfine Events

Figure 76. Touch Screen Layouts

5. Fromthe Screen Layouts select one of the four available layouts.
6. Fromthe Virtual Keyboards select from one of the following
options:

Full size. Displays the keyboard in full size.

Full + Num. Displays the keyboard in full size with numbers.
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Simple. Displays the keyboard in basic formatted lettering.

Accessible. Displays a keyboard, selection button, and resident scroll
buttons at the bottom of the screen.

To show the dial codes on the residential directory select Show dial
codes box.

If you have a Configurator version lower than 2.0.0: to enable resident
names to exceed 15 characters in length select the Enable long
names box.

Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

Creating and Modifying Themes

Themes lets you set the screen font size, color and element attributes. Selections
may be saved as . thm files and existing themes may be imported. You can
accept an existing customized theme or modify it as necessary. Preset themes are
fixed and cannot be modified.

A test option lets you look at the selection without exiting the administrator

mode.

See the Appendix for a detailed description of the user interface elements.

To create or modify themes

1.

2.

From the Left Pane, select Job > Network.

Expand the Network tree.

Expand the panel entry for your Touch Screen, and then select Touch
Screen.
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In the Right Pane, select Themes. The Themes menu appears.

Lanouts Thermes: Wideoz and Banners tare Options
Themes [colors and fontz]
Preset1 Preset 2 Preset 3 Presetd
f} 2 /" : /'" : /" 2
\._./ \._./ \._./
Custorn 1 Custorm 2 Custom 3 Cusztorm 4

Custamize

Figure 77.

Touch Screen Themes

Note:

Preset themes can not be modified, only exported.

5.

Customize Theme:

Select a custom theme and press Customize. The Customize Theme
window appears showing the font and color selections.

2

Clock hour color W Black

Clack minute colar [ veliow

Clock sec. color B Red

Clock ticks calor W os40
Date font Comic Sans MS, 9.75pt

Date font color I Black
Dial code font Georgia, 12pt, ste=Bold, Italic

Dial code font calor [ white

Infia box barder color [ Gray
Info box font Arial, 15.75pt

Info box font color I Gray

Res. box border color I Gray
Res. box font Arial, 15.75pt

Res. box font colar I Gray

Res. detail box border color I Gray

Res. detall box color I Gray |
Res. detail box font Arial, 15.75pt

Search box color W 063 135
Search box font Times Mew Roman, 21.75pt

Search box font colar [] white
E Residents

Alternate back color B DimGray gt
Alternate back color
Background color of alternate rows

[ e ] [ B! ] [ Test ] [ oK }
Figure 78. Touch Screen Customize Theme
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6. Select the font size and color for the user interface elements. For a
complete list of all the configurable user interface elements see section 14
on page 295.

7. Press Import to retrieve an existing theme or press Export to save the

theme to a file.

8. Press Test to display the selection without exiting the administrator
mode.
9. Press OK to apply the settings and return to the previous window.

10.  Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

4.5 Modifying Videos and Banners

Videos and Banners lets you define and select the multi media options for the
Touch Screen user interface. There are four different locations where media can
be displayed. Figure 79 shows the customizable Touch Screen user interface
areas. Table 1 gives the dimensions for these areas. Media can be in any of the
following video or still image formats: . avi, .wmv, .swf, .jpg, . jpedq,
.bmp, or . png.
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s M., Mircom

Information Resident Directory Resident Detail

Sample Resident

B,C— A, Mircom-

NewName

NewName002

"?l‘ Up

Down

NewName003

CALL

Call Reception Leave Message

o M. Mircom

Ul

A. Top Banner B. Main Video C. Help Video D. Bottom Banner E. Screen Saver

Figure 79. Touch Screen Videos and Banners

Table 1: Banner Dimensions

Banner Banner Dimensions in Pixels (Width x Height)
15” Touch Screen Models 22” and Larger Touch

Screen Models

A. Top Banner 1024 x 100 1080 x 100

B. Main Video 238 x 230 250 x 227

C. Help Video 238 x 230 250 x 227

D. Bottom Banner 911 x 230 960 x 374

E. Screen Saver 1024 x 768 1080 x 1920

To set videos, screen saver and banners

1. From the Left Pane, select Job > Network.

TX3 Configuration and Administrator Manual 99



Configuring the Touch Screen Appearance

M. Mircom

2. Expand the Network tree.

3. Expand the panel entry for your Touch Screen, and then select Touch
Screen.

4, In the Right Pane, select Videos and Banners. The Videos and
Banners window appears.

Touch Screen Options

Lavouts Themes | Yideos and Banners kdore Options
F — hY £ p— b
Main video Help video
Fi N £ - 5 N £ B
Top Banner Bottom Banner Screen Saver

Figure 80. Touch Screen Videos and Banners

5. Configure the Main Video, Help Video, Top Banner,Bottom
Banner and Screen Saver as described in the following sections.
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To set the Main Video

1.

SelectMain Video. The Media Selection window appears.

Media Selection

® Singlevideo O Advertising

|and YideoWircom_logo_color_1024.jpg

() Original size (#) Resize to fit

Prewiew File

i, Mircom:

{:0p

00000

[ | [ o |

Figure 81. Touch Screen Main Video
To determine how you want the video to display, define the following
parameters:

Single Video. To show a single media file on the main video display select
this option.

Advertising. To show multiple media files on the main video display
select this option. Refer to section 4.6 on page 110.

Select File. Press Select File toselect a media file from a directory.

Original Size. This option appears when image or flash file formats are
selected. Selecting this option displays the image in its original size. The
dimensions of the image depend on the size of your Touch Screen:

. 15” Touch Screens: 238 pixels wide by 230 pixels high.
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. 22” and larger Touch Screens: 250 pixels wide by 227 pixels
high.

Resize to fit. This option appears when image or flash file formats are
selected. Selecting this option resizes the image to fit within the display
area. For best results, the dimensions of the image should be proportional
to the banner’s original size (see the preceding parameter, Original Size).

3. To preview the selected media file use the video control buttons to play,
stop, pause, rewind or fast forward.

4. To adjust the volume use the volume control buttons to the right of the
media preview window.

5. Press OK to apply the settings and exit the Media Selection window
session or press Cancel to exit without selecting the media file.

6. Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

Note: To disable the Main Video select a layout that does not include it.

Refer to section 4.3 on page 95.
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To set the Help Video

1.

Select Help Video. The Media Selection window appears.

Media Selection

® Single video Addvertising

|h\AudiD and Yideo\Mircom_TH3hgwmw

Prewiew File

[ | [ o |

Figure 82. Touch Screen Help Video

To determine how you want the video to display, define the following
parameters:

Single Video. To show a single media file on the help video display select
this option. For the help video this is the only option available and it is
automatically selected.

Adpvertising. This option is disabled for help videos.
Select File. Press Select File toselectamedia file from a directory.

Original Size. This option appears when image or flash file formats are
selected. Selecting this option displays the image in its original size. The
dimensions of the image depend on the size of your Touch Screen:

. 15” Touch Screens: 238 pixels wide by 230 pixels high.

. 22” and larger Touch Screens: 250 pixels wide by 227 pixels
high.
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Resize to fit. This option appears when image or flash file formats are
selected. Selecting this option resizes the image to fit within the display
area. For best results, the dimensions of the image should be proportional
to the banner’s original size (see the preceding parameter, Original Size).

3. To preview the selected media file use the video control buttons to play,
stop, pause, rewind or fast forward.

4, To adjust the volume use the volume control buttons to the right of the
media preview window.

5. Press OK to apply the settings and exit the Media Selection window
session or press Cancel to exit without selecting the media file.

6. Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

Note: To disable the Help Video select a layout that does not include it.

Refer to section 4.3 on page 95.

TX3 Configuration and Administrator Manual



4. Mircom'

Configuring the Touch Screen Appearance

To set the Top Banner

1.

Select Top Banner. The Media Selection window appears.

Media Selection

® Single Video Adhvertising O Disahle
[ Select File... ]|andVideD\MirCDm_IDgD_CDIDrjE|24.jpg|
Shaw Text |Mirc:|3m |

() Original size (%) Resize to fit

Fresview File

4. Mircom

d:0p

00000

o | [ |

Figure 83. Touch Screen Top Banner
To determine how you want the video to display, define the following
parameters:

Single Video. To show a single media file on the top banner display select
this option. Only image or flash file formats can be used for the top banner.

Adbvertising. This option is disabled for the top banner.
Disable. To disable the top banner select this option.
Select File. Press Select File toselect a media file from a directory.

Show Text. To display customized text select this option and enter the
desired text into the text field on the right. When this option is selected
only text appearing in the text field will be displayed and any previously
selected media files will not be displayed in the top banner. The text
format can be edited as described in section 4.4 on page 96.
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Original Size. Selecting this option displays the image or flash object in
its original size. The dimensions of the image depend on the size of your
Touch Screen:

. 15” Touch Screens: 1024 pixels wide by 100 pixels high.

. 22” and larger Touch Screens: 1080 pixels wide by 100 pixels
high.

Resize to fit. Selecting this option resizes the image or flash object to fit
within the display area. For best results, the dimensions of the image
should be proportional to the banner’s original size (see the preceding
parameter, Original Size).

Press OK to apply the settings and exit the Media Selection window
session or press Cancel to exit without selecting the media file.

Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.
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To set the Bottom Banner

1.

Select Bottom Banner. The Media Selection window appears.

Media Selection

® Singlevideo O Advertising O Disahle

|and YideoWircom_logo_color_1024jpg

() Original size (%) Resize to fit

Fresview File

4. Mircom

d:0p

00000

o | [ |

Figure 84. Touch Screen Bottom Banner
To determine how you want the video to display, define the following
parameters:

Single Video. To show a single media file on the bottom banner display
select this option.

Advertising. To show multiple media files on the bottom banner display
select this option. Refer to section 4.6 on page 110.

Disable. To disable the bottom banner select this option.
Select File. Press Select File toselect a media file from a directory.

Original Size. This option appears when image or flash file formats are
selected. Selecting this option displays the image in its original size. The
dimensions of the image depend on the size of your Touch Screen:

. 15” Touch Screens: 911 pixels wide by 230 pixels high.
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. 22” and larger Touch Screens: 960 pixels wide by 374 pixels
high.

Resize to fit. This option appears when image or flash file formats are
selected. Selecting this option resizes the image to fit within the display
area. For best results, the dimensions of the image should be proportional
to the banner’s original size (see the preceding parameter, Original Size).

To preview the selected media file use the video control buttons to play,
stop, pause, rewind or fast forward.

To adjust the volume use the volume control buttons to the right of the
media preview window.

Press OK to apply the settings and exit the Media Selection window
session or press Cancel to exit without selecting the media file.

Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.
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To set the Screen Saver

1. Select Screen Saver. The Media Selection window appears.

Media Selection

@ Singlevideo O Adwvertising

O Disable

[ Select File. . ]|ElndVidED'\,MirCDm_|DgD_CD|DI’_1qu.jpg|

it |5 rrin

|

() Original size (%) Resize ta fit

Preview File

. Mircom:

d:op

00000

|

1] l [ Cancel ]

Figure 85. Screen Saver Options

2. To determine how you want the video to display, define the following

parameters:

Single Video. To show a single media file over the entire display while the
screen saver is active select this option.

Adpvertising. To show multiple media files on the over the entire display
while the screen saver is active select this option. Refer to section 4.6 on

page 110.

Disable. To disable the screen saver select this option.

Select File. Press Select File toselect a media file from a directory.

Wait. Specify the amount of time before the screen saver begins playing.

Original Size. This option appears when image or flash file formats are
selected. Selecting this option displays the image in its original size. The

dimensions of the image depend on the size of your Touch Screen:
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15” Touch Screens: 1024 pixels wide by 768 pixels high.

22” and larger Touch Screens: 1080 pixels wide by 1920 pixels
high.

Resize to fit. This option appears when image or flash file formats are
selected. Selecting this option resizes the image to fit within the display
area. For best results, the dimensions of the image should be proportional
to the banner’s original size (see the preceding parameter, Original Size).

To preview the selected media file use the video control buttons to play,
stop, pause, rewind or fast forward.

To adjust the volume use the volume control buttons to the right of the
media preview window.

Press OK to apply the settings and exit the Media Selection window
session or press Cancel to exit without selecting the media file.

Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

Configuring the Advertising Module

The advertising module is an optional addition to the TX3 Touch. It allows
advertisements in the form of videos, images or animations to be displayed on the
touch screen. Advertising media can play on the Main Video display, the Bottom
Banner display and as a Screen Saver over the entire display.

The advertising module allows property managers to recoup the costs of their
telephone entry and card access security system by selling advertising time on
their Touch Screens in high traffic lobbies and entrance ways.

The subsequent sections explain the following configuration options:

Enabling the Advertising Module
Advertising Module Configuration
Adding an Advertisement

Editing an Advertisement
Deleting an Advertisement
Advertisement Priority Settings
Advanced Advertisement Options

Setting the Screen Saver Timer (Screen Saver selection only)
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To enable the Advertising Module

To activate the software for the advertising module follow the steps below.

1.

From the menu at the top of the screen press Help > Purchase
Advertising Module. The Purchase TX3 Touch Advertising
Module window appears.

Purchase TX3 Touch Advertising Module @

Step 1

To enable the TX3 Touch Advertising Module, press the 'Generate Licenzing File' button below and
save the file to a USE flazh drive. Contact Mircom customer support at 1-888-MIRCOME[E472EE5)
to get your license key.

Generate Licenzing File

Step 2

Enter Licenze Key

[ Activate ] [ Cancel

Figure 86. Activate Advertising Module

Press Generate Licensing File.The Save Advertising Licensing
File window will appear.

Select a location to save the file and press Save.

Note:

Remember where the licensing file is saved.

Once the licensing file has been saved contact customer support at the
number provided on the Purchase TX3 Touch Advertising Module
window or from the information provided in section 1.9 on page 23.

Once customer support has been contacted a license key will be generated
and provided to you. Enter the provided key into the Purchase TX3 Touch
Advertising Module window. Press Act ivate to activate the
advertising module.

Note:

The key is only valid for the unit for which the licensing file was
generated. Each unit requires a separate key to activate its
advertising module.
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To configure the advertising Module

From the Videos and Banners tab the advertising module can be activated for the
following selections: Main Video, Bottom Banner and Screen Saver.

All media files are listed in the Video Files list. The files in this list are played
based on each file’s associated schedule.

Media Selection

© Sifgle Video @ Advertising
| Main Video | E?“.D.“.’.E?”..r.‘?'..j ‘Sareen Savel o
— || (VTR NE o Mand e Wednesd Thursd Fiid Saturd
| Ideo1 wmv , me unaay ) onaay I ue=Eagy I ednezaay I ursday ) naay I aturagy
VideoZ.wmv 4 4 4 4 4 4 4
|Video3.swf
o 4 4 4 4 4 4 4
Video4.swf | | |
Videob.avi BN 4 4 4 4 4 4 4
| | | |
B — 34M 4 4 4 4 4 4 4 ;
12PM 4 4 4 4 4 4 4
3PM 4 5 5 5 5 5 4
B PM 4 5 5 5 5 5 4
[— 3PM 4 4 4 4 4 4 4
[ Add ] [ Edit ] [ Delete ] Screen Saver Timeout '__v_‘; Edit Playlist Copy Paste
: |

A. Video Location Tabs B. Video Files List C. Configuration Buttons

Figure 87. Advertising Module Configuration Screen

The advertising module configuration screen has several components:

A. Video Location Tabs. Advertisements can be played on three screen
locations: Main Video, Bottom Banner and Screen Saver. Select a
tab to configure advertisement options for each screen location.

B. Video Files List. Media files are listed here. The files in this list are
played during the three hour time slots that they have been assigned
to in the scheduling window. See Scheduling Window.

C. Configuration Buttons. These buttons allow video files to be added,
removed and configured.
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D. Screen Saver Timeout. Determines how long the TX3 Touch
software will idle before it enters Screen Saver mode.

E. Playlist Editing Buttons. These buttons configure the schedule by
specifying the video rotation for each of the 3 hour time slots.

F. Scheduling Window. The Scheduling display screen lists the 7 days
ofthe week, with each day consisting of 8 three hour time slots. Each
cell shows the number of videos that will play during each of the 56
time slots. Once all of the videos in a time slot have played they will
be looped until the time slot is over.

Once advertisements have been configured for each of the three selections, Main
Video, Bottom Banner and Screen Saver, press OK to apply the settings and exit

the Media Selection window session or press Cance 1 to exit without saving any
changes.

To add an Advertisement
To add a media file to video files list follow the steps below.

1. Press Add and the Add New Advertising Media File Wizard appears.

Add New Advertising Media File Wizard X

welcome to the Mircom Advertising Wizard.
I This wizard will guide you through the process of adding a new advertising media file.

|C:\Pr0gram Filegikircom Technologies'ﬂ"

) Original zize (%) Pesize tofit

Preview File

Back [ Mest = ][ Cancel ][ Help J

Figure 88. Adding a Media File Part1
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Press Select Filetoselectamedia file fromthe directory. Ifan image
or flash file format is chosen then options to keep the original size or resize
the image or object to fit within the display will appear. Select the
appropriate option.

Note:

In addition to the other file formats, audio file formats .wav and
.mp3 are enabled for screensaver media file selection.

Note:

Ifthe dimensions for your image or flash file are not the same as the
dimensions for the Main Video banner, the Bottom Banner or the
Screen Saver, there may be some distortion when the image or flash
file are displayed. See Table 1 on page 99 for the dimensions of
these areas.

To preview the selected media file use the video control buttons to play,
stop, pause, rewind or fast forward.

To adjust the volume use the volume control buttons to the right of the
preview file window.

Press Next to confirm the media file selection and continue to the next
stage of the wizard or press Cancel to exit without confirming a
selection.

Add New Advertising Media File Wizard

Start Date
:deertising Scheme | 3/ 172011 b |
ki -'"E'l-'" [ Erd Date
| 9 17208 v |
Presvie
Time | Sunday I onday Tuesday Wwiednesday | Thursday Friday Saturday
¥ | ¥ | @ | ¥ | &
¥ | ¢ | ¥ | ¥ | ¥
¥ | ¥ | @ | ¥ | &

|

|

| |
0 0 0

| |

| |

Y ¥ | v | v | ¥
Y ¥ | ¥ | ¥ | ¥
o « « ¥ | &
’ < Back ” Finizh ][ Cancel ]’ Help

Figure 89. Adding a Media File Part 2
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6. The schedule for the advertisement can be set to one of several preset
times by using the Advertising Scheme drop down menu. The Start Date
and End Date indicate when the advertisement will be added to and
removed from the schedule rotation. Select the corresponding drop down
menus to set them. The default setting will keep the file in the rotation for
5 years.

7. Press Finish toconfirm the selection and exit the wizard, press Back to
change settings or press Cancel to exit without confirming a selection.

To edit an Advertisement

Editing video file entries allows changes and updates to existing entries without
having to create new entries. All the settings selected for the initial addition of the
media file are saved including the associated scheduling settings. This is useful
for quickly replacing an old advertisement with an updated version.

1. To edit an existing media file select the media file you would like to edit
from the Video Files list then press Ed i t. The Editan Media File window
appears.

Start Date End Date
|8/ 142011 v || 9106 |

|s'\,T><3 TouchiAudio and Video\Wideod swf i

) Original size (3) Resize to fit

Freview File

ok || Comeel |

0000
[

Figure 90. Edit an Advertising Video
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The Start Date and End Date indicate when the advertisement will be
added to and removed from the schedule rotation. Select the
corresponding drop down menus to set them. The default setting will keep
the file in the rotation for 5 years.

Press Select File toreplace the current media file with another file
from the directory. If an image or flash file format is chosen then options
to keep the original image size or resize the image to fit within the display
appear. Select the appropriate option.

To preview the selected media file use the video control buttons to play,
stop, pause, rewind or fast forward.

To adjust the volume use the volume control buttons to the right of the
preview file window.

Press OK to apply the selected settings and exit the Edit an Advertising
Video window session or press Cancel to exit without saving any
modifications.

To delete an Advertisement

To remove a media file from the video file rotation select the media file
from the Video Files list and press Delete. A Delete File Confirmation
box appears.

Press Yes to confirm the deletion or press No to cancel.

To set Advertisement Scheduling

Time

FAM

B M

M

12PM

IPM

EPM

I P

Sunday onday | Tuezday “Wednesday Thurzday Friday | Saturday
4 4 4 4 4 4 4
4 | 4 | 4 | 4 | 4 | 4 | 4
4 4 4 4 4 4 4
4 4 4 4 4 4 4
4 4 4 4 4 4 4
4 3 5 5 ] 5 4
4 ] 5 5 5 5 4
4 4 4 4 4 4 4

Screen Saver Timeout ¥ E dit Playlist Copy Paste

Figure 91. Advertisement Scheduling Settings
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For each time slot media files play in a repeating rotation for the duration
of the time slot. Each time slot displays a number that represents the
number of files currently in its rotation.

Each time slot requires separate configuration. To select a time slot press
on the time slot. To configure the selected time slot press the Edit
Playlist button. The Playlist Scheduling window appears.

Playlist Scheduling

D Filzname

Yideo vy

WideoZ vy
Wideo3. swi
Wideod. swi

3R R =

Wideob. avi

| o YRS

| add || Delete | | ok || cance |

Figure 92. Playlist Scheduling

In the Playlist Scheduling window press Add to add an entry to the playlist
for the timeslot. Once an entry has been added select the entry and use the
drop down menu to set a specific media file for the entry. The media files
available for selection are the same as the ones in the video files list in the
Media Selection window. The same media file can be added multiple
times in the playlist. An entry can be removed by selecting it and pressing
the Delete button.

Press OK to apply the playlist schedule and exit the Playlist Scheduling
window or press Cancel to exit without saving any modifications.
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A playlist schedule can be copied from one time slot to another for quicker
configuration. To copy a playlist schedule select the timeslot that contains
the playlist then press Copy. Then select the timeslot that you wish to
copy the play listto and press Paste. The Playlist Copy Options window
appears.

Playlist Copy Options

Copying plavlist'wednesday 9 Abd to Saturday B P

Fleaze selectthe copy option vou would like to use

[ Owerrite l ’ Add ] ’ Cancel

Figure 93. Playlist Copy Options

Press Overwrite if you wish to replace the schedule in the destination
time slot with the schedule being copied. Press Add if you wish to include
the schedule being copied to the schedule in the destination time slot.
Press Cancel to return to the Media Selection window without copying.

To set the Screen Saver Timer

Inthe Screen Saver Timeout box presson the time that the TX3
Touch will idle for before entering Screen Saver mode. This option is only
available in the Screen Saver tab.
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To print an Advertising Report

1. From the menu bar press Reports >Advertising Report. The
Advertising Report Options window appears.

[ Advertising Report Options @
Panel [Labby (Toush] - |
ideo window IScreen Saver i I
Yideo file IparadeTower_WM\-" W9 wmy v I

Feport Period
@ Current Wesk ) Last'week
~ Current Maonth ) Last Month

1 Custom Frarn 13 August 2018 12 AM

To 26 August 2018 12 AM

| Deble || Deleteal | [ ok || Concel

Figure 94. Advertising Report Options

2. Provide the following information:
Panel. Select the panel that the advertisement plays on.
Video window. Select the video window that the advertisement plays on.
Video file. Select the advertisement you want to print the report for.

Report Period. Define the reporting period. Select from one of the four
predefined periods: the Current Week,the Current Month, the
Last Weekandthe Last Month. Once any of these four options are
selected the date range will be defined in the greyed out From and To
boxes. To define a custom date select Custom. Select the desired dates in
the From and To boxes.

3. To delete the advertising record of the selected advertisement press
Delete. A Delete Current Advertising Records box will appear. Press
Yes to confirm the deletion or press No to cancel.

4. To delete the advertising records of all of the advertisements press
Delete All.A Delete All Advertising Records dialogue box will
appear. Press Yes to confirm the deletion or press No to cancel.

5. Press OK to generate an advertising report with the selected settings or
press Cancel to exit. [f OK is selected an Advertising Report preview
window appears.
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TX3 Touch Advertising Report by Mircom
Technologies

Advertising Repart for
Played On Window
Fram

Tao

Total Play Time

Advertisernent 01 avi
Main Screen

3M2011 12:00:00 AM
34312011 12:00:00 Ak

0 Howrs
1 Minutes
56 Seconds

Repaort Details

Video Start Date and Time

372011 2:34:00 PM
372011 2:36:00 PM
372011 2:37:00 PM
3712011 2:40:00 PM
372011 2:42:00 PM

Duration Played (seconds)
13

5
13
13
13 ¥

A. Browse or Select Pages B. Refresh C. Print D. Print Layout

E. Page Setup F. Export

Figure 95. Advertising Report Preview Screen

6. The Advertising Report preview window shows how the report will
appear. There are several options on the toolbar:

A.

B.

Browse or Select Pages. Use these buttons to browse through each
page of the advertising report.

Refresh. Refresh the report preview.

Print. If the TX3 touch is on the same network as a printer then the

report can be printed directly from the touch screen.

is printed

Print Layout. This option previews how the report will look when it
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E. PageSetup. Ifthe TX3 touch is on the same network as a printer then
page setup options can be customized.

F. Export. The advertising report can be saved as either a Microsoft
Excel spreadsheet document format, . x1s, or as an Adobe Acrobat
portable document format, . pdf.

7. Once the advertising report has been printed or saved exit from the
Advertising Report window by pressing the C1 o se button at the top right
and then exit from the Advertising Report Options window by pressing
the C1ose button at top right again or by pressing Cancel.

8. Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

4.7 Modifying More Options

More Options lets you specify more specific screen characteristics such as
screen contrast, volume and other various user options, such as clock and email
settings.

To configure More Options
1. From the Left Pane, select Job > Network.

2. Expand the Network tree.

3. Expand the panel entry for your Touch Screen, and then select Touch
Screen.

4. In the Right Pane, select More Options.
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The More Options window appears. Some of the options available depend
on how you log in to the Touch Screen. When you log in using the TX3
Configurator software you see the screen shown in Figure 96 and you
have access to the Admin Password setting.

Touch Screen Options

| Layouts | Themes | Videos and Banners |M FBDDUDHS

Screen Contrast

l Resident Groups... l
u 2..0 : l Email Messages... l
l Languages... l
Master Volume VOIP, Event, Vioice
U - 8 l Admin Password... l

[50 50 E

l Customize Buttons... l

[ Voice prompt  [¥] Showclock @ Scrollbypage [ Auto GetJob

[T] Keyboard voice [¥] Showdate ) Scroll by line

Figure 96. Touch Screen More Options when you log in with the
TX3 Configurator Software
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When you log in using Remote Desktop or at the Touch Screen terminal,
you see the screen shown in Figure 97 and have access to the Set Date
and Time setting.

Touch Screen Options

! Layvouts | Themes i Wideos and Banners MD"EODTIDHS|

Screen Contrazt
l Rezsident Groups...

Ll | Email Messages... ]
20
[ Languages... ]
Fazter Yolume YOIP, Event, Yoice | B e ot J
[} 8]

50 50 |EJ

l Customize Buttons... ]

] Voice prompt (V] Show clock @ Scrollby page ¥ Auto GetJob

[] Kevboard vaice [¥] Shaw date ' Seroll by line

Figure 97. Touch Screen More Options when you log in with
Remote Desktop or at the Touch Screen terminal

Define the following parameters:

Screen Contrast. Defines the brightness ratio of the lightest to the darkest
part of the Touch Screen interface.

Master Volume. Defines the volume of the speakers for videos, event
prompts, and VOIP calls.

VOIP, Event, Voice. Defines the volume of all notifications and VOIP
calls as a percentage of the Master Volume. Select the play button to
preview the volume level.

Note:

If the Touch Screen has telephone access controller board model
MD-1086, use these two volume controls only for notifications and
VOIP calls (not telephone calls). Telephone call volume is
controlled from Panel Configuration (section 3. on

page 146).

If the Touch Screen has telephone access controller board model
MD-1245, use these two volume controls for notifications, VOIP
calls, and telephone calls.

To determine which model of telephone access controller board
you have, see section 12.1.2 on page 273.
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Voice prompt. Enables voice prompting for every selection.
Show clock. Enables the clock display.

Scroll by page. Enables page scrolling.

Keyboard voice. Enables the audible keystrokes.

Show date. Enables date display.

Scroll by line. Enables line scrolling.

Auto Get Job. This option applies to Touch Screens that are either
Ethernet Secondary Nodes or nodes on an RS-485 network and ensures
that the Touch Screen database is up-to-date. When you select this option,
the Touch Screen monitors its internal lobby board for any changes. When
a change is made to the internal lobby board database, the Touch Screen
automatically updates its own database. This option can only be enabled at
the Touch Screen unit or by connecting to the Touch Screen by Remote
Desktop.

Note: Ensure the selected panel is configured, connected and assigned
with a unique panel address.

6. Proceed with configuring the date and time, resident groups, email
messages, language options, and the Admin password. For details on how
to set these options, see sections 4.7.1,4.7.2,4.7.3,4.7.4, and 4.7.5.

7. Press Send and Exit from the Tool Bar to apply the settings and exit
the session.

4.71 Setting the Date and Time

This option sets the date and time at the Touch Screen terminal. To access this
option, log in to the Touch Screen at the terminal or log in to the Touch Screen
with Remote Desktop.
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To set the date and time of the Touch Screen

1. From the Touch Screen’sMore Options tab,select Set Date and
Time. The Set Touchscreen Time and Date window appears.

Set Touchscreen Time And Date

Set Date
Tuesday , March 15,2011 v |

Set Time
Hour rinute AM M

11 o] [ 2] [am o]

[ (]9 ] l Cancel l

Figure 98. Set Touchscreen Time and Date

2. In the Set Date box choose the appropriate date. In the Set Time boxes
choose the hour, minute and AM or PM.

3. Press OK to apply the settings and exit the Set Touchscreen Time and Date
window session or press Cancel to exit without saving the information.

4. Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

4.7.2 Configuring Resident Groups

Y ou may configure residents into specific groups by their dial codes using
designated text and logos. This feature allows visitors to easily make a selection
using the Group Buttons at the top of the user interface. Up to five groups may be
created.
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To configure resident groups

1.

From the Touch Screen’s More Options tab, select Resident
Groups. The Resident Groups window appears.

Group Configuration
Enable Groups

Rezident Groups

Group Detail:

GEraup name |

Dial Code Range Start I:I
Dial Code Range End I:I

Button Mods
| Mircom ‘ | #A&’ ‘ |ﬁf£f’hﬂircnm
Text Only Logo E-Inl_l,- Logo an-d Text
Group Logo
Select | | |

e Add == Delete

[ oK ] [ Cancel ]

Figure 99. Group Configuration

Press Add to create a resident group. The default Group Name appears.
Press Delete to delete an existing resident group.

Provide the following information:

Enable Groups. Select this check box to enable resident grouping.
Group name. Provide a group name.

Dial Code Range Start. Enter the start value for the group dial code.
Dial Code Range End. Enter the end value for the group dial code.
Text Only. Select Text Only to display only the Group Name.

Logo Only. Select Logo Only to display only the Logo.

Logo and Text. Select Logo and Text to display both the Logo and Text.

Group Logo. Select a logo for the group from a file.
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4, Press OK to apply the settings and exit the Group Configuration window
session or press Cancel to exit without saving the information.

5. Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

4.7.3 Configuring Email Messages

Youmay configure the email addressing feature and send a test message to verify
the connection.

To configure email messages

1. From the Touch Screen’s More Options tab, click Email
Messages.

The Email Messages window appears.

Email Message Options @

Enable Email Messages

Consult your local Intemet Service Provider for the following info:

Servertype Gmail -
Email Server smitp gmail.com

Usemame someone&gmail com

Password sessnsnsnen

From address someone&gmail com

Send a Sample Email
To address toAddress@hatmail com

l Send Sample Email Now I

e |

Figure 100. Touch Screen Email Messages

2. Provide the following information:

Enable Email Messages. Select this check box to enable email
messaging.

Server type. (Version 2.3 and higher.) Select the server type: custom
SMTP, Live (Hotmail), or Gmail.

Email server (SMTP). Enter the email service provider IP address.
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Username. Enter the user name.

Password. Enter the password.

From address. Provide the email address of the sender. This email
address tells the receiver and the ISP provider who is sending the email.

Note: The From address is required.

To address. Enter the email address of the person you wish to send a test
message to.

3. To verify thatall of the email service parameters are correct, send a sample
email message by pressing the Send Sample Email Message Now button.

4, Press OK to apply the settings and exit the Email Message Options
window session or press Cancel to exit without saving the information.

5. Proceed with another configuration or press Send and Exit from the
Tool Bar to apply the settings and exit the session.

4.7.4 Setting Language Options

1. From the Touch Screen’sMore Options tab,select Languages. The
Language Editor window appears.

Language Editor g|
Select the language to edit :English _v |
English
Aevailable for zelection

ItemlD | ItemT ext Lozt
_ Resident Directary
Residernt ﬁot found!
il Code N4
. Infarmation
Resident Detail
Cancel Se.arch
calL
l Leave Message

| Dioven

Reset to default QK. l [ Cancel

[T et N = o TR | T S S R T

Figure 101. Language Editor

2. Select the language to edit using the drop down menu.
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Once a language has been chosen it can be setas Available for
selection using the check box. At least one language must always be
setasAvailable for selection and by default this is English. If
more than one language is setas Available for selectionan
option appears on the main Touch Screen display to choose between
languages.

A list of messages are listed for each language. A message can be altered
by pressing on the text once to select the message and then pressing on the
text again to edit it.

Note:

If you erase the message, then the associated element on the user
interface screen is hidden.

Press Reset to default torestore all messages to their original
content.

Press OK to apply the selected settings and exit the Language Editor
window or press Cancel to exit without saving any modifications.

Leave Message

Figure 102. Language Selection

Ifmultiple languages are enabled the main Touch Screen display will have
a button to select between languages. This will replace the clock as shown
in Figure 102. Press the language button and buttons appear for each
language enabled then press the button corresponding to the language you
wish to select.

Note:

With multiple languages enabled the Touch Screen will prompt for
a language choice each time the screen saver clears.
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Setting the Admin Password

The value stored in Admin Passwordisused by the TX3 Configurator to
connect to a Touch Screen Main Node. This value must match the Touch Screen
administrator password. Specifically, whenever you change the administrator
password on a Touch Screen Main Node (section 2.7 on page 32), you must make
the same change to Admin Password forthat Touch Screen Main Node in the
TX3 Configurator.

Note: This option is only applicable for configuring Touch Screen Main
Nodes with the TX3 Configurator software.

To set the Admin Password

1. From the Touch Screen’s More Options tab, click Admin
Password.

2. Enter the administrator password for the Touch Screen in the text box.

3. Click OK.

Customizing Buttons

The functions of the Call Receptionand Leave Message buttons on the
Touch Screen main interface (Figure 74) are customizable. By default,the Call
Reception button calls the guard phone. By default, the Leave Message
button opens a window where the visitor can enter a message that is sent to the
resident if Email Messages is configured (section 4.7.3 on page 127).

You can configure these buttons to call a specific dial code instead.

Note: To change the text on these buttons, see section 4.7.4 on page 128.

TX3 Configuration and Administrator Manual



/////// M irCOm Configuring the Touch Screen Appearance

To customize buttons

1. From the Touch Screen’s More Options tab, thenclick Customize
Buttons.
( Customize Buttons @\

The following buttons can be customized to call resident dial codes:

Gl Reception | Leave Message

@ Defauit

) Customize

Figure 103. Customize Buttons

2. Onthe Call Reception tab,click Customize, then enter the dial
code to call when a visitor presses the Call Reception button.

Click Defaulttosetthe Call Reception button to call the guard
phone.

3. Click the Leave Message tab, then click Customi ze, then enter the
dial code to call when a visitor presses the Leave Message button.

Click Default to setthe Leave Message button to leave an email
message.

4, Click OK.

4.8 Calibrating the Touch Screen

The TX3 Touch Screen does not require calibration for the initial setup.
However, over time and with continued use it may require re-calibration. The
resistive Touch Screen hardware is controlled by third party software from
PenMount. Calibration cannot be performed remotely and must be performed
locally at each terminal. This section explains how to calibrate the Touch Screen
using the PenMount software.

4.8.1 Calibrating the 15” Touch Screen

The resistive Touch Screen hardware is controlled by third party software from
PenMount. Calibration cannot be performed remotely and must be performed
locally at each terminal. This section explains how to calibrate the Touch Screen
using the PenMount software.
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To enter the PenMount Control Panel

1.

2.

From the TX3 Touch software log in as administrator.

From the menu bar select File > Shut Down > Exit to
Windows. Press Yes to confirm.

Press twice on the Desktop icon in the upper left corner of the window.
BE Desktap

Figure 104. Desktop Icon

Press twice on the PenMount Control Panel icon.

» PenMount Control Panel
Shortcut
1.11 KB

Figure 105. PenMount Control Panel Icon

The PenMount Control Panel appears.

To calibrate the Touch Screen

'\ PenMount Control Panel E|§|@

Device lMuItipIe Monikors ] Tools ] About ]

Select a device to configure,

£

PenMMount
B000 USE

Configure Refresh

Figure 106. PenMount Control Panel

From the PenMount Control Panel select the device to configure in the
Device tab. If the device does not appear ensure that it is connected and
turned on, then press Refresh.
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2. Once the device is selected press Configure. The Device Calibration

window will appear.

& Device 0 (Penkount 6000 USB)

Calibrate lSetting ] Edge Compensation ] About ]

Standard Calibration

[~ Turn off EEPRGM storage.

Advanced Mode

[ Plot calibration data

Advanced Calibration

CoX

Figure 107. PenMount Device Calibration

There are two types of calibration options. For most Touch screens the
Standard Calibration option is sufficient. However, over time,

the Advanced Calibration option may be required. To perform

standard calibration proceed to step 3. To perform advanced calibration

skip to step 4.
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3. To start standard calibration press on the Standard Calibration
button in the Device Calibration window. The PenMount software will
display a series of four red squares on the screen which must be pressed in
sequence. Use your finger or a stylus to press each square. After each
square is pressed calibration will complete. Skip to step 7.

Touch the red square.

|

4. The Advanced Calibration option can be configured to use between 4 to
25 points of calibration from the Advanced Mode box in the Device
Calibration window. Increasing this value increases the accuracy of the
calibration. From the Advanced Mode box select the number of points of
calibration to use.

Figure 108. Standard Calibration

5. The Plot Calibration Data option displays a linearity comparison graph
after advanced calibration has been completed. Black lines on the graph
indicate the ideal linearity while the blue lines show the calculated
linearity. Select Plot Calibration Data to display this graph at the end of
calibration.

6. To begin the advanced calibration select Advanced Calibration
from the Device Calibration window. The PenMount software will
display a series of red squares on the screen which must be pressed in
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sequence. Use your finger or a stylus to press each square. A stylus is
recommended for increased accuracy. After each square is pressed
calibration will complete.

Lu : :-q
“' [ A-q = Iy

Touch the red square.

-g—d .-;-1 D-!ﬂ

Figure 109. Advanced Calibration (9 Points)

7. Once calibration has been completed press OK in the Device Calibration
window. Press OK again in the PenMount Control Panel. Quickly press
twice on the TX3 Touch icon from the desktop to restart the TX3 Touch
software.

4.8.2 Calibrating the 22” Touch Screens
Calibration cannot be performed remotely and must be performed locally at each

terminal. This section explains how to calibrate the Touch Screen using the third
party MT 7 software.

To enter the MT 7 Software Control Panel
1. From the TX3 Touch software log in as administrator.

2. From the menu bar select File > Shut Down > Exit to
Windows. Press Yes to confirm.
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Press twice on the Desktop icon in the upper left corner of the window.

FL Desktop

Figure 110. Desktop Icon

Press twice onthe 3M Touch Calibration folder.

Inthe 3M Touch Calibration folder, press twice onthe Control
Panel icon.

ﬁ-‘ setup

Figure 111. Calibration Control Panel

If amessage appears saying that there is a problem with the shortcut, then
follow the instructions starting at To install the MT 7 Software Control
Panel on the next page.

Ifthe Problem with Shortcut window does not appear, then go to
To calibrate the Touch Screen on page 132.

Problem with Shortcut @

~. Theitem TwCalib.exe' that this shortcut refers to has been
7 :' changed or moved, so this shortcut will no longer work properly.

Do you want to delete this shortout?

Figure 112. Problem with Shortcut

To install the MT 7 Software Control Panel

a. Connect a USB mouse to the Touch Screen.

Connect a mouse because the touch functionality might stop
working during this process.
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b. Press twice on the setup icon.

@] Calibration
i@ Control Panel

Figure 113. setupicon

TheMT for Windows Setup Wizard appears.

15! Setup - MT 713.21 for Windows el = ==

Welcome to the MT 7.13.21 for
Windows Setup Wizard

This will install MT 7, 13,21 for Windows 7.13.21 on your
computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

\WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or
any partion of it, may resultin severe dvil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

Cancel

Figure 114. MT for Windows Setup Wizard

c. Scroll to the bottom of the agreement, select I accept the
agreement, and then click Next.
15 setup - MT 7.12.21 for Windows o] = =]
License Agreement

Please read the following important information before continuing.

Please read the following License Agreement, You must accept the terms of this
agreement before continuing with the installation.

Cricoc.

10. cComplete Agreement. This License
constitutes the entire agreement between

the parties with respect to the use of

the Software and Documentation. No
amendment to or modification of this

License will be binding unless in writing
and signed by a duly authorized
representative of 3M Touch Systems. -

@ ¥ accept the agresment.
I do not accept the agreement

‘ < Back |[ MNext > ]l Cancel

Figure 115. License Agreement
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d. Follow the instructions to install the calibration software.
Note: Do not change any installation options.
e. After the installation is complete, press twice on the Control

Panel icon.

f. Go to To calibrate the Touch Screen below.

To calibrate the Touch Screen

5| MT 7 Saftware Control Panel, Version 7.13.14 @
Main |Tnuch Seftings | Edoe Adjustrnent | Tonls |

Calibration
MT 7 provides a 3-point

calibration for optimum
atcuracy for your touch display.

Calibrate

Support Information

Caontroller ID USBFFFFFFFF
Controller Type: USH PX Series
Firrware Version 01.05

Touch Screen Status: 0K

Close | Help | Ahout ‘

Figure 116. MT 7 Software Control Panel

1. From the MT 7 Software Control Panel, click Calibrate.
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2. The MT 7 software displays a series of three green circles on the screen
which must be pressed in sequence. Use your finger or a stylus to press and
hold each circle for a second.

&

Touch the target for several seconds and then lift off.

Figure 117. Calibration on the 22” Touch Screens

If you do nothing, calibration will time out and the system will show the
MT 7 Software Control Panel again.

3. Once calibration is complete, press Accept.
4. Press Close in the MT 7 Software Control Panel.
5. Press twice on the Restart icon to restart the TX3 Touch software.

[@]* Restart

Figure 118. Restartlcon
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5 Configuring a Telephone Access
System Panel

Touch Screen and Configurator let you access, add and modify Telephone
Access System panels. Once you connect to a building panel, you can begin
configuration.

This chapter explains

. Configuring a Telephone Access System Panel
. Configuring VOIP (SIP)

. Configuring Inputs

. Configuring Outputs

. Establishing Correlations

. Adding or Modifying Residents

140 TX3 Configuration and Administrator Manual



// ° i Configuring a Telephone Access System Panel
.. Mircom

5.1 Configuring a Telephone Access System Panel

Configuring a Telephone Access System panel sets the entry panel system
parameters and establishes how inputs are labelled, assigned, defined and
correlated with outputs.

By default Touch Screen has one Telephone Access System panel. Additional
panels may be manually added to the network.

Note: When adding additional panels ensure the panel model you wish to
add to the Job tree matches the panel you wish to connect to.

Configuring a Telephone Access System lets you:

. label a panel
. set the panel options
. define the phone lines as ADC or NSL

. set the resident telephone call controls

. define and assign inputs and outputs

. correlate events with actions

. create a schedule

. create passcodes

. create hold open times

. define a limit on postal lock usage

. set elevator usage if elevator controls are used
. set custom entry access codes

For information about the installation of the Telephone Access Systems, refer to
the manuals shipped with the system and on the Mircom website
(Www.mircom.com).

51.1 Labelling a Panel

Labelling a panel lets you specify the panel name and establish its network
address.
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To label a panel

1. Select a panel. The Panel Configuration window appears.
Panel Configuration
Panel label  |Panel [Lobby) Address 1 £

Panel model | T3-120/200-4 (4220 LCD)

Figure 119. Panel Configuration

2. Provide information for the following:
Panel label. Provide a name for the Panel.

Panel model. The application automatically retrieves the selected panel
model information. This field is read only.

Address. Selectthe address that matches the RS-485 address of the Touch
Screen’s Telephone Access Controller Board.

3. Proceed with the rest of the configuration or click Send and Exit
from the Tool Bar to apply the settings and exit the session.

51.2 Configuring Calls

Configuring calls lets you specify the call duration, number of rings and call
scheduling.

To configure calls

1. Select Calls from the Panel Configuration window. The Calls window
appears.

Calls  Phonelines Keypad VOIP  Passcodes Advanced

Calls Wolumes

Maximum talk time 60 sec Default to:

15" wall mount

A 4w

Maximum number of rings

15" kiosk

Schedules »
Alow calls Always N w 22" wall mount
Allow unlock Always ~
Allow keyless entry Always ~
Allow postal entry Always ~ Speaker Mic.

Figure 120. Panel Configuration - Calls
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Provide information for each of the following;:

Maximum talk time. Specify the maximum time in seconds the visitor
may communicate with the resident on a single call. After this time, the
panel disconnects.

Maximum number of rings. For NSL lines, specify the number of rings
of each call before the panel reports no answer and hangs up. For ADC
lines, this setting is not used and ring duration is determined by the
maximum talk time.

Allow calls. Use this selection to allow calls to the residents based on the
selected schedule.

Allow unlock. Use this selection to allow the resident to use their phone to
unlock doors during a set schedule.

Allow keyless entry. Use this selection to allow keyless entries during
selected schedule.

Allow postal entry. Use this selection to enable the postal lock during a
set schedule.

Speaker volume. Specify the panel speaker call volume.

Microphone volume. Specify the microphone call sensitivity.

Note:

On Touch Screens with telephone access controller board model
MD-1086, use the speaker and microphone volumes only for
telephone calls (not VOIP calls). Use the Touch Screen
Options (section 4.7 on page 121) to set the volume for
notifications, event prompts and VOIP calls.

On Touch Screens with telephone access controller board model
MD-1245, use the Touch Screen Options (section4.7 on
page 121) to set the volume for notifications, event prompts and
VOIP calls.

To determine which model of telephone access controller board
you have, see section 12.1.2 on page 273.

Default to. (Version 2.3 and higher on Touch Screens only.) Click a
button to set the optimal call volume settings for that type of Touch Screen
unit.

Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

51.3 Optimal Call Volume Settings

Table 2 shows the optimal call volume settings for different TX3 models.
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The speaker and microphone volumes are used only for telephone calls, not
VOIP calls. For volume for the videos, event prompts and VOIP calls see section
4.7 on page 121.

Table 2: Optimal Call Volume Settings

Model Speaker Microphone
TX3-TOUCH-F22 8 7
TX3-TOUCH-S22
TX3-TOUCH-F15-A 4 8
TX3-TOUCH-S15-A
with MD-986 audio mixer board
TX3-TOUCH-F15-A 7 10
TX3-TOUCH-S15-A
with MD-1105 audio mixer board
TX3-200-8C-A 9 8
TX3-1000-8C-A
TX3-2000-8C-A

514 Configuring Messaging on the Configurator
Messages is a Configurator feature that determines how messages and settings
associated with a lobby panel appear on the LCD. This feature is not used by
Touch Screen.
To configure messages
1. Select Messages from the Panel Configuration window. The Messages
window appears.
| Calls | Messages | Phone lines I Keypad I Fasscodes | Ad\ranced|
Welcome messages
Display messages in English only - Forit Fixed system-10 lines
Select language to edit English hd
Line  Message &
. Welcome E
2 To view directory
3 press L and E keys
4 To scroll directorv i
Figure 121. Panel Configuration - Messages
2. Provide information for each the following:
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Display messages in. Select the language to use for welcome messages. A
multiple language selection scrolls sequentially through each message.

Select language to edit. Select the welcome message to edit based on
language.

Font. Select the type of font to use when displaying welcome messages.
This option is only available for the 8-line lobby unit model. This feature
is not used by Touch Screen.

Welcome message lines. Welcome messages shows the instructions in
the specified language. Use this area to make changes to the text. This
feature is not used by Touch Screen.

The up arrow and down arrow symbols are represented in the
Configurator with the following ASCII characters:

. Up arrow: A (hold down the Altkey and type 0197 on the numeric
keypad)

. Down arrow: /A (hold down the Alt key and type 0198 on the
numeric keypad)

These two characters will appear on the TX3 screen as the correct up and
down arrow symbols.

3. Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

51.5 Configuring Phone Lines and Guard Phone

The Phone Lines window lets you select the resident’s telephone line type as
either ADC or NSL. Up to five lines may be configured.

If a guard phone is installed with the system, in order to use it you must first
activate the guard phone using this window. For a description on how to install
and use the guard phone, see LT-969 TX3 Telephone Access System Installation
and Operation Manual.
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To configure phone lines

1. Select Phone Lines from the Panel Configuration window. The Phone
Lines window appears.

| Calls I Meszages | Phone lines | Keypad I Passcodes I Mvancedl

Line types
Line 1 | ADC -
Line 2 [Nnt used V]
Line 3 [ Not used -
Line 4 [Nnt used V]
Line 5 [ Not used - |
[7] Guard phone is connected

Figure 122. Panel Configuration - Phone Lines

2. Provide information for each the following:
Phone lines. Select either not used, ADC or NSL.

Guard phone is connected. Select this check box if the TX3-GPM Guard
Phone Module is installed on this panel

3. Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

5.1.6 Configuring the Keypad

Configuring the Keypad lets you set permissions for the resident for opening
doors, using call waiting and using the panel during calls.

To configure the keypad

1. Select Keypad from the Panel Configuration window.
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The Keypad window appears.

| Calls I Messages | Phone lines | Keypad | Passcodes I Advanced|

Residence Phone

L1 Ld

Open Main door by pressing unlock door for 30 sec

Open Awx door by pressing unlock door far 30

Ak

SEC

Get call waiting by pressing

P
A

Enable front panel keypad during calls

Figure 123. Panel Configuration - Keypad

2. Provide information for each the following:

Open Main door by pressing. Specifies which key on the resident’s
phone unlocks the main door.

Note: Do not select 4 (this is used to refuse entry or disconnect).

Do not use the same number for the main door, auxiliary door, and
call waiting (call waiting works on NSL systems only).

Unlock door for. Specifies the time duration to unlock the main door.

Open Aux door by pressing. Specifies on Telephone Access Systems the
key to press on the residence phone to unlock the auxiliary door.

Note: Do not select 4 (this is used to refuse entry or disconnect).

Do not use the same number for the main door, auxiliary door, and
call waiting (call waiting works on NSL systems only).

Note: If the Telephone Access System Panel has controller board model
MD-1245, do not select 1, 7, or * for Open Main Door by
Pressingand Open Aux Door by Pressing.

To determine which model of telephone access controller board
you have, see section 12.1.2 on page 273.

Unlock door for. Specifies the time duration to unlock the auxiliary door.
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Get call waiting by pressing. Specifies the key to press on the residence
phone to connect to the lobby phone while on an outside call. Do not select
4. This is used to refuse entry or disconnect.

Note: Get call waiting by pressing works only on NSL
systems.

Enable front panel keypad during calls. Selecting this check box allows
the panel keypad to be used during a call.

3. Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

Configuring VOIP (SIP)

With software version 2.3 or later, you can configure the TX3 Touch Screen to
make VOIP calls to residents using SIP (Session Initiation Protocol). SIP is a
protocol for controlling phone or video messaging on an IP network. The TX3
Touch Screen is a SIP client and can communicate with other SIP clients through
a SIP server.

Requirements

SIP works on the following models:

TX3-TOUCH-F15-B
TX3-TOUCH-F15-C
TX3-TOUCH-F15-D
TX3-TOUCH-S15-B

TX3-TOUCH-F22

TX3-TOUCH-F22-C
TX3-TOUCH-F22-D
TX3-TOUCH-F22-E

TX3-TOUCH-S22

TX3-TOUCH-S22-C
TX3-TOUCH-S22-D
TX3-TOUCH-S22-E

TX3-TOUCH-S15-C TX3-TOUCH-S15B-WR
TX3-TOUCH-S15-D TX3-TOUCH-S15S8-WR

The TX3 Touch supports the following codecs for SIP calls. The SIP server and
other SIP clients must support one or more of these codecs to work with the TX3
Touch system:

. Audio codecs: G.722-64k, G.722.2, G.722.1-32K, G.722.1-24K, G.711-
ALaw-64k
. Video codecs: H.263, H.263plus

SIP on the TX3 Touch is compatible with Mircom’s Unified Building Solution,
and the MiEntry mobile app.
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5.1.7.2 Configure SIP
To set up SIP, you need:

. The IP address or URL of the SIP server.

. The proxy IP address or URL of the SIP server (also called outbound
proxy). Not all SIP servers require this.

. The SIP username, SIP password, and authorization ID (also called
authorization username) of the Touch Screen. These are configured in the
SIP server. Not all SIP servers require an authorization ID.

. The SIP username of each resident.
To configure SIP
1. Select the panel in the job tree.

2. Click VOIP from the Panel Configuration window.

The VOIP window appears.

Calls  Phonelines Keypad VOIP  Passcodes Advanced

SIP Call Sequence

SIP server (® VOIP callfirst then phone line

SIP user name * (O Selectable by caller

Proxy server *

Authorization 1D *

| |
| |
Password | |
| |
| |
| |

Display name

Compatability * Has application layer gatew: (* Software upgrades of TX3-Touch may be needed
if entering more than 20 characters or selecting an
edge proxy server )

Figure 124. VOIP

SIP server. The URL of the SIP server.
SIP username. The SIP username of the Touch Screen.
Password. The SIP password for the Touch Screen.

Proxy server. The proxy server (also called outbound proxy) required by the SIP
server. Not all SIP servers require this.

Authorization ID. The authorization ID (also called authorization username)
for the Touch Screen. Not all SIP servers require this.

Display name. This name appears on the resident’s SIP phone when the Touch
Screen calls the resident.
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Compatibility. Usually, leave this option at the default (Has application
layer gateway). This indicates that your network’s router has a SIP
Application Layer Gateway enabled.

Call sequence. Ifyouselect VOIP call first then phone line,the
Touch Screen will try to call the resident’s VOIP number first when a visitor

makes a call. If you select Selectable by caller,the Touch Screen will
prompt the visitor to select either VOIP or PSTN when the visitor makes a call.

Note: The VOIP call first then phone line option works
only if both a VOIP account and phone line are configured for the
resident.

To set up aresident’s SIP account
1. Click Residents in the job tree.

2. Select the resident that you want to set up.
3. Click Edit/Edit Residents.
4. Click the VOIP tab.

5. Type the SIP username of this resident in the STP username field.

Resident Details &J
MName Zeus
Aptit 21
Dial code 6742 [ Hide this resident in directory

Proneines |ty |{ Y07 | Bovatr [ Pofis]

5IP usemame

Figure 125. Resident VOIP Setup

6. Click OK.
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To call aresident’s SIP username

1. From the main Touch Screen display (see Figure 74 on page 93), select
the resident’s name, and then select Call.
2. IfSelectable by callerisselectedunder Call Sequencein
the VOIP window (page 150), a window appears with the buttons Voice
CallandVOIP Call.SelectVOIP Call.
5.1.8 Configuring the Passcode

Passcodes let you define and set the code to permit panel access. There are three
levels of access. Panel passcode levels 1 and 2 are set by Touch Screen. Passcode
level 3 is read only and is initially set at the panel. All passcodes are 10 digits

long.

To configure the panel passcode

1.

Select Passcode from the Panel Configuration window. The Passcode
window appears.

| Calls | Messages I Phone lines I Keypad | Passcodes | Advanced

Fasscodes
Lewel 1 1111
Level 2 2822
Lewel 3 3333

Figure 126. Panel Configuration - Passcodes

Provide a permission code for each the following:
Level 1. future use.

Level 2. Level 2 provides access to operations without configuration
privileges.

Level 3. Level 3 grants full panel access and is read only. It is initially set
at the panel, but can be changed afterwards using the Monitoring
provision (See section 12.1.1 on page 270). The level 3 passcode is also
the network passcode.
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3. Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

Note: At any time if you lose or forget the passcode, call Technical
Support to receive a temporary passcode. This temporary passcode
is only valid for the day it is issued.

51.9 Configuring Advanced Functions

Advanced Functions lets you set the date and time for the panel and
specify the main door unlock schedule, elevator restriction time, postal lock use,
phone line type and display scroll speed.

The elevator restriction feature limits building accessibility by granting visitor
access only to the destination floor. This prevents the visitor from accessing non-
designated floors.

The date and time option lets you set the panel clock according to the PC clock.
If installed the postal lock provides mail carriers access to the building. The
building administrator arranges for the installation of this lock with the post

office and defines its usage on a daily or indefinite basis. The “Postal Usage”
function lets you define the maximum usage for the postal lock.

To configure advanced functions

1. Select Advanced from the Panel Configuration window. The Advanced
window appears.

Calls Messages Phonelines Keypad Passcodes Advanced

Cther Options
Auto unlock Main door Never ~ Date and Time...
Elevator restriction time 60 % sec
Daily postal lock usage 255 =
DTMF type Tone
DTMF sensitivity Level 5 ~
Echo reduction ( Not sending to panel )~
Text scroll speed Mormal ~
Voice help [] Handset connected

Figure 127. Panel Configuration - Advanced

2. Provide information for each the following:

Auto unlock Main Door. Use this selection to unlock the main door
based on the selected schedule.
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Elevator restriction time. Specifies the amount of time an elevator is
accessible for a visitor after the resident grants access. See Chapter 10 on
page 241.

Daily postal lock usage. Specifies the daily limit for postal access. The
range is 1 to 254 and the default is 4. For unlimited usage set the value to
255.

DTMF type. This is set to Tone and is not configurable.

DTMF sensitivity. Set the sensitivity to a level between 1 to 8. The
default is 5. Lower sensitivity levels reduce interference from nearby cell
phones

Echo Reduction. Select a setting to enhance call clarity by reducing the
echo in the room.

Text scroll speed. Specifies the scroll speed for the resident record
directory display on Telephone Access System panels. This option is not
available on Touch Screen.

Voice help. Select this check box to enable voice help for the Telephone
Access System.

Handset. Select this if a handset is connected to the Lobby Control Unit.

Proceed with configuring the Date and Time or click Send and Exit
from the Tool Bar to apply the settings and exit the session.

To set the date and time

L.

Click Date and Time. The Date and Time Options window appears.

Date and Time Options E|
I Set Date and Time. .. ]
Enable Daylight 5 avings Time
Start |Second % ||Sunday | % | in|March v
2004k 5
End | First  |[Sunday % | in|MNovember W
2004k 5
Adiust panel time for |0 % zec per day
[ ak ][ Cancel

Figure 128. Date and Time Options
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2. Provide information for the following parameters:

Set Date and Time. Selecting this option lets you set the panel clock to a
time other than the PC clock. Every time you access the Set Date and Time
window the current PC time appears.

Set Date and Time @

Pahel date and time

Mew date and time | [[BA10/2010 035447 Ph

[ Set now l [ Cancel ]

Figure 129. Set New Date and Time

Enable Daylight Savings Time. Select this check box to enable daylight
saving time. When enabled provide the daylight savings start and end time
for the local area.

Adjust panel time for. Provide a value to compensate for the daily drift
away from the true time.

3. Click OK to save the information and return to the configuration window,
or click Cancel to exit without saving the changes.

4. Click Send and Exit from the Tool Bar to apply the settings and exit
the session.

5.2 Configuring Inputs

Inputs 1 to 5 are assigned specific functions. Inputs 1 to 3 have pre-defined
functions and connect to specific devices. Inputs 4 and 5 are general purpose
inputs that can be manually assigned (correlated) to activate a general purpose
output.

The application automatically senses the on/off status of connected components.
In order to accurately monitor the functional state of the panel inputs, you must
first define the electrical circuit characteristics of the input.
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5.21 Inputs 1to 5
Inputs 1 to 5 are designated as follows:

Input 1. Input 1 connects to the Postal Lock. Activation of this input unlocks the
main door and starts the main door timer. The door locks when the timer expires
or when the door sense input is activated. Daily usage is limited according to a
pre-defined amount. Any attempt to use the postal lock beyond this point causes
a warning message to appear and the system to return to normal operation.
Input 1 can also, when configured, activate a general purpose output to perform
any required function.

Input 2. Input 2 connects to the fire alarm panel and receives fire notification.
Activation of this input unlocks the main and auxiliary doors. These outputs are
active as long as the fire panel input is active. Input 2 can also, when configured,
activate a general purpose output to perform any required function.

Input 3. Input 3 connects to the door sense switch. Unlocking the main door
activates the main door open timer. Activation of the Main Door Sense locks the
main door and resets the main door open timer. This function is typically used to
prevent ‘tailgating’. Input 3 can also, when configured, activate a general
purpose output to perform any required function.

Input 4. Input 4 is a general purpose input that, when configured, activates a
general purpose output to perform any required function.

Input 5. Input 5 is a general purpose input that, when configured, activates a
general purpose output to perform any required function.

To configure inputs

1. Select Inputs/Outputs. The Inputs/Outputs Configuration window
appears.

Input/ Output Configuration

# Inputs () Outputs

Input2 Label Inputi

Input2

Inputd .

InEutE Azzigned to
Active state Cloze w
Circuit supervizion | Mone w

Figure 130. Input Configuration
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Click Inputs. A list of the panel inputs appears.
Select an input and provide information for the following parameters:

Label. Use this text box to provide a label name for this panel input. This
information is not stored in the panel and reverts to the state when a Job is
retrieved from the panel.

Assigned to. Assigned to contains a drop-down list of all assigned
inputs. This option is read only on Telephone Access System panels.

Active state. Act ive state specifies the state by which it is
considered active. Two selections are presented. Select one of the
following:

Open
Close

Circuit supervision. Circuit supervision specifies the circuit
type and indicates whether the input is supervised. Select one of the
following:

None

Open circuit

Short circuit

Open and short circuit

Click Add to add the panel and return to the configuration window, or
click C1lose to exit without saving the changes.

Configuring Outputs

Outputs are programmed for specific functionality, such as specific delay and on/
off times.

The Telephone Access System has the following four panel outputs:

Output 1. Output 1 is a dedicated output that controls the relays for the AC and
DC main door lock strikes.

Output 2. Output 2 is a dedicated output that controls the relay for the auxiliary
door lock strike.

Output 3. Output 3 is a general purpose output that performs any required
function.
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Output 4. Output 4 is a general purpose output that performs any required
function.

To configure outputs

1. Select Inputs/Outputs. The Inputs/Outputs Configuration window
appears.

Input,/Output Configuration

3 Inputs (%) Dutputs

Output? Label Outputl
COutput3
Dutputd
KR Azzigned to
Active state Energized b

Figure 131. Output Configuration

2. Click Outputs. A list of the panel outputs appears.
3. Select an output and provide information for the following parameters:

Label. Use this text box to provide a label name for this panel output. This
information is not stored in the panel and reverts to the default state when
a Job is retrieved from the panel.

Assigned to. Assigned to designates the panel output to the device.
From the list select a device. This option is read only on Telephone Access
System panels.

Active state. Active state specifies the state by which it is
considered active. Two selections are presented. Select one of the
following:

Energized. When the device is energized it is considered to be active.

De-energized. When the device is de-energized it is considered to be
active.

4. Click Add to add the panel and return to the configuration window, or
click close to exit without saving the changes.
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5.4 Establishing Correlations

Correlations let you establish specific relationships between panel inputs
(events) and outputs (actions). Use Correlations to specify the relationships
between events, actions and schedules.

Note: All inputs, outputs and schedules must be defined before applying
correlations.

The application shows a list of correlations currently configured to the panel. A
check box appears besides each active correlation. When unchecked, the
correlation is inactive.

You can apply a correlation to a specific panel, to all the panels on the network,
or to a custom correlation target (if you are connected by TCP/IP).

To create a correlation

1. Select Network > Panel >Correlations. The Correlations
Configuration window appears in the Right Pane.

Conmelations

ID  Event Action

o= Add & Edit Delete

[] Route IP Corelations
[[] Enhanced Comelation Messages

Figure 132. Correlation Configuration

2. Route IP Correlations. If the panel is a Touch Screen, there is a Route
IP Correlations checkbox. If the Touch Screen is a Main Node
connecting two RS-485 networks, it does not route correlations from one
network to the other by default. Select this checkbox to make the Touch
Screen share correlations between RS-485 networks.

You can have more than one Touch Screen Main Node on the same RS-
485 network, but only one Touch Screen Main Node can have this option
selected.

3. Enhanced Correlation Messages. If the firmware in the job is 3.5 or
above, select this option. If the firmware is lower than version 3.5,
unselect this option.
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4. Click Add. The Add Correlation window appears.

Add Correlation E|

Evwent

When Ir||:-ut is active hd |

[t |In|:uut1 e |
Action

Action |Tum O general output hd |

On panel |AII w |

Output |Elutput3 i |

] For | | iy | | e
Schedule

Dwning schedule |Always b |

[ OF. ][ Cancel ]

Figure 133. Add Correlation

5. Enter the following parameters:

When. This parameter defines the input event that activates an output
action. Select one of the following:

Input is active. Select a panel input from 1 to 5 as defined in section
5.2 on page 154.

Input is normal. The general purpose input becomes inactive.
Call Started. A call to a resident is placed from the lobby.
Call finished. A call to a resident ends.

Call is connected. A call is established.

Access is granted. Resident grants access using their telephone
keypad.

Access is denied. Resident denies access.

Action. Action specifies the type of action to occur for a specific input.
Select one of the following:

Turn ON output
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Turn OFF output

Call Dial Code. Call the dial code 9991 or 9992. This is used for the
emergency phone. See LT-6113 TX3 Emergency Phone Installation
and Operation Manual on http://www.mircom.com.

On panel. On panel applies the action either to one of the panels on
your system or to a group of panels on your system. If, for example, you
have two panels (Panel1 and Panel2) in your TX3 system, you could select
from the following options:

Panell - Apply the correlation to Panell only.
Panel2 - Apply the correlation to Panel2 only.

All - Apply the correlation to all Telephone Access, Card Access, and
Touch Screen panels on the network.

Custom - Apply the correlation to a custom target. This option is only
available for TCP/IP network connections. When you select this
option, you can click on the Custom button to select from the
following custom targets:

: All panels on the RS485 network of the Master Node
(select a Main Node from the list)
. All Master Nodes only

. All panels with RS485 address (select the address from the
list)

Note: Correlation signals are not transmitted by Touch Screen Main
Nodes by default. If you plan on using the A11 or Custom
correlation options, select the Route IP Correlations
checkbox on one of the Main Nodes. See section 5.4 on page 158.

Nano - Apply the correlation to a TX3 Nano. This option is only
available for TCP/IP network connections. When you select this
option, you can click on the Nano button and enter the IP address of a
TX3 Nano. Click Find to find any TX3 Nanos on the network.

Output. Output applies the action to a specific output on the panel.
Select one of the following:

Output3
Output4

For. For represents the duration of the action in minutes and seconds up
to a maximum of 600 minutes. Uncheck the box if you want the action to
continue indefinitely.
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During schedule. This parameter lets you apply this correlation to a
schedule. The two default selections (Always and Never) and any
previously defined schedules are presented.

6. Click OK to save the information and return to the configuration window,
or click Cancel to exit without saving the changes.

To edit a correlation

1. Select a correlation and press Ed i t. The Edit Correlation window
appears.

2. Provide the information as you would when creating a correlation.

3. Click Ok to confirm the edit or Cancel to exit and return to the previous
window.

To delete a correlation
1. Select a correlation and press Delete.

2. Click Send and Exit from the Tool Bar to apply the settings and exit
the session.

To activate a correlation
1. Click on the checkbox beside the correlation.

2. Click Send and Exit from the Tool Bar to apply the settings and exit
the session.

5.5 Adding or Modifying Residents

The application lets you add residents and modify resident information. Adding
the first access panel to the network automatically adds the resident list to the Job
tree.

To facilitate the task of entering a large resident list you can add multiple resident
information at the same time and then edit their automatically generated default
values.

The resident list provides browsing and quick searching capabilities of resident
information and displays the complete residential list when Residents is
selected from the Job tree. Clicking the column header sorts the list by that
column in either ascending or descending order.

TX3 Configuration and Administrator Manual 161



Configuring a Telephone Access System Panel

M. Mircom

Single residents can be connected to multiple lobby panel units, making it
possible for the resident to be reached from different lobbies.

Note: All resident information is stored in the panel with the exception of
profile information, which is stored on the PC. See Figure 139.

To find a resident

1. Select Residents from the Job tree. The Resident Configuration list
appears in the Right Pane.

~ f i
P o &y (2
New Open Backup 4dd Res Connect Help
= 4ok Job Resident Configuration Find: In column Mame - Clear
Shesa Metwork Mame Apt Dial Code Keyless Code Telephone Relay Code
=7 Parelz (Lobhy) MNewName07 1] 7 10006 7
Inputs/Outputs MewName008 1] g 10007 g
Mewhame009 1] 9 10008 |
B Correlations
_ HewName010 i} 10 10009 10
=[] Panel1d (Lobby) + + + +
MewMame11 1} 1 1o0ma 1
Inputs/Outputs MewNamel2 0 12 10011 12
" Correlations NewName13 |0 13 10mz 12
b JResicents MewNamed1 4 0 14 10013 14
Schedules MewNamel15 o 45 10014 15
& Holidays MNewNamel16 1] 16 10015 16
MNewNamel17 1] 17 10016 17
Mewhame18 1] 18 10017 18
HewName013 1} 19 1oma 19

Figure 134. Resident Configuration List

2. To find a resident, enter the person's name in the Find box. The resident
list automatically sorts as you type. To refine the search, select a
parameter from the In column list.

3. Press the Clear button to restore the list back to its full state.

To add a resident:

1. Select Residents from the Job tree. The Resident Configuration list
appears in the Right Pane (see Figure 134).
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Select Add Residents from the Menu Bar or right click on the
Resident Configuration list. The Add Residents window appears.

X

Add Residents

Total number of residents to add 1

4

Connect to panel Pane [Lobby)

Fanel phone line Line 1[4DC]

Auto Default Values

The following fields will be zet automatically based on their starting
values:

Resident name MHewt ame
Dial code 1
Kewless entry Code 10000

Relay code [M5L anly] 1

I |

Cloze

Figure 135. Add Residents

Provide information for the following parameters:

Total number of residents to add. Specify the total number of residents
to add.

Connect to panel. Select the panel to add residents to.

Panel phone line. Select the phone line on the panel the resident(s) will
use.

Note:

Ensure that the panel phone line is specified. If the phone line is not
specified, the resident will not be added to the panel.

Resident name. Provide the resident name. If more than one resident is
added at a time, a number will be attached to the names to make them
unique.

Dial code. The dial code is set automatically for each resident based on the
initial starting value.

Keyless entry code. Enter zero to disable the keyless entry code for the
new residents(s). Enter a value other than zero to enable the keyless entry
code for the new residents(s). Ifenabled, each resident added gets aunique
keyless entry code starting from the value entered and then incrementing
by one for each additional resident.
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Relay code (NSL only). The NSL relay code is set automatically for each
resident based on the initial starting value.

4. Edit each resident for specific details if multiple residents were added.

5. Click OK to add a resident and return to the configuration window, or
click close to exit without saving the changes.

To edit a resident’s information

1. Select Residents from the Job tree. The Resident Configuration
window appears (Figure 134).

Note: You can edit multiple residents at the same time by selecting
multiple residents then opening the Resident Details window.
Some options may be disabled if their values are resident specific.

2. To edit a resident’s information, click its row header on the far left or
double click elsewhere on the row. You may also right click and select
Edit Resident. The Resident Details window appears.

Resident Details @
Mame Sample Resident
Apt# 0
Dial code 1000 [ Hide this resident in directory
{Phone nes || Entry [ VOIP_[ Blevator [ Profie |
Select lobby linefs) to connect to this resident:
Lobby Unit Phone Line
Lobby (Touch) |Line 1 |~
Phone number 123-456-7850
1
Normal

Figure 136. Resident Details

3. Provide the following information:
Name. Enter the resident’s name.

Dial code. Enter the resident’s dial code.
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Apt#. Enter the apartment or suite number.

Hide from directory. Check this box to hide the resident’s name from the
panel directory.

Select Phone lines and provide the following information to
determine which panels will have telephone access:

Lobby Unit. Each lobby unit is shown in a list.

Phone Line. From the list select the telephone line for each lobby unit
(NSL, ADC or not connected).

Phone number. Provide the resident’s phone number. This selection is
available for ADC lines only. Type a comma (,) for a 1 second pause, and
type a semi-colon (; ) for a 3 second pause.

On the TX3 Touch Screen, press the Shift key to access the semi-colon
key.

Relay code. Enter the NSL unit relay code associated with the resident.
This selection is available for NSL lines only.

Ring pattern. Select the resident’s phone ring pattern from the list. Each
panel may have its own unique ring. This selection is available for NSL
lines only.

Note:

If the telephone entry system is connected to a PBX system input
the telephone number as normal followed by a comma for a one
second pause with the extension afterwards. If you need to dial 9 to
obtain an outside line simply input it before the telephone number.
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Select Ent ry. The Entry window appears.

Resident Details @
Mame Sample Resident
Apt# 0
Dial code 1000 [ Hide this resident in directory

Keyless Entry
Keyless entry code 0
Open Main door
7] Open Aux door
Secure Phone Entry
(This ovemides the general Resident Phone Keypad options)
Open main door by pressing 0

Open Aux door by pressing 0

Figure 137. Resident Details - Entry
Provide the following information to enable the use of resident keyless
entry code:

Keyless entry code. Enter the resident keyless entry code using a number
from 1 to 999999.

Open Main door. Selecting this box opens the main door when the
resident enters their keyless entry code.

Open Aux door. Selecting this box opens the auxiliary door when the
resident enters their keyless entry code.

Note:

By default both the main and auxiliary doors are selected.

Open main door by pressing. Enter a series of up to 4 digits from 0 to 9
followed by pound (#). This code will replace the button set in section
5.1.6 on page 146 for opening the main door. This applies to the specific
resident.

Note:

Do not select 4 (this is used to refuse entry or disconnect).

Do not use the same number for the main door, auxiliary door, and
call waiting (call waiting works on NSL systems only).
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Open aux door by pressing. Enter a series of up to 4 digits from 0 to 9
followed by pound (#). This code will replace the button set in section
5.1.6 on page 146 for opening the auxiliary door. This applies to the
specific resident.

Note: Do not select 4 (this is used to refuse entry or disconnect).

Do not use the same number for the main door, auxiliary door, and
call waiting (call waiting works on NSL systems only).

Note: If the Telephone Access System Panel has controller board model
MD-1245, do not select 1, 7, or * for Open Main Door by
Pressingand Open Aux Door by Pressing.

To determine which model of telephone access controller board
you have, see section 12.1.2 on page 273.

7. Select VOIP. The VOIP window appears.

8. Type the SIP username of this resident in the STP username field.
( Resident Details @
Name Zeus
Apt 211

Dial code 6742 [ Hide this resident in directory

| Phone lines | Entry |VO|P| Hevator | Profile |

SIP usemame

Figure 138. Resident VOIP Setup

9. Click OK.

10. SelectElevator. Forinstructions on setting up elevator restriction, see
Chapter 10 on page 241.
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Select Profile. The Profile window appears.

Resident Details @
Mame Sample Resident
Apt# 0
Dial code 1000 [ Hide this resident in directory

First name
Last name

E-mail

Select a photo here

Mobile phone
Notes

Profile 1D gl -

{ Profile data is not sent to panels and it is not retrievable from panels during Get Job )

Figure 139. Resident Details - Profile

Provide the following information:

Select a photo. Select the resident’s photo from a directory.
First name. Enter the resident’s first name.

Last name. Enter the resident’s last name.

Email. Enter the resident’s email.

Note:

After you get a job, residents’ email addresses will be blank. If you
want to preserve email addresses, do not use Get Job. See To get
a Job on page 46.

13.

Mobile phone. Enter the resident’s mobile phone number.
Notes. Provide additional notes.
Profile ID. Provide a profile ID.

Click OK to add a resident and return to the configuration window, or click
cancel to exit without saving the changes.
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To delete one or more residents

1. Right click one or more residents and then select Delete. Pressing De 1
key will achieve the same purpose.

2. Click Yes to delete a resident and return to the configuration window, or
click No to exit without saving the changes.
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6 Configuring a Card Access System
Panel

Touch Screen and Configurator let you access, add and modify Two Door
Controller and Single Door Controller Card Access System panels. Once you
connect to a building panel, you can begin configuration.

This chapter explains

. Configuring a Card Access System Panel
. Custom Card Formats

. Configuring Access Points

. Configuring Inputs

. Configuring Outputs

. Establishing Correlations

. Adding or Modifying Cards and Access Levels
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6.1 Configuring a Card Access System Panel

Configuring a Card Access System panel sets the panel system parameters and
establishes how inputs are labelled, assigned, defined and correlated with
outputs.

Note: When adding additional panels ensure the selected panel matches
the panel you wish to connect to.

Card Access System panel configuration lets you:

. label a panel

. set panel options

. define and assign inputs and outputs

. correlate events with actions

. create hold open timers

. set elevator usage if elevator controls are used

For information about the installation of the Card Access Systems, refer to the
manuals shipped with the system and on the Mircom website
(Www.mircom.com).

6.1.1 Labelling a Panel

Labelling a panel lets you specify the panel name and establish its network
address.

To label a panel

1. Select a panel. The Panel Configuration window appears.

Panel Configuration

Panellabel  Panel (Card) RS485 address
Panel model  TX3CX-2 (Dual Card Reader) Master node IPaddess | 192168 1 . 10

Figure 140. Panel Configuration

2. Provide information for the following:
Panel label. Provide a name for the Panel.

Panel model. The application automatically retrieves the selected panel
model information. This field is read only.
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Address. The drop down list displays the remaining available panel
addresses. From this list select the panel address. This field is disabled if a
connection is active. Ensure that this address matches the panel address.

Master Node. If you are connected to your TX3 system through TCP/IP,
this option lets you to either configure the panel as a Main Node (select
This is a master from the list) or to specify the Main Node for your panel
(select the Main Node from the list).

Note: In the Configurator, the terms Master and Main are equivalent.

Test Connection. If you are connected to your TX3 system through TCP/
IP, this option test the connection between your computer and a Main
Node. You can only test a connection to a Main Node panel. Y ou must be
connected to the TX3 system in order to use Test Connection.

IP address. The IP address of your panel if it is a Main Node on a TCP/IP
network. This field only appears if you are connected to your TX3 system
through TCP/IP.

Note: You cannot change a Main Node’s IP address by editing the TP
address field. To change a Main Node’s IP address, use the IP
Change Tool. See section 3.2 on page 71 for more information.

3. Proceed with the rest of the configuration or click Send and Exit
from the Tool Bar to apply the settings and exit the session.

Setting the Card Access Panel

The application lets you set and define log reporting, facility code usage,
interlock access and daylight savings time.

See section 1.1.3 for a list of card formats supported by the Card Access System.

Interlock mode is typically used in a double door application to prevent
unauthorised access. During this mode the user presents the card at both doors.
The second door unlocks after presenting the card, if the first door is locked and
closed.

Cards contain facility code and card number information. The Card Access
System is configurable to grant access on the basis of one of the following:
. facility code only
. card number only

. facility code and card number
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To set the card access panel

1. Click Panel. The Panel Configuration window appears:

Panel Configuration

Panel Ibel Panel 1 (Card) RS485 address |1 - Test Comnection
Panel model TX3LX (1 Door 2 Readers) Masternode  [(Thisisamaste)  ~ IP address 192,168,116

{or Domain : port)

Options |

Card Format

[] 37bit HID 10304
] 37bi Micom -

Custom Formats...
[¥] Report real time events to PC
[7] Facilty code: 4294967295 {For Facility Code Mode only)
[T Interock
[] Single door mode Date and Time:

Figure 141. Panel Configuration - Card Reader

2. Provide information for each of the following:

Card format. Select the card reader format for each access point. See
section 1.1.3 on page 14 for a list of card formats supported by the Card
Access System. Select only the formats that are being used. In addition, do
not select more than one format with the same bit length. For example,
select either 36-bit HID Simplex or 36-bit Keyscan, but do not select both.

Card discovery mode. Enable this option, then send the Job to the panel to
put the panel into card discovery mode. While the panel is in card
discovery mode and you present a card to the reader, the panel will display
the card’s raw data in the Online Events pane. To disable the feature,
uncheck Card discovery mode, then send the job to the panel again.

Custom Formats. See section 6.2 on page 175.

Report real time events to PC. Enable or disable real time event sending
to the PC. If enabled, only the real time logs are sent to the PC.

Facility code. Enter the building’s facility code with a value from 0 to
4294967294. Enabling the facility code mode lets you grant access to
cards based on facility code.

Interlock. If enabled door B cannot be unlocked until door A is locked
and closed. Door A cannot be unlocked until door B is locked and closed.

Single door mode. (TX3-CX-1 and TX3-CX-1NP only) If this option is
selected, then the panel controls only one door and both access points
represent the same door.
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If this option is unselected, then the panel operates as a Two Door
Controller and each access point is a separate door.

Date and Time. Select this option to set the date and time of the panel, set
daylight savings time, and to set the panel adjustment time.

Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

To set the daylight saving time

1.

Click Date and Time. The Date and Time Options window appears.

Date and Time Options &l

Set Date and Time. ..

Enable Davlight 5 avings Time

Start |Second w || Sunday V| in |March V|

z00aM 5

End |Filst w || Sunday

z00aM 5

v| in |Nuvember v|

Aduzt panel ime for zec per day

I Ok ] ’ Cancel

Figure 142. Date and Time Options

Provide information for the following parameters:

Set Date and Time. Selecting this option lets you set the panel clock to a
time other than the PC clock. Every time you access the Set Date and Time
window the current PC time is shown.

Set Date and Time E]

Panel date and time | |

Mew date and time | [E/10/2010 0354:47Fh & |

I Set now l l Cancel ]

Figure 143. Set New Date and Time
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Enable Daylight Savings Time. Select this check box to enable daylight
saving time. When enabled provide the daylight savings start and end time
for the local area.

Adjust panel time for. Provide a value to compensate for the daily drift
away from the true time.

3. Click OK to save the information and return to the configuration window,
or click Cancel to exit without saving the changes.

4. Click Send and Exit from the Tool Bar to apply the settings and exit
the session.

6.2 Custom Card Formats

The Custom Formats feature lets you create custom card formats.

To create a custom card format
1. Click Custom Formats.

The Custom Card Detail window appears.
’Custﬂm Card Detail @\

1 of 1 dh %

Name * Bit Length 0

Full Code

Even parity mask

Odd parity mask

Card Number Facilty Code
Stanrt bit 1 : Start bit 1
Bit length 0 = Bit length 0
Parity

Note: hex e g.- TFEOOO0

Bit position of even parity o
Bit mask of even parity (hex)
Bit position of odd parity o

Bit mask of odd parity (hex)

Figure 144. Custom Card Detail

2. Provide information for each of the following:
Name. Enter a name for the new format.

Bit Length. Specify the number of bits in the format.
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Card Number. Specify the start bit and the bit length for the card number.
This must not overlap the facility code.

Facility Code. Specify the start bit and the bit length for the facility code.
This must not overlap the card number.

The Custom Card Detail window shows a visual representation of the card
code and facility code bits. Figure 145 shows a card format with a bit
length of 20, where the card number is defined by bits 2 to 7, and the
facility code is defined by bits 8 to 13.

Custom Card Detail - - ==
1 ofl g X
Name new format * Eit Length 20 H *
1 20
Ful Code [ ERRRRN [TTTTT [T

Evenparty s [] [T [T [ITTIIT]
oddpartymes [ [([TIT1 [(ITTI0] [ITIIT

Card Number Facilty Code
Start bit 2 = Start bit 8
Bit length 6 = Bit length &

Parity
Note- hex e.g.: TFEIOO0

Bit position of even parity 0
Bit mask of even parity (hex)
Bit position of odd parity 0

Bit mask of odd parity {hex)

Figure 145. Custom card format with a bit length of 20

3. Click OK.

The new custom card format appears at the bottom of the list of formats.

To create a second custom card format

1. Click the Add New button. 57

To delete a custom card format

1. Click the Delete button. }‘:
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6.2.1 Parity

Parity is a form of error detection in data transmission. If the card format uses
parity, then you can specify even parity, odd parity, even parity 1, and odd parity

1 if necessary.

To specify even parity

1. In the Parity section, specify the position of the even parity bit. This
must not overlap the card number, facility code, or the odd parity bit.

2. Enter the bit mask of the even parity in hexadecimal notation.

For example, in the custom card format shown in Figure 146, the even
parity bit is 1, and the even parity bit mask is bits 2 to 7. The bit mask is
expressed as 1111110, which is read from right to left. The rightmost bit
represents bit 1, which is not part of the mask, so it is 0. The next 6 bits are
part of the mask, so they are 1. The binary number 1111110 is expressed as

7E in hexadecimal notation.

Custom Card Detail -— Iﬁ
1 of1 9 X

MName new format Bit Length 20
1 20

Ful Code 0 I (T (11111

Evenpartymask [ [EECEE [TTT10] (TTTTTT]

Odd parity mask 0 T I 01T

Card Number Facility Code

Start bit 2 = Start bit 8

Bit length 6 = Bit length 6

Parity

Note: hex e.g.: TREOOOO

Bit position of even parity 1

Bit mask of even parity (hex) 7E

Bit position of odd parity 0

Bit mask of odd parity (hex)

Figure 146. Custom card format with an even parity mask

To specify odd parity

1. Specify the position of the odd parity bit. This must not overlap the card

2.

number, facility code, or the even parity bit.

Enter the bit mask of the odd parity in hexadecimal notation.
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In the same example, the odd parity bit is 14, and the odd parity bit mask is
bits 8 to 13. The bit mask is expressed as 1111110000000, which is read
from right to left. The rightmost 7 bits are not part of the mask, so they are
0. The next 6 bits are part of the mask, so they are 1. The binary number
1111110000000 is represented as 1F80 in hexadecimal notation.

Figure 147 shows the same card format with this odd parity mask.

Custom Card Detail @
1 of 1 H K
Mame New format = Bit Length 20
1 20
Ful Coe 0 NN [T ITTTTT

Evenpatyresk [ (EEEN] (TTTTT] (TTTTTD)
Oddpartymask ] [TTTTT] NN WTTTTT]

Card Number Facility Code
Start bit 2 3 Start bit 2
Bit length 6 = Bit length &
Parity

Note: hex e.g.- TFEOOO0

Bit position of even parity 1
Bit mask of even parity (hex) TE
Bit position of odd parity 14

Bit mask of odd parity {hex) a0

Figure 147. Custom card format with an odd parity mask

To specify even parity 1 and odd parity 1

1. Click the Advanced button.
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The Custom Card Detail window shows the even parity 1 and odd parity 1.

Custom Card Detail

=)

1 of 1 9 X

Name New format

Full Code ﬁ I 11T lID]]z]D
Evenparitymask [ (AN (TT110 (11110
Odd partymasc ] [TTTTT] IENEEN WTTTTT)
Even party Tmask  [] [TTTTT] (TTTTT] [TTITTT]
Odd party Tmask  [] [TTTT1] (TTT1 11 [T
Card Number Facility Code
Start bit 2 = Start bit
Btlength 6 = Bt length
Parity

Note: hex e.g - TFEQO0O

Bit postion of even parity 1
Bit mask of evenparty hex)  7E
Bit posiion of odd pariy i

Bit mask of odd party iex) 180

8

6

Bit Length 20

Bit position of the even paity 1 [0
Bit mask of even party 1 (hex)
it position of the odd parity 1 0

Bit mask of old parity 1 fhex)

[ Base |

ok |

Figure 148. Custom Card Detail - Advanced

2. Repeat the steps under To specify even parity on page 177 and To specify
odd parity on page 177 for even parity 1 and odd parity 1.

6.3 Configuring Access Points

Card readers at access points require additional configuration to specify how
certain access requirements run on a scheduled basis. Access privileges may

have dependencies and consequently may be more suitable to run as a scheduled

task.

To apply schedules, they must be first created using the Schedule Configuration

Window (see Chapter 11).

The auto lock/unlock scheduling for door operation allows free access without
an access card, during specified times and areas.

6.3.1 Access Points on the Two Door Controller

The panel has 2 access points by default.

. Reader A is the reader connected to the Wiegand #1 terminal.

. Reader B is the reader connected to the Wiegand #2 terminal.
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6.3.2 Access Points on the Single Door Controller

When you add a Single Door Controller in the Configurator, it has 2 access points
by default.

. Reader A is the built-in reader (TX3-CX-1 only).

. Reader B is the external reader. If you do not have an external card reader,
the system does not use Reader B.

To configure access points on all card access controllers

1. Expand the Access Point list and click on an access point. The Access
Point Configuration window appears.

Access point label cab 2

{fimers”:| Elevator | Advanced |
Schedules
Auto-unlock schedule [Never VI
PIN reguired schedule [Never ']
Doaor Timers
Unlock time 0 2| s=ec
Bxdended unlock time 15 = sec
Door held open waming 0 2 sec
Door held open alarm 60 = sec
Anti-passback 300 2| sec

Figure 149. Access Point Configuration - Timers

2. Inthe Access point label provide a name for the access point.
3. From the tab select T imers and provide information for each the
following:

Auto-unlock schedule. The auto-unlock schedule lets you specify when
the door will be unlocked. From the list select an auto-unlock schedule.

PIN required schedule. Ifa card is assigned a PIN, this schedule lets you
specify when to grant access to a card with a PIN. From the list select the
schedule.

Unlock time. Specify the amount of time the door remains unlocked after
granting access.

Extended unlock time. Specify the amount of time the door remains
unlocked for a card assigned with the extended unlock time privilege.
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Door held open warning. Specify the amount of time for the door to stay
open until a warning is issued.

Door held open alarm. Specify the amount of time for the door to stay
open until an alarm is issued.

Anti-passback. Specify the time period in which the same card cannot be
used twice at this reader.

4, From the tab select Advanced. The Advanced Configuration Window
appears:

Access point label ~ cab 2

Advanced Options
[ High security [ Report request to exit
[ PC decision required Report unknown format
[7] Deduct usage count [ Report door nat open
[ First person in Auto relock
[ Facility code mode [7] RTE bypass DC
[ Inkibit 1D [ Disable forced entry alam
[ Timed Anti-passback lgnore card facilty code

Figure 150. Access Point Configuration - Advanced

5. Provide information for each the following:

High security. Selecting High security grants access only to cards
assigned with the high security privilege.

PC decision required. When enabled the PC decision to grant access is
transferred from the controller to the PC with an attendant. For this option
to work the PC needs to be on all the time. Use this option when the
building has a security desk or a concierge.

Deduct usage count. Selecting this option enables a counter to deduct by
one every time a card is used at this access point. When it reaches zero, the
card is deactivated.

First person in. When enabled the door becomes unlocked by the first
valid card presented during the unlock schedule, causing the door to
remain unlocked for the duration of the unlock schedule. The 'First person
in' option must also be set on the card (see section 9.1.2 on page 233).
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Facility code mode. Enabling the Facility code mode grants access to
cards based on only their facility code. Card holders with the same facility
code are granted access, regardless of their card numbers.

Note: If you are enabling the facility code mode ensure that the facility
code is set on the panel (see section 6.1.2 on page 172).

Inhibit ID. When enabled the card code is not sent to the PC. This feature
prevents the logging and reporting of cards at this access point.

Timed anti-passback. Selecting this option enables the anti-passback
feature in which the same card cannot be used twice at the same reader
until the anti-pass back time period expires.

Report request to exit. Selecting this option enables the panel to report
‘request to exit events’ to the PC.

Report unknown format. Selecting this option enables the panel to
report ‘unknown card format’ events to the PC.

Report door not open. Selecting this option enables the panel to log and
report ‘door not open’ events to the PC when access is granted but the door
remains closed.

Auto relock. Selecting this option locks the door as soon as the door
closes before the door open timer or extended door timer expire. Disabling
this option locks the door, but only after the expiration of door open timer
or extended door open timer.

RTE bypass DC. Enable this option if there is a mechanical egress device
installed on the door. In this situation, the door is unlocked manually, and
the TX3 system does not unlock the door. Ifthe door is opened, the system
updates the door status and the LED on the reader turns green. The door
contact is bypassed and so there is no forced entry alarm.

Disable forced entry alarm. Selecting this option disables the forced
entry alarm.

Ignore card facility code. Selecting this option grants access to card
holders on the basis of their card numbers and not the card facility code.

6. Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

182 TX3 Configuration and Administrator Manual



° Configuring a Card Access System Panel
M. Mircom — y
6.4 Configuring Inputs

In order to accurately monitor the functional state of the panel inputs, you must
first define the electrical circuit characteristics of the input (active state and
circuit supervision). For a detailed description of the circuit characteristics see
LT-980 TX3-CX Card Access System Installation and Operation Manual.

6.4.1 Two Door Controller

Each Two Door Controller has eight inputs that can be configured to
accommodate specific events for the following controller functions:

Door contact for reader A or B. An input assigned this function senses ifa door
is opened or closed.

Request to exit for reader A or B. An input assigned this function sends a signal
to the controller that a request to exit has been made.

General purpose function. An input assigned this function can activate a
general purpose output to perform any required function or turn on or off the high
security mode.

General door status. An input assigned this function monitors a door for open or
closed status. This door appears in the Access Point Status (section 12.1.3 on
page 274).

6.4.2 Single Door Controller

Each Single Door Controller has 4 programmable inputs that can be configured
to accommodate specific events for the following controller functions:

Door contact. An input assigned this function senses if a door is opened or
closed.

Request to exit. An input assigned this function sends a signal to the controller
that a request to exit has been made.

General purpose. An input assigned this function activates a general purpose
output to perform any required function or turn on or off the high security mode.

General door status. An input assigned this function monitors a door for open or
closed status. This door appears in the Access Point Status (section 12.1.3 on
page 274).
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To configure inputs on all card access controllers

1. Select Inputs/Outputs. The Input/Output Configuration window
appears.

Input/Output Configuration

(= Inputs O Outputs

Input2 Label |nputd
Input3
Inputd .
Irputs Aszsigned to Reader & door contact |«
Inputs )
Input? Active state Cloze w
Inputd o -
Circuit supervizion MNane R
Alarmn delay 0 &) sec

Figure 151. Input Configuration

2. Click Inputs. A list of the panel inputs appears.
3. Select an input and provide information for the following parameters:
Label. Use this text box to provide a name for the input.

Assigned to. Select an input from the menu (for example, Door
contact orRequest to exit).SelectGeneral door status
to make the input monitor a door for open or closed status. This door
appears in the Access Point Status (section 12.1.3 on page 274).

Active state. Active state specifies the state by which it is
considered active. Two selections are presented. Select one of the
following:

Open
Close

Circuit supervision. Circuit supervision specifies the circuit
type and indicates whether the input is supervised. Select one of the
following:

None
Open circuit
Short circuit

Open and short circuit
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Alarm delay. The Configurator shows the panel as being in an alarm state
when the input becomes active. Alarm delay specifies the amount of
time to wait before raising the alarm condition. This option is only
available to card access and Aperio Door Controller panels.

4. When you have finished making all of the configuration changes for your
panel, connect to your panel, and then send the job to the panel.

6.5 Configuring Outputs

Foradetailed description of the circuit characteristics see LT-980 TX3-CX Card
Access System Installation and Operation Manual.

6.5.1 Configuring Outputs on a Two Door Controller

By default output 1 is assigned to Reader A lock with an energized active state.
When access is granted this output unlocks the main door.

Whenever you configure an output, the active state of the output must be defined
as a function of the device it attaches. When the device is energized it is
considered to be active. When the device is de-energized it is considered to be
inactive.

Each card access controller has eight outputs that can be configured to
accommodate specific actions for the following controller functions:

Lock for reader A or B. This output is assigned to either reader A or B to unlock
the main door. When access is granted at the designated reader, this output
unlocks the door.

Handicap lock for reader A or B. This output is assigned to either reader A or
B to unlock the accessible door. When access is granted at the designated reader,
this output unlocks the door. Access is granted to cards with designated handicap
privileges.

General purpose output. An output assigned this function can perform any
required function, such as turning on a light.

Outputs 1 to 8 have the following default settings:
Output 1. Lock for reader A
Output 2. Reader A handicap
Output 3. General Purpose
Output 4. General Purpose

Output 5. Lock for reader B
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Output 6. Reader B handicap
Output 7. General Purpose
Output 8. General Purpose

To configure outputs on a Two Door Controller

1. Select Inputs/Outputs. The Inputs/Outputs Configuration window
appears.

Input/Output Configuration

O Ilnputs (& Dutputs

Output2 Label Dutputl
Output
Outputd .
Dutputs Agzigned to Reader A lock w
Outputf . -
Output? Agtive state Energized w

Outputd

Figure 152. Output Configuration

2. Click Outputs. A list of the panel outputs appears.
3. Select an output and provide information for the following parameters:
Label. Use this text box to provide a label name for this panel input.

Assigned to. Assigned to designates the outputto aspecific controller
function. From the list select one of the following controller functions.

Reader A lock.
Reader B lock
Reader A handicap
Reader B handicap
General Purpose

Active state. Act ive state specifies the state by which it is
considered active. Two selections are presented. Select one of the
following:

Energized. When the device is energized it is considered to be active.
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De-energized. When the device is de-energized it is considered to be
active.

When you have finished making all of the configuration changes for your
panel, connect to your panel, and then send the job to the panel.
6.5.2 Configuring Outputs on a Single Door Controller

If single door mode is enabled, outputs 1, 2 and 3 are configured as follows:

Output 1: Lock. Connect this output to a door strike. By default output 1
has an energized active state. When access is granted, this output unlocks
the door.

Output 2: General purpose. An output assigned this function can
perform any required function, such as turning on a light.

Output 3: General purpose. This output can power a door strike or a
maglock.

To configure outputs on a Single Door Controller

1. Select Inputs/Outputs. The Inputs/Outputs Configuration window
appears.

- Input/Output Configuration

0 Inputs @ Qutputs

Qutput 2 Label Cutput 1

Output3
Assigned to [ Lock - |
Active state | Enengized vl

Figure 153. Output Configuration

2. Click Outputs. A list of the panel outputs appears.
3. Select an output and provide information for the following parameters:

Label. Use this text box to provide a label name for this panel input.
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Assigned to. Select a function from the menu (for example, Lock or
Handicap).

Note: For output 3, select Lock if you want output 3 to power a door
strike or a maglock.

Active state. Act ive state specifies the state by which it is
considered active. Two selections are presented. Select one of the
following:

Energized. When the device is energized it is considered to be active.

De-energized. When the device is de-energized it is considered to be
active.

Note: For output 3, select Energized for a door strike or
De-energized for a maglock.

. When you have finished making all of the configuration changes for your
panel, connect to your panel, and then send the job to the panel.

6.6 Establishing Correlations

Correlations let you establish specific relationships between panel inputs
(events) and outputs (actions). Use Correlations to specify the relationships
between events, actions and schedules.

Note: All inputs, outputs and schedules must be defined before applying
correlations.

The application shows a particular Job with a list of correlations currently
configured to a panel. A check box appears besides each correlation. When
unchecked, the correlation is inactive.
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To create a correlation

1. Select Network > Panel > Correlations. The Correlations
Configuration window appears in the Right Pane.

Correlation Configuration

Correlations

1D | Ewert Actioh

& Edt. | [== Delets

Figure 154. Correlation Configuration

2. Click Add. The Add Correlation window appears.

Add Correlation El

Event

Wwihen w |

Al access paoint |F|eader.¢\ hd |
Action

Action |Turn OM gerneral output hd |

On panel |A|I hd |

COutput |Dut|:uut3 hd |

] Far I:l min I:l zEC
Scheduls

Dwring schedule |,€.\Iways b |

I ] ] [ Cancel ]

Figure 155. Add Correlation
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3. Enter the following parameters:

When. This parameter defines the input event. Select one of the
following:

Access is granted. Access is granted.

Access is denied. Access is denied.

Forced entry alarm. A door is forced open.

Forced entry alarm restored. The forced entry alarm is restored.

Door held open alarm. A door did not close and the door held open
alarm was issued.

Door held open alarm restored. The door held open alarm is
restored.

Door held open warning. A door did not close and the door held open
warning was issued.

Door held open warning restored. The door held open warning was
restored.

Door not open. Access granted but the door remains closed.
Request to Exit. A request to exit has been made.

Input is active. Select a panel input from 1 to 8 as defined in section
6.4 on page 183.

Input is normal. The general purpose input becomes inactive.
Unlock mode is on. When in unlock mode the door is unlocked.
Unlock mode is off. When in lock mode the door is locked.

High security is on. When enabled only access cards with this
privilege are able to open the door.

High security is off. When disabled all access cards are able to open
the door.

Tamper detected. (TX3-CX-1 and TX3-CX-1NP) The tamper alarm
is on.

Tamper restored. (TX3-CX-1 and TX3-CX-1NP) The tamper alarm
is off.

At access point/Input label. This parameter defines the access point or
input.
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Action. Action specifies the type of action to occur for a specific input.
Select one of the following:

Configuring a Card Access System Panel

Turn ON output. When enabled the output assigned a specific
function performs the required action.

Turn OFF output. When disabled the output assigned this specific
function does not perform the designated action.

Turn ON high security. When enabled only access cards with this
privilege are able to open the door.

Turn OFF high security. When disabled all access cards are able to
open the door.

On panel. On panel applies the action either to one of the panels on
your system or to a group of panels on your system. If, for example, you
have two panels (Panel1 and Panel2) in your TX3 system, you could select
from the following options:

Panell - Apply the correlation to Panell only.
Panel2 - Apply the correlation to Panel2 only.

All - Apply the correlation to all Telephone Access, Card Access, and
Touch Screen panels on the network.

Custom - Apply the correlation to a custom target. This option is only
available for TCP/IP network connections. When you select this
option, you can click on the Custom button to select from the
following custom targets:

. All panels on the RS485 network of the Master Node
(select a Main Node from the list)
. All Master Nodes only

. All panels with RS485 address (select the address from the
list)

Note:

Correlation signals are not transmitted by Touch Screen Main
Nodes by default. If you plan on using the A11 or Custom
correlation options, select the Route IP Correlations
checkbox on one of the Main Nodes. See section 5.4 on page 158.

Nano - Apply the correlation to a TX3 Nano. This option is only
available for TCP/IP network connections. When you select this
option, you can click on the Nano button and enter the IP address of a
TX3 Nano. Click Find to find any TX3 Nanos on the network.
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Output. This parameter applies the action to a specific output or access
point on the panel. For an output to appear on this list it must be designated
as a general purpose output. For a reader to appear on this list the output
must be assigned to a reader. For a Job that uses two outputs and two
readers on a Two Door Controller, select one of the following:

Output 3
Output 4
Reader A
Reader B

For. For represents the duration of the action in minutes and seconds up
to a maximum of 600 minutes. Uncheck the box if you want the action to
continue indefinitely.

During schedule. This parameter lets you apply this correlation to a pre-
defined schedule. For a schedule to appear on this list it must be created
(see Chapter 11).

When you have finished making all of the configuration changes for your
panel, connect to your panel, and then send the job to the panel.

To edit a correlation

1.

Select a correlation and press Ed 1 t. The Edit Correlation window
appears.

Provide the information as you would when creating a correlation.
Click Ok to save your edits.

Connect to your panel, and then send the job to the panel.

To delete a correlation

1.

Select a correlation and press Delete.
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2. Connect to your panel, and then send the job to the panel.

To activate a correlation

1. Click on the check box beside the correlation as shown in Figure 156.
Correlations
IO Ewent Achion
0 |when Access iz granted at Reader & Turn OM general output Dutput3 [ All panels |

n “w'hen High securnity is turned on at Beader & Turn OM general output DutputE [ All panels |
Figure 156. Correlation activation

2. Connect to your panel, and then send the job to the panel.

6.7 Adding or Modifying Cards and Access Levels

Cards and Access Levels appear as entries in the Job tree after you have
added either a Card Access System panel or an Aperio Door Controller panel.
Cards have to be added to added to the job and given the appropriate access level
in order for access to be granted at an access point.

See Chapter 9 on page 229 for information on how to manage cards and access
levels in your job.
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7 Configuring an Aperio Door
Controller Panel

The TX3 Configurator lets you access, add, modify, configure, and monitor
Aperio™ Door Controller panels and wireless locksets.

This chapter explains

. Configuring an Aperio Door Controller Panel
. Configuring Inputs

. Configuring Outputs

. Establishing Correlations

. Adding or Modifying Cards
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71 Configuring an Aperio Door Controller Panel

Configuring an Aperio Door Controller panel sets the panel system parameters
and establishes how inputs are labelled, assigned, defined and correlated with

outputs.

Note:

When adding additional panels ensure the selected panel matches
the panel you wish to connect to.

Aperio Door Controller panel configuration lets you:

label a panel

set panel options

add and configure access points (wireless locksets)
define and assign inputs and outputs

correlate events with actions

create hold open timers

set elevator usage if elevator controls are used

For information about the installation of the Aperio Door Controllers, refer to the
manuals shipped with the system and on the Mircom website
(Www.mircom.com).

Note:

99 ¢C

The terms “access point”, “wireless lockset”, and “lockset” all refer
to Aperio wireless locksets and sensors in this chapter. To avoid
confusion, the terms “wireless lockset” and “lockset” are used to
refer to the Aperio wireless lockset and sensor hardware (for
example, “swipe a card at the wireless lockset”) and the term
“access point” is used to refer to the software representation of an
Aperio wireless lockset in the TX3 Configurator software (for
example, “configure the timers for an access point” or “right-click
on the access point”).

711 Labelling a Panel

Labelling a panel lets you specify the panel name and establish its network

address.
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Panel model
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To label a panel

1.

Select a panel. The Panel Configuration window appears.

R5485 address Test Connection

Figure 157. Panel Configuration

Provide information for the following:
Panel label. Provide a name for the Panel.

Panel model. The application automatically retrieves the selected panel
model information. This field is read only.

Address. The drop down list displays the remaining available panel
addresses. From this list select the panel address. This field is disabled if a
connection is active. Ensure that this address matches the panel address.

Master Node. If you are connected to your TX3 system through TCP/IP,
this option lets you either configure the panel as a Main Node (select This
is a master from the list) or specify the Main Node for your panel (select
the Main Node from the list).

Note:

In the Configurator, the terms Master and Main are equivalent.

Test Connection. This option tests the connection between your
computer and a Main Node. You can only test the connection to a Main
Node panel. You must be connected to the TX3 system in order to use
Test Connection.

IP address. The IP address of your panel if it is a Main Node on a TCP/IP
network. This field only appears if you are connected to your TX3 system
through TCP/IP.

Note:

You cannot change a Main Node’s IP address by editing the TP
address field. To change a Main Node’s IP address, use the [P
Change Tool. See section 3.2 on page 71 for more information.
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3. Proceed with the rest of the configuration or click Send and Exit
from the Tool Bar to apply the settings and exit the session.

71.2 Setting the Aperio Door Controller Panel

The application lets you set and define log reporting, facility code usage, and
daylight savings time.

See section 1.1.3 for a list of card formats supported by the Aperio Door
Controller.

Interlock mode is not available for Aperio Door Controllers.

Cards contain facility code and card number information. The Aperio Door
Controller is configurable to grant access on the basis of one of the following:

. facility code only
. card number only

. facility code and card number

To set the Aperio Door Controller panel

1. Click on the Aperio Door Controller panel. The Panel Configuration
window appears:

. Assa Abloy Unit Configuration

Panel label aperio R5485 address
Panel model TX3 Aperio Master node

Options
Card Format

f ot Wegmash_————————
] 32bit CSN =
7] 34bit Awid

[] 35bit HID Corporate 1000
[T 35+bit Indala

[C] 36bit HID Simplex

[] 36-bit Keyscan C15001
[T 37+bit Cansec

[] 37-bit HID 10304

[¥] 37bit Mircom -

Custom Formats_

[¥] Report real time events to PC
[T Facilty code 4294967295 (For Facility Code Mode only)

m

Figure 158. Panel Configuration - Card Reader
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Provide information for each of the following:

Card format. Select the card reader format for each access point. See
section 1.1.3 for a list of card formats supported. Select only the formats
that are being used. In addition, do not select more than one format with
the same bit length. For example, select either 37-bit Mircom or 37-bit
HID 10304, but do not select both.

Card discovery mode. Enable this option, then send the Job to the panel
to put the panel into card discovery mode. While the panel is in card
discovery mode and you present a card to the reader, the panel will display
the card’s raw data in the Online Events pane. To disable the feature,
uncheck Card discovery mode, thensend the job to the panel again.

Custom Formats. See section 6.2 on page 175.

Report real time events to PC. Enable or disable real time event sending
to the PC. If enabled, only the real time logs are sent to the PC.

Facility code. Enter the building’s facility code with a value from 0 to
4294967294. Enabling the facility code mode lets you grant access to
cards based on facility code.

Date and Time button. Select this option to set the date and time of the
panel, set daylight savings time, and to set the panel adjustment time.
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Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

To set the daylight saving time

1.

Click Date and Time. The Date and Time Options window appears.

Date and Time Options &l

Set Date and Time. .

Enable Dayhght Savings Time

Start |Secnnd V”Sunda_l,l v| i |March V|

nz00aM 3

Etd |First v || Sunday

n200aM 3

v| in |November V|

Adiust panel time for zec per day

[ OF. l [ Cancel

Figure 159. Date and Time Options

Provide information for the following parameters:

Set Date and Time. Selecting this option lets you set the panel clock to a
time other than the PC clock. Every time you access the Set Date and Time
window the current PC time is shown.

Set Date and Time E]

Panel date and time | |

Mew date and time | [EA10/2010 0354:47 Ph v |

[ Set now ] [ Cancel ]

Figure 160. Set New Date and Time

Enable Daylight Savings Time. Select this check box to enable daylight
saving time. When enabled provide the daylight savings start and end time
for the local area.
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Adjust panel time for. Provide a value to compensate for the daily drift
away from the true time.

3. Click OK to save the information and return to the configuration window,
or click Cancel to exit without saving the changes.

4, Click Send and Exit from the Tool Bar to apply the settings and exit
the session.

713 Adding Access Points to Aperio Door Controllers

Aperio Door Controllers can be configured with up to 8 wireless locksets (access
points). When you add a new Aperio Door Controller panel to your job, you have
to add one access point for each wireless lockset that the panel controls. For
example, if you installed an Aperio Door Controller with 2 Aperio hubs and
paired 3 locksets to each of the hubs, you will need to add 6 access points to your
panel in the TX3 Configurator.

For more information about installing Aperio Door Controllers, Aperio hubs,
and wireless locksets as well as how to pair a wireless lockset with an Aperio hub,
see LT-1160 (TX3-CX-A8 Aperio Door Controller System Installation and
Operation Manual).
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To add an access point to an Aperio Door Controller

1. Right-click on the Aperio Door Controller panel, and then select Add

Access Point.

A new access point is added and the Access Point Configuration window
opens (see Figure 161). The Configurator automatically assigns values for
the Hub Address and the Lock Address. In the following steps you will
change these values to match the Hub and Lock Addresses programmed
into your wireless lockset.

Access Point Configuration

Hub Address

- Lock Address

0 -

Arcess point label Lockset 1:0
Lock Type [1- PR100 Lockset
Timers | Bevator | Advanced |
Schedules
Auto-unlock schedule [Ne\rer
PIM required schedule INever
Door Timers
Unlock time 10 -
Bdended unlock time 15 =
Door held open waming 30 =
Door held open alam 60 =
Anti-passback 300 =

)

= |

High Securty Swipe Timer |20
Lock/Unlock Swipe Timer |10
Pin Timeout 20

Ak L] 13 Al

SEC

sec

Figure 161. The Access Point Configuration window

2. Select the Hub Address of the Aperio hub that the new lockset is paired to.

The Hub Address is the same as the RS-485 address setting for the Aperio

hub.

3. Select the Lock Address for the new access point.

Note: In order for the Aperio Door Controller panel to control the access
point, the Hub Address and the Lock Address values must match
the values programmed into the wireless lockset. If you do not
know the Hub Address and Lock Address for your lockset, use the
Aperio Programming Application to find them. See the wireless
lockset pairing instructions in LT-1160 for details on how to do this.

4, Select the model of your wireless lockset from the Lock Type list.

5. Inthe Access point label text box, enter a name for the access

point.
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71.4 Setting Access Point Options

Access points require additional configuration to specify how certain access
requirements run on a scheduled basis. Access privileges may have
dependencies and consequently may be more suitable to run as a scheduled task.

To apply schedules, they must be first created using the Schedule Configuration
Window (see Chapter 11).

The auto lock/unlock scheduling for door operation allows free access without
an access card during specified times and areas.

Note: The wireless locksets must have the remote open option activated in
order for the auto unlock schedule to work. Information on how to
activate remote open can be found in the Enabling Remote Open
section of LT-1160.

To set access point options

1. Expand the Access Point list and click on an access point. The Access
Point Configuration window appears.

Access Point Configuration

Access point label Lockset 1:0 Hub Address
Lock Type [1- PR10O Lockset ~ Lock Address [0 =
Timers | Elavator I Advanced
Schedules
Auto-unlock schedule [Never v]
PIN reguired schedule | MNever - |
Door Timers
Unlock time 0 =| sec High Securty Swipe Timer |20 = | sec
Bxtended unlock time 15 =| sec Lock/Unlock Swipe Timer |10 = sec
Door held open waming n 2 sec Pin Timeout 20 = sec
Door held open alam &0 = sec
Anti-passback 300 =| sec

Figure 162. Access Point Configuration - Timers

2. Select Timers and provide information for each the following:

Auto-unlock schedule. The auto-unlock schedule lets you specify when
the door will be unlocked. From the list select a schedule.
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PIN required schedule. If a card is assigned a PIN, this schedule lets you
specify when to grant access to a card with a PIN. From the list select a
schedule.

Unlock time. Specify the amount of time the door remains unlocked after
granting access.

Extended unlock time. Specify the amount of time the door remains
unlocked for a card assigned with the extended unlock time privilege.

Door held open warning. Specify the amount of time for the door to stay
open until a warning is issued.

Door held open alarm. Specify the amount of time for the door to stay
open until an alarm is issued.

Anti-passback. Specify the time period in which the same card cannot be
used twice at this reader.

High Security Swipe Timer. A card with the high security privilege can
switch an access point to high security mode. To do this, the card must be
swiped four times in succession at the access point. This timer specifies
the time period in which these swipes must occur.

Lock/Unlock Swipe Timer. A card with the lock/unlock privilege can
toggle an access point between lock and unlock mode. To do this, the card
must be swiped two times in succession at the access point. This timer
specifies the time period in which these swipes must occur.

Pin Timeout. If a card is swiped during the PIN required schedule, the
card holder must enter the card’s PIN at the lockset in order to gain access.
This timer specifies the time period in which the PIN must be entered.
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Select the Advanced tab. The Advanced Configuration Window
appears:

Access Point Configuration

Access point label Lockset 1:0 Hub Address

Lock Type I1 - PR10D Lockset - Lock Address 0 -

[ Timers | Eievator ¢ Advanced |

Advanced Options

[ High security [ Report request to exit

PC decision required [¥] Report urknown format
7] Deduct usage count [] Report door not open
[] First person in Auto relock
[ Facilty code mode RTE bypass DC
[ Inhibit 1D [ Disable forced entry alam
] Timed Artipassback [¥] lanore card facility code
=] Report Mat Initiglized

Figure 163. Access Point Configuration - Advanced

Select from the following options for your access point:

High security. Selecting High security grants access only to cards
assigned with the high security privilege.

PC decision required. This option is not available for Aperio wireless
locksets.

Deduct usage count. Selecting this option enables a counter to deduct by
one every time a card is used at this access point. When it reaches zero, the
card is deactivated.

First person in. When enabled the door becomes unlocked by the first
valid card presented during the unlock schedule, causing the door to
remain unlocked for the duration of the unlock schedule. The 'First person
in' option must also be set on the card (see section 9.1.2 on page 233).

Facility code mode. Enabling the Facility code mode grants access to
cards based on only their facility code. Card holders with the same facility
code are granted access, regardless of their card numbers.

Note:

If you are enabling the facility code mode ensure that the facility
code is set on the panel (see section 7.1.2 on page 197).

Inhibit ID. When enabled the card code is not send to the PC. This feature
prevents the logging and reporting of cards at this access point.
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Timed anti-passback. Selecting this option enables the anti-passback
feature in which the same card cannot be used twice at the same reader
until the anti-pass back time period expires.

Report Not Initialized. If an Aperio wireless lockset is not initialized,
this is detected by the Aperio hub to which it is paired. Select this option to
have the TX3 Configurator log and report locksets that are not initialized.

Report request to exit. Selecting this option enables the panel to report
‘request to exit events’ to the PC.

Report unknown format. Selecting this option enables the panel to
report ‘unknown card format’ events to the PC.

Report door not open. Selecting this option enables the panel to log and
report ‘door not open’ events to the PC when access is granted but the door
remains closed.

Auto relock. This option is not available for Aperio wireless locksets.

RTE bypass DC. This option is not available for Aperio wireless
locksets.

Disable forced entry alarm. Selecting this option disables the forced
entry alarm.

Ignore card facility code. Selecting this option grants access to card
holders on the basis of their card numbers and not the card facility code.

5. Proceed with another configuration or click Send and Exit from the
Tool Bar to apply the settings and exit the session.

7.2 Configuring Inputs

Each Aperio door controller has eight general purpose inputs. Inputs are used in
correlations (see section 7.4 on page 208) to trigger an action based on the state of
the input. For example, a correlation can be written to turn on one of the general
purpose outputs or to turn on high security mode when an input becomes active.

In order to accurately monitor the functional state of the panel inputs, you must
first define the electrical circuit characteristics of the input (active state and
circuit supervision). For a detailed description of the circuit characteristics see
LT-1160 TX3-CX-A8 Aperio Door Controller System Installation and
Operation Manual.
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To configure inputs

1. Select Inputs/Outputs. The Input/Output Configuration window
appears.

Input/Output Configuration

@ Inputs (0 Outputs

Input2 Label Input1

Input3

Input4 )

Inputs Assigned to General purpose

Input6 )

Input7 Active state [Clcse 'l

Inputd
Cincuit supervision [None "l
Alam delay 1] = sec

Figure 164. Input Configuration

2. Click Inputs. A list of the panel inputs appears.
3. Select an input and provide information for the following parameters:
Label. Use this text box to provide a name for the input.

Assigned to. This is not configurable. All Aperio Door Controller inputs
are general purpose inputs.

Active state. Active state specifies the state by which it is
considered active. Two selections are presented. Select one of the
following:

Open
Close

Circuit supervision. Circuit supervision specifies the circuit
type and indicates whether the input is supervised. Select one of the
following:

None
Open circuit
Short circuit

Open and short circuit
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Alarm delay. The Configurator shows the panel as being in an alarm state
when the input becomes active. Alarm delay specifies the amount of

time to wait before raising the alarm condition. This option is only
available to card access and Aperio Door Controller panels.

4. When you have finished making all of the configuration changes for your

panel, connect to your panel, and then send the job to the panel.

7.3 Configuring Outputs

Each Aperio Door Controller has eight general purpose outputs. These outputs
can be turned off or on when an event occurs suing a correlation correlations (see
section 7.4 on page 208). For example, a correlation can be written to turn on one

of the general purpose outputs when a particular input becomes active.

Whenever you configure an output, the active state of the output must be defined

as a function of the device it attaches. When the device is energized it is

considered to be active. When the device is de-energized it is considered to be

inactive.

Outputs 1 to 6 are dry relay contacts.

Outputs 7 and 8 are programmable.

Note: If one or both of outputs 7 and 8 are used to provide power to Aperio

hubs, do not include the output(s) in any of your correlations.

To configure outputs

1. Select Inputs/Outputs. The Inputs/Outputs Configuration window

appears.

Input/Output Configuration

) Inputs @ Outputs

Output 2
Output 3
Outputd
Output 5
Output
Output 7
Output &

Label

Assigned to

Active state

Outpist 1

General purpose

Energized

Figure 165. Output Configuration
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2. Click Outputs. A list of the panel outputs appears.
3. Select an output and provide information for the following parameters:
Label. Use this text box to provide a label name for this panel input.

Assigned to. This is not configurable. All Aperio Door Controller inputs
are general purpose inputs.

Active state. Active state specifies the state by which it is
considered active. Two selections are presented. Select one of the
following:

Energized. When the device is energized it is considered to be active.

De-energized. When the device is de-energized it is considered to be
active.

4. When you have finished making all of the configuration changes for your
panel, connect to your panel, and then send the job to the panel.

Establishing Correlations

Correlations let you establish specific relationships between panel inputs
(events) and outputs (actions). Use Correlations to specify the relationships
between events, actions and schedules.

Note: All inputs, outputs and schedules must be defined before applying
correlations.

The application shows a particular Job with a list of correlations currently
configured to a panel. A check box appears besides each correlation. When
unchecked, the correlation is inactive.
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To create a correlation

1. Select Network > Panel > Correlations. The Correlations
Configuration window appears in the Right Pane.

Correlation Configuration

Correlations

1D | Ewert Actioh

& Edt. | [== Delets

Figure 166. Correlation Configuration

2. Click Add. The Add Correlation window appears.

Add Correlation [z|

Ewvent

Wwihen “ |

At access paint |F|eadera’-‘« hd |
Action

Action |Turn OM gereral autput b |

Or panel |.t’-'«|| hd |

Cutput |Dut|:uut3 hd |

7 Far l:l ik I:l zEC
Schedule

Dunng schedule |A|way$ b |

I ok H Cancel ]

Figure 167. Add Correlation
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3. Enter the following parameters:

When. This parameter defines the input event. Select one of the
following:

Access is granted. Access is granted.

Access is denied. Access is denied.

Forced entry alarm. A door is forced open.

Forced entry alarm restored. The forced entry alarm is restored.
Door held open alarm. A door did not close.

Door held open alarm restored. The door held open alarm is
restored.

Door held open warning. A door did not close and the door held open
warning was issued.

Door held open warning restored. The door held open warning was
restored.

Door not open. Access granted but the door remains closed.
Request to Exit. A request to exit has been made.

Input is active. Select a panel input from 1 to 8 as defined in section
7.2 on page 205.

Input is normal. The general purpose input becomes inactive.
Unlock mode is on. When in unlock mode the door is unlocked.
Unlock mode is off. When in lock mode the door is locked.

High security is on. When enabled only access cards with this
privilege are able to open the door.

High security is off. When disabled all access cards are able to open
the door.

Tamper detected. The lockset is in a tamper state.
Tamper restored. The tamper state at the lockset has been cleared.

Battery is normal. The battery at the lockset has returned to a nor-
mal state.

Battery is low. The battery at the lockset is low.

Battery is flat. The battery at the lockset is flat.
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Lockset is offline. The lockset is not communicating with its Aperio
hub.

Lockset is online. The lockset has resumed communicating with its
Aperio hub.

At access point/Input label. Select the access point or input where the
event has occurred.

Action. Act ion specifies the type of action to take for the specific input.
Select one of the following:

Turn ON output. When enabled the output assigned a specific
function performs the required action.

Turn OFF output. When disabled the output assigned this specific
function does not perform the designated action.

Turn ON high security. When enabled only access cards with this
privilege are able to open the door.

Turn OFF high security. When disabled all access cards are able to
open the door.

On panel. On panel applies the action either to one of the panels on
your system or to a group of panels on your system. If, for example, you
have two panels (Panell and Panel2) in your TX3 system, you could select
from the following options:

Panell - Apply the correlation to Panell only.
Panel2 - Apply the correlation to Panel2 only.

All - Apply the correlation to all Telephone Access, Card Access,
Aperio Door Controller, and Touch Screen panels on the network.

Custom - Apply the correlation to a custom target. This option is only
available for TCP/IP network connections. When you select this
option, you can click on the Custom button to select from the
following custom targets:

. All panels on the RS485 network of the Master Node
(select a Main Node from the list)
. All Master Nodes only

. All panels with RS485 address (select the address from the
list)

Note:

Correlation signals are not transmitted by Touch Screen Main
Nodes by default. If you plan on using the A11 or Custom
correlation options, select the Route IP Correlations
checkbox on one of the Main Nodes. See section 5.4 on page 158.
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Nano - Apply the correlation to a TX3 Nano. This option is only
available for TCP/IP network connections. When you select this
option, you can click on the Nano button and enter the IP address of a
TX3 Nano. Click Find to find any TX3 Nanos on the network.

Output/At access point. This parameter applies the action to a specific
output or access point on the selected panel(s). For an output to appear on
this list it must be designated as a general purpose output on its panel. For
an access point to appear on this list the output must be assigned to a
reader.

Note:

If one or both of outputs 7 and 8 are used to provide power to Aperio
hubs, do not include the output(s) in any of your correlations.

For. For represents the duration of the action in minutes and seconds up
to a maximum of 600 minutes. Uncheck the box if you want the action to
continue indefinitely.

During schedule. This parameter lets you apply this correlation to a pre-
defined schedule. For a schedule to appear on this list it must be created
(see Chapter 11).

When you have finished making all of the configuration changes for your
panel, connect to your panel, and then send the job to the panel.

To edit a correlation

1.

Select a correlation and press Ed 1 t. The Edit Correlation window
appears.

Provide the information as you would when creating a correlation.
Click OK to save your changes.

Connect to your panel, and then send the job to the panel.

To delete a correlation

1.

Select a correlation and press Delete.
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2. Connect to your panel, and then send the job to the panel.

To activate a correlation

1. Click on the check box beside the correlation as shown in Figure 168.
Correlations
IO Ewent Achion
0 |when Access iz granted at Reader & Turn OM general output Dutput3 [ All panels |

n “w'hen High securnity is turned on at Beader & Turn OM general output DutputE [ All panels |

Figure 168. Correlation activation

2. Connect to your panel, and then send the job to the panel.

7.5 Adding or Modifying Cards

Cards and Access Levels appear as entries in the Job tree after you have
added either a Card Access System panel or an Aperio Door Controller panel.
Cards have to be added to added to the job and given the appropriate access level
in order for access to be granted at an access point.

See Chapter 9 for information on how to manage cards and access levels in your
job.
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8 Remote Access

This chapter provides information on how to access one or more Main Nodes
over the Internet using port forwarding.

Note: You must use the TX3 Configurator version 2.1.8 or higher for
remote access of Main Nodes using port forwarding.

This chapter explains

. Overview

. Getthe IP Addresses, RS-485 Addresses, and MAC addresses of the Main
Nodes

. Access one Main Node over the Internet

. Access multiple Main Nodes over the Internet with Multiple Global IP
Addresses

. Access one or more Main Nodes over the Internet with one Global IP
Address
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8.1 Overview

A TX3 network is connected to the Internet by a router. In order to access Main
Nodes on the TX3 network over the Internet, the router must be configured to
map IP addresses and ports correctly.

Main Node: A Main Node is a TX3 device that is connected to an IP network.

Router: A router is a device that communicates between a local area network
(like a TX3 network) and the rest of the Internet.

Local PC: Use a PC or laptop connected to the same network as the Main Node
in order to configure the router and find the IP addresses of the Main Node. You
can disconnect the local PC after the configuration is complete.

Remote PC: Use the remote PC to access the Main Node over the Internet.

IP address: An [P address is a series of four numbers separated by periods (for
instance, 10.10.8.2) which identifies a device on an IP network. [P addresses can
be local (used within the local network) or global (assigned by the Internet
service provider and used on the Internet). Each Main Node on a TX3 network
has alocal IP address which is used within the TX3 network. The router maps the
local IP addresses onto global IP addresses so that the Main Nodes can be
accessed over the Internet.

Port: A port is a number associated with an [P address and used by a specific
application. Ports are like telephone extensions. Just as one telephone number
can have many extensions, one IP address can have many ports, where each port
is used by a different application. For example, the TX3 Configurator uses port
8080 to communicate with Touch Screen Main Nodes, and port 14000 to
communicate with non-Touch Screen Main Nodes.

8.2 Get the IP Addresses, RS-485 Addresses, and
MAC addresses of the Main Nodes

To configure remote access you must first get the IP addresses, RS-485
addresses, and MAC addresses of the Main Nodes.

1. Connect a PC or laptop (the local PC) and the TX3 Main Nodes to the
same network.

2. On the local PC, open the TX3 Configurator.

3. Click Tools,then IP Change Tool.
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The IP Change Tool window opens. This window shows all the Main
Nodes on the TCP/IP network and their IP addresses.

roe T =

Warning: If you change the IP Address of a panel, please make sure to
update the IP Address of the panel in your job file.

Flease select a panel below:

RS485  Fimware

Address  Wersion A s

Panel Type

Telephone Access System 0. 00:07:32:26:DECB  |10.10.8.109
Card Access System TH3ILCX-2 (Dual Card Reader) 00:04:A3:61:F7:82 10.10.8.138
Telephone Access System T#3Touch 00:07-32:24.67.57 10.10.8.147
Telephone Access System TX3-Touch 0. 00:07:32:26:.DE.EF | 10.10.8.151
Telephone Access System TX3-Touch 0. 00:07:32:25:77.C5 10.10.8.160
Telephone Access System T¥3Touch 00:07:32:25:77.EB 10.10.8.169
Telephone Access System T¥3-Touch .0, 00:0B:AB:5F.CASE [10.10.8.173

New |P Address:

[ Scan Again ]

Figure 169. IP Change Tool

4. Make a note of the IP address, RS-485 address, and MAC address of the
Main Nodes that you want to configure. Y ou will need this information in
the next steps.

Note: Do not change any information in the IP Change Tool window.

5. Follow the instructions below depending on the kind of router you have
and the number of Main Nodes you have:

. You want to access one Main Node over the Internet and you have
a router that can forward one global IP address to one local IP
address on the same port. Go to section 8.3 on page 217.

. You want to access multiple Main Nodes over the Internet using
multiple global IP addresses and you have a router that supports
multiple external interfaces. Go to section 8.4 on page 220.

. You want to access one or more Main Nodes over the Internet using
one global IP address and you have a router that can forward
multiple external ports to internal ports. Go to section 8.5 on
page 223.
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8.3 Access one Main Node over the Internet

Follow these instructions if you have a router that can forward one global IP
address to one local IP address on the same port.

Figure 170 shows the configuration for setting up remote access of one Main

Node.
N
Remote PC
%

Internet

Router

@ global IP: 66.249.65.12
Ethernet cable local IP: 10.10.8.1

Local PC

used to configure Ethernet cable
the router

Card Access Controller Elevator Restiction Touch Screen
(secondary node) Unit (secondary node) (secondary node)

TX3 Touch Screen|2°*

Main Node D | == a
10.10.8.2
| | |

RS-485 Network

Figure 170. Accessing a Main Node over the Internet

Note: There can only be one Main Node on an RS-485 subnetwork. That
is, you cannot connect one RS-485 subnetwork to another RS-485
subnetwork. However, if you want to connect to a Touch Screen
panel remotely over the Internet (for instance, to configure Touch
Screen options such as color and themes), the Touch Screen panel
must be set as a Main Node even if there is no Secondary panel
connected to it.
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To access the Main Node remotely over the Internet, you must configure the
router to assign or map the Main Node IP address to the global IP address (the IP
address assigned by the Internet service provider).

A request for this global IP Is directed to this Main Node...
address...
66.249.65.12 10.10.8.2

You must:

1. Configure the router.

2. Get the global IP address of the router.

3. Connect to the Main Node from a remote PC.

The first two steps are performed from the local PC, and the third step is
performed from the remote PC.

8.3.1 Configure the Router

The procedure for configuring the router depends on the kind of router and how
the network is configured. Use the following information to configure the router.

. The panel’s IP address and MAC address: The addresses you noted in
section 8.2 on page 215.

. Port: 8080 for Touch Screens and 14000 for non-Touch Screens.
. Protocol or Service Type: TCP.

8.3.2 Get the Global IP Address of the Router

1. If the router has a static global IP address, go to the following site on the
local PC to find the global IP address:

http://www.myglobalip.com
If youuse a DDNS service, use the domain name associated with the IP.

2. Disconnected the local PC from the network. It is no longer needed.

8.3.3 Connect to the Main Node from the Remote PC over the Internet

Note: You must use the TX3 Configurator version 2.1.8 or higher for
remote access of Main Nodes using port forwarding.

1. On the remote PC, open the TX3 Configurator.
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2. Open a new job.

3. Click Network in the job tree, and select TCP/ I P in the PC
Connection menu.

4. Right click anywhere on the tree and select Add Panel.

The Add Panel window appears.

' Y
i Panel ‘ [

Label Panel1 {Lobby)

Address

Panel model [TK}12DI2DD—-I (420 LCD) v]
Master Node: [{'I'his is Master) v]

Master Mode Details

IP Address 66.2496512 Find

MALC Address

Figure 171. Add Panel

5. Provide the following information:
Label. Provide a name for the panel.
Address. Select the RS-485 address of the panel you are connecting to.

Panel model. Click the drop down list and select the model of panel you
are connecting to.

IP Address. If the router at the installation site has a static global IP
address, type the static global IP address.

If youuse a DDNS service, type the domain name associated with the IP.
6. Click Add.
7. Click Connect.

8. Check for a message that the panel is Online inthe Online Events
pane at the bottom of the window.
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Access multiple Main Nodes over the Internet with
Multiple Global IP Addresses

Follow these instructions if you have a router that can support multiple external
interfaces (multiple global IP addresses).

To access the Main Nodes remotely over the Internet, you must configure the
router to assign or map each Main Node IP address to a global IP address.

In this example, the node 10.10.8.2 is assigned to the global IP address
66.249.65.12, and the node 10.10.8.3 is assigned to the global IP address
66.249.65.13.

A request for this global IP Is directed to this Main Node...
address...
66.249.65.12 10.10.8.2

(Touch Screen Main Node)
66.249.65.13 10.10.8.3

(Card Access Main Node)

Y ou must:

1. Configure the router so that each panel is assigned to a different global IP

address.
2. Connect to the Main Nodes from a remote PC.
Note: There can only be one Main Node on an RS-485 subnetwork. That

is, you cannot connect one RS-485 subnetwork to another RS-485
subnetwork. However, if you want to connect to a Touch Screen
panel remotely over the Internet (for instance, to configure Touch
Screen options such as color and themes), the Touch Screen panel
must be set as an Main Node even if there is no Secondary panel
connected to it.

Configure the Router

The procedure for configuring the router depends on the kind of router and how
the network is configured.

Use the following information to configure the router.

. The panels’ IP addresses and MAC addresses: The addresses you
noted in section 8.2 on page 215.
. Port: 8080 for Touch Screens and 14000 for non-Touch Screens.

. Protocol or Service Type: TCP.
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In this example, there are two static global IP addresses that are assigned to two

Main Nodes.
A request for this global IP Is directed to this Main Node...
address...
66.249.65.12 10.10.8.2
(Touch Screen Main Node)
66.249.65.13 10.10.8.3
(Card Access Main Node)

For global IP address 66.149.64.12:

. Local IP Address: 10.10.8.2.

. Internal Port: 8080 because the panel is a Touch Screen.

. External Port: The same as the internal port.

. Protocol or Service Type: TCP.

For global IP address 66.149.64.13:

. Local IP Address: 10.10.8.3.

. Internal Port: 14000 because the panel is not a Touch Screen.

. External Port: The same as the internal port.

. Protocol or Service Type: TCP.

8.4.2 Connect to the Main Node from the Remote PC over the Internet

Note: You must use the TX3 Configurator version 2.1.8 or higher for
remote access of Main Nodes using port forwarding.

1. On the remote PC, open the TX3 Configurator.

2. Open anew job.

3. Click Network in the job tree, and select TCP/ IP inthe PC

Connection menu.

4. Right click anywhere on the tree and select Add Panel.
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The Add Panel window appears.

r ™y
Add Panel ‘ [

Label Panel1 (Lobby)
Address

I Panel model [TX}‘] 20/200-4 (4x20 LCD) v]
Master Mode: [{This is Master) vl

||
| Master Mode Details

IP Address 66.243.65.12 Find

MAC Address

Figure 172. Add Panel

5. Provide the following information:
Label. Provide a name for the panel.
Address. Select the RS-485 address of the panel you are connecting to.

Panel model. Click the drop down list and select the model of panel you
are connecting to.

IP Address. Type the global IP address assigned to the panel you are
connecting to.

6. Click Add.

7. Repeat steps 4 and 5 for each panel that you want to connect to. Make sure
that you specify the correct RS-485 address and model for each panel. You
made a note of the RS-485 addresses in section 8.2 on page 215.

8. Click Connect.

9. Check for a message that the panel is Online in the Online Events pane at
the bottom of the window.
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8.5 Access one or more Main Nodes over the Internet

with one Global IP Address

Follow these instructions if you have a router that can forward multiple external

ports to internal ports.

Figure 173 shows an example network.

Ethernet cable

J

%

I Remote PC

Router

global IP: 66.249.65.12

local IP: 10.10.8.1

Local PC
used to configure .
the router Switch

Ethernet cable

Elevator Restriction Unit
(Secondary Node)

RS-485 Network

Card Access Controller
(Secondary node)

L

Lobby Control Unit
(Secondary Node)
o .

O

]

Al

RS-485 Network

Card Access Controller
(Secondary node)

[ |TX3 Lobby Control TX3 Card Access €1 TX3 Touch Screen
@ |Main Node Main Node |:| Main Node
. 10.10.8.2 10.10.8.3 10.10.8.4

Card Access Controller
(Secondary node)

-

RS-485 Network

Elevator Restiction Unit
(Secondary node)

s

Figure 173. Accessing multiple Main Nodes over the Internet using
port forwarding
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To access the Main Nodes remotely over the Internet, you must configure the
router to assign or map each Main Node [P address and port to a global IP address
(the IP address assigned by the service provider) and port.

The mapping of the nodes in Figure 173 is shown below. Node 10.10.8.2 is
assigned to external port 15000, the node 10.10.8.3 is assigned to external port
15001, and the node 10.10.8.4 is assigned to external port 15002.

The internal port is 8080 for Touch Screens and 14000 for non-Touch Screens. In
this example, 10.10.8.4 is a Touch Screen so it has an internal port of 8080. The
other two nodes are not Touch Screens, so they have internal ports of 14000.

A remote PC accesses a Main Node by sending a request to the router’s global IP
address plus the port assigned to the Main Node.

A request for this global IP Is directed to this Main Node...
address...
66.249.65.12:15000 10.10.8.2:14000

(Lobby Control Main Node)
66.249.65.12:15001 10.10.8.3:14000

(Card Access Main Node)
66.249.65.12:15002 10.10.8.4:8080

(Touch Screen Main Node)

Y ou must:

1. Configure the router so that each panel is assigned to a different port.
2. Get the global IP address of the router.

3. Connect to the Main Nodes from a remote PC.

The first two steps are performed from the local PC, and the third step is
performed from the remote PC.

Configure the Router

The procedure for configuring the router depends on the kind of router and how
the network is configured. You need the following information to configure the
router.

. The router’s local IP address. Use the local IP address to access the router
and configure it.

. The panels’ IP addresses and MAC addresses: The addresses you noted in
section 8.2 on page 215.

. Internal Port: 8080 for Touch Screens and 14000 for non-Touch Screens.

. External Ports: Any unused ports. Assign a different external port to each
panel.
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Protocol or Service Type: TCP.

8.5.2 Configure a Linksys Router

The following example shows how to configure a Linksys router.

Use the Command Prompt to get the router’s local IP address

1.

2.

On the local PC, click Start,thenclick A11 Programs, then
Accessories,then Command Prompt.

In the Command Prompt window, type i pconfig and then press Enter.

The Default Gateway is the router’s local IP address.

Configure the Linksys router

1.

On the local PC, type the router’s local IP address in a web browser.

The router’s configuration window appears.

Click Applications & Gaming andthenclick Single Port
Forwarding.

Provide the following information:

External Port: Any unused port. Assign a different external port to each
Main Node. Make a note of the ports. You will need this information in the
next steps.

Internal Port: 8080 for Touch Screens and 14000 for non-Touch
Screens.

Protocol: TCP.

To IP Address: The panel’s IP addresses, which you noted in section 8.2
on page 215.

Enabled: Select this checkbox.

In Figure 174, there are three Main Nodes, and they are assigned to the
ports 15000, 15001, and 15002.
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External Port | Internal Port Protocol To IP Address Enabled

— — — 192.168. 0.0

— — — 192.168. 0.0

— — — 192.168. 0.0

— — — 192.168. 0.0

— — — 192 168 . 0.0

15000 14000 TCP ¥ 192 1658 .0.128 L4

15001 14000 TCP ¥ 192 168 .0.132 L4

15002 14000 TCP ¥ 192 168 .0.133 L4

Figure 174. Configuring a Linksys router for three Main Nodes

8.5.3 Get the Global IP Address of the Router
1. If the router has a static global IP address, go to the following site on the
local PC to find the global IP address:
http://www.myglobalip.com
If the router has a dynamic global IP address, use the domain name
associated with the IP.
2. Disconnected the local PC from the network. It is no longer needed.
8.54 Connect to the Main Node from the Remote PC over the Internet
Note: You must use the TX3 Configurator version 2.1.8 or higher for
remote access of Main Nodes using port forwarding.
1. On the remote PC, open the TX3 Configurator.
2. Open a new job.
3. Click Network in the job tree, and select TCP/ IP in the PC
Connection menu.
4. Right click anywhere on the tree and select Add Panel.
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The Add Panel window appears.

- ™
Add Panel ‘ [

Label Panel1 (Lobby)
-

I Panel model [TXH-—'IZGIEDD—*! {40 LCD) ']
Master Node: [l'l'his is Master) v]

I Master Mode Details

IP Address 66.249.65.12:1500 Find

MAC Address

!

Figure 175. Add Panel

5. Provide the following information:
Label. Provide a name for the panel.
Address. Select the RS-485 address of the panel you are connecting to.

Panel model. Click the drop down list and select the model of panel you
are connecting to.

IP Address. If the router at the installation site has a static global IP
address, type the static global IP address and the external port assigned to
the panel you are connecting to, separated by a colon. For example, if the
router’s global [P address is 66.249.65.12 and the panel’s external port is
15000, type:

66.249.65.12:15000

If you have a DDNS service, type the domain name associated with the IP
and the external port assigned to the panel you are connecting to, separated
by a colon. For example, if domain name is anyip.com and the panel’s
external port is 15000, type:

anyip.com:15000

6. Click Add.

TX3 Configuration and Administrator Manual 227



Remote Access

M. Mircom

7. Repeat steps 4 and 5 for each panel that you want to connect to. Make sure
that you specify the correct RS-485 address, model, and external port for
each panel. You made a note of the RS-485 addresses in section 8.2 on
page 215. You assigned the external ports to the panels in section 8.5.1 on
page 224.

8. Click Connect.

9. Check for a message that the panel is Online inthe Online Events
pane at the bottom of the window.
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9 Cards and Access Levels

Once you have added a Card Access Panel or an Aperio Door Controller to your
job, you can start adding cards and start configuring access levels.

This chapter explains

. Adding or Modifying Cards
. Finding a Card

. Configuring Access levels
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Adding or Modifying Cards

Cards appear in the Job tree with the addition of the first Card Access System or
Aperio Door Controller panel. Selecting Cards from the Job tree displays all
currently configured cards and their corresponding details on the Right Pane.

Clicking on an item in the column header sorts the list in either its ascending or
descending order.

Note: All card information is stored in the panel with the exception of card
profile information, which is stored on the PC in the Job database
file. See Figure 181.

Card Configuration Incolumn  Card Mame +  Clear
Card Name Arocess Level First Mame Last Mame Apt Address Department
e
Card 2 Adrnin
Figure 176. Card Configuration

9.1.1 Adding Cards
The application lets you easily add and modify a user’s card information. To
facilitate the task of entering a large card list you can add multiple card
information at the same time and then edit their specific values.
There are two ways to add a card: manually (you type in the card code and facility
code) and automatically (you swipe the card and the system reads the card code
and facility code).
For information on how to provide detailed configuration information for a card
see section 9.1.2.
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To add a card manually

1.

Select Add Cards from the Menu Bar or right click in the Card
Configuration window and select Add Cards. The Add Cards window
appears.

Add Cards A 3

Total number of cardz to add 1

<¥

Auta Default Walues

The fallowing figlds will be zet automatically bazed on their
starting walues:

Mame MewCard

Card number 1

Arccess level Adrmin v
Facility code 1]

o] [

Figure 177. Add Cards

Provide the following information:
Total number of cards to add. Specify the number of cards to add.

Card name. Specify a name for the card. The maximum number of
characters is 30.

Card number. Provide a unique card number. If more than one card is
added at a time, a number will be attached to the cards to make them
unique.

Access Level. Select an access level from the list. Access levels are preset
by the administrator. See Section 9.3 for information on how to create
Access Levels.

Facility code. Enter a facility code for the card with a value from 0 to
4294967294. Access is granted when this facility code matches the value
set for the Card Access Panel (see section 6.3 or section 7.1.3).

Click OK to add the card(s) and return to the configuration window or click
Detail toproceed with additional configuration as described in the next
section. You may also click Close to save the existing changes and
continue with adding another card.
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To add a card automatically

1. Right-click in the Online Events pane, and select Add Card.

Oonine Eve
‘ Time Event Description

2. Swipe a card at a reader connected to the system.

If the card is not recognized, an Add Card button appears in the Online
Events window.

Online Events O
Time Event Description Panel
05-28-21 03:27:07 PM SR-2400: Card number not found. Access denied to {11290, FC:255) Add Card Panel 23 (Card)

3. Click the Add Card button.

The Add Cards window appears with the card code and facility code
automatically filled in.

Add Cards A X
Total nuniber of cards to add 1

Auto Default Values

The following fields will be get automatically bazed on their
starting values:

Narne \NewCard |
Card fumber 1 |
Access level | Adrrin v|
Facilty code 0 |

- .

Figure 178. Add Cards

4. Provide the following information:

Card name. Specify a name for the card. The maximum number of
characters is 30.

Access Level. Select an access level from the list. Access levels are preset
by the administrator. See Section 9.3 for information on how to create
Access Levels.

5. Repeat steps 2 to 4 to add another card automatically.

6. When you are finished adding cards, right-click in the Online Events pane,
and deselect Add Card.
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9.1.2 Editing Card Details

A card can be edited by selecting Detail from the Add Card window or by double
clicking the card.

Multiple cards can be edited at the same time by selecting and right clicking on
multiple cards. Some options may be disabled or their values may not be
assigned to multiple cards.

To edit card details

1. Click the row header on the far left or double click anywhere on the row.
You may also right click and select Edit Cards. The Card Details
window appears.

Card Details ==
Card number 1] PIN 0
Mame MewCard
Facility code 0

Select a photo here
Notes

General | Advanced [ Profile | More Profile info

Access levels: Activation date

1 [Admin = 2018-02-27 E~
2 [Not used T De-activation date

3 [Notused v 2028-02-27 @~
Status [T Usage courter
[Actve 7] [z

{ = Photo, Motes, and Profile data is not sent to panels and it is not retrievable from panels during
Get Job )

oKk | [ Cancel

Figure 179. Card Details

2. Provide the following information:

Select a photo here. Click this area and select the card holder’s photo
from a directory.

Card number. Specify the card number. This number is printed on the
card.

Note: For card readers with a keypad, the card number serves as the
keypad entry access code.
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PIN. Enter a Personal Identification Number. The PIN is 1 to 4 digits long
and is programmed for each card. 0 is not accepted. This is required if the
‘PIN required schedule’ feature is enabled on the card reader.

Name. Provide a name for the card holder.
Facility Code. Provide the facility code.
Notes. Provide any notes for this card.

Select General and provide the following information to specify access
levels and activation dates and status:

Access level. Select up to three access levels for the card. Access
privileges to designated areas are defined by the administrator.

Activation date. Specify the activation date for the card.
De-activation date. Specify the de-activation date.

Status. Status shows the current status of this card. Select Inactive
to de-activate or Active to activate the card.

Usage counter. Usage counter is a configurable feature that uses a
counter to specify a card usage limit at a reader. Each time the card is used
this value decreases by one in the database. When it reaches zero, the card
is de-activated. Select the check box and specify the maximum usage
count for this card. When deselected the card has an unlimited use.

Note:

For the Usage counter to function enable the Deduct Usage
Count feature on the card reader (see section 6.3 or section 7.1.3).
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Select Advanced. The Advanced tab appears.

Card Defails %]
Card rumber |1 | FIN [0 |
M arme |John Sriith |
Select a phota here Mates

General Advanced Prafile More Prafile Info

] High security priviage
[ Extended unlock, time

] lgnore anti-passback
[] Handicap

[] Lock/Unlack privilege
[ First person in

ak l [ Cahicel

Figure 180. Card Details Advanced

Enable the following features to specify additional access privileges:

High security privilege. Assigns the card access rights to areas
designated as high security. A card with this privilege can toggle the high
security mode to either on or off by swiping the card four times in
succession. This option must also be set when configuring the Access
Point as described in sections 6.3 and 7.1.3.

Extended unlock time. Enables the card to be used during the extended
unlock time period. During this time the door remains unlocked. This
option is commonly given to seniors and persons with limited mobility.

Ignore anti-passback. When this option is specified the card holder is not
restricted, if set, by the timed anti-passback mode of the reader. Selecting
this option allows the same card unlimited use at the same reader. To set
anti-passback see sections 6.3 and 7.1.3.
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Handicap. Enables the card to access points designated as accessible as
well as the regular lock. The access point must be designated as a handicap
lock as described in sections 6.5 or 6.5.2.

Note:

This option does not apply to an Aperio Door Controller because all
of their outputs are general purpose outputs. However, if your job
contains any TX3-CX Two Card Access Controllers that have
outputs designated as accessible, this option will apply for those
outputs.

Lock-Unlock privilege. Enabling the lock/unlock privilege overrides
any scheduled card access restrictions. An access card with lock/unlock
privileges, if swiped twice in succession, toggles between lock and unlock
mode. The access point must be designated as a specific lock as described
in sections 6.5, 6.5.2 and 7.3.

First person in. When enabled the door becomes unlocked by the first
valid card presented during the unlock schedule, causing the door to
remain unlocked for the duration of the unlock schedule. This option must
also be set when configuring the Access Point as described in sections 6.3
and 7.1.3.

Select Profile. The Profile window appears.

Gieneral Advanced Prafile Mare Prafile Info

First name Profile 1D | -1

Last name Select Profile. .

Phone
tobile phone
E-mail

Departrent

Figure 181. Card Details Profile

Provide the following profile information:
First name. First name of the card holder.
Last name. Last name of the card holder.
Phone. Phone number.

Mobile phone. Mobile phone number.
E-mail. Email address.

Department. Provide the business department.
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10.

Profile ID. future use.
Select Profile. future use.

Select More Profile Info.The More Profile Info window appears.

General Advanced Prafile Mare Profile Info
Address Apti
City

Province/State
Country/Reqgion

Poztal/Zip code

Figure 182. Card Details More Profile Info

Provide the following additional address information.
Address. Resident address

City. City name.

Province/state. Province or state.

Country/region. Country or region name.

Postal/zip code. Postal or zip code.

Apt#. Resident apartment number.

Click OK to add the card information and return to the configuration
window, or click Cancel to exit without saving the changes.

9.2 Finding a Card

The application provides you with quick browsing and searching capabilities for
finding card information.

Card Configuration Find: In column Card Mame +  Clear

Figure 183. Card Search

To find a card, enter the card name in the Find box above the list. The list will
automatically refresh as you type in the criteria.
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To find by another column, say by card number, select Card Number in the Tn
column box. To restore the full list, press the Clear button.

Configuring Access levels

Creating an access level lets you define where and when to use a card, and how to
set elevator usage if elevator restriction units are used. Access levels are assigned
to cards to help the administrator keep track of access privileges (for instructions
on how to assign an access level to a card see section 9.1 on page 230).

You can create a maximum of 128 access levels for each controller and a
recommended maximum of 2000 access levels for the job. For each access level,
you can select a schedule for all of the access points in your job.

For example, if your job has a Card Access System panel called Panell with two
access points (Reader A and Reader B) and an Aperio Door Controller called
Panel2 with two access points (Lockset 1:0 and Lockset 1:1), you could define
the following access levels.

Access Level ID=1

. Panell: Reader A schedule = Always
. Panell: Reader B schedule = Never

. Panel2: Lockset 1:0 schedule = Never
. Panel2: Lockset 2:0 schedule = Never

Access Level ID=2

. Panell: Reader A schedule = Office hours
. Panell: Reader B schedule = Always

. Panel2: Lockset 1:0 schedule = Always

. Panel2: Lockset 2:0 schedule = Always

Ifacard is assigned Access Level 1, the user has access to Reader A on Panell at
all times but will not have access to any other access point.

Ifa card is assigned Access Level 2, the user has access to Reader A during the
Office Hours schedule only and will have access to all of the other access points
all of the time.

Access levels appear in the Job tree with the addition of the first Card Access
System panel or Aperio Door Controller panel. Selecting Access Levels from the
Job tree displays all currently configured access levels and their corresponding
details in the Access Level Configuration window in the Right Pane.
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To create an access level
1. Select Access Levels from the Job tree.
The Access Level Configuration window appears.

Access Level Configuration

Acces: Levels

Label :New .-’-;«.ccess. Levei'l
Access: Points Diuring zchedule
n ezt Wing: Feader & Always w
] |west'Wing Feader B Alwayz w
[4-add |[==Delete | [« Setal | [ | Clearl |

Figure 184. Access Level Configuration

Note: By default the Admin level has access to all access points at all
times and it is not configurable.

2. Click Add.
A new access level appears.
3. Supply the following information:

Label. Provide a name for this access level.

Note: When you get a Job from a panel, access level labels are reset to
their default values.

Access Points. Select the checkbox for an access point to enable or disable
access. If'an access point is unchecked, it will not allow access to cards
with this access level.

To select or clear all access points, click the Set allorClear all
buttons.
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During Schedule. From the schedule, list select when access is granted.
Youcan select from Always, Never or any other user-defined schedule.

Elevators. Click this button to enable elevator access control for this
access level. See Chapter 10 on page 241.

4, When you have finished configuring the access level, connect your
computer to your TX3 network, and then send the job.

To delete an Access Level

1. Select Access Levels from the Job tree. The Access Level
Configuration window appears.

2. Select the Access Level you want to delete from the Access Levels list.
3. Press Delete.

4. Connect to your TX3 network, and then send the job.
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1 0 Elevator Control

This chapter describes how to set up elevator control in the TX3 Configurator
software.

This chapter explains

L]

L]

Before you begin

Configuring Card Access with Elevator Restriction Firmware Version
2.4.x or 3.4.x or higher

Configuring Card Access with Elevator Restriction Firmware Version
2.4.x or 3.4.x or higher

Configuring Card Access with Elevator Restriction Firmware 2.0.x, 3.0.x,
or3.1.x

Configuring Residents with Elevator Restriction Firmware Version 2.4.x
or 3.4.x or higher

Configuring Residents with Elevator Restriction Firmware 2.0.x, 3.0.x, or
3.1x
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10.1 Before you begin

Make sure that you are using the right firmware versions as described in section
1.7 onpage 22. Y oumust have the TX3 Configurator version of 2.12.12 or higher
to complete the instructions in this chapter.

Read LT-9940 the TX3 Elevator Restriction Installation and Operation
Manual for detailed information on elevator control.

10.2 Configuring Card Access with Elevator
Restriction Firmware Version 2.4.x or 3.4.x or
higher

To configure elevator restriction you must:

1. Add Elevator Restriction Units to the Job Tree

2. Configure an access point to control an elevator restriction unit
3. Create a floor group

4. Create an access level

5. Assign a floor group to the access level

6. Assign cards to the access level

Follow the instructions below to complete these steps.

10.2.1 Add Elevator Restriction Units to the Job Tree

Note: You can add up to 6 TX3-ER-8(-A) Elevator Restriction Units
(ERU) to a job, and up to 16 TX3-ER-8-B Elevator Restriction
Units (ERU 2.0) to a job. The maximum number of Elevator
Restriction Units in a job is 16.

1. Select Edit >Add Panel.

2. If the panel is connected over TCP/IP, follow the instructions in section
3.1.2.1 on page 69 to add it.
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3. Provide the following information.

Label. Enter a name for the Elevator Restriction Unit.

Address. Specify the RS-485 address of the Elevator Restriction Unit.

Panel Mode.

* ERU (Elevator Restriction Unit) for TX3-ER-8 or TX3-ER-8-A

* ERU 2.0 (Elevator Restriction Unit) for TX3-ER-8-B

Add Panel

|

Label

Address

Panel model

Lobby Elevator

10 -

[EF{U (Blevator Resttriction Uni

Find

Add

l [ Close

Figure 185. Add ERU

4. Click Add.

5. Repeat these steps for every Elevator Restriction Unit in the job.
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10.2.2 Configure an access point to control an elevator restriction unit

1. Expand the Access Pointlist and select the access point that will control an
elevator restriction unit.

2. Click the Elevator tab.

Access Point Configuration

Access poirt |abel Reader A

[ Timers | Blevator | Advanced|

[¥] Enable Blevator Control

@ Select elevator(z) associated with this access point:

Enable Elevator Panel Label
Panel8 (Elev)
) Legacy elevator control

Figure 186. Access Point Configuration - Elevator Access

3. Select Enable Elevator Control.

4, Select the Elevator Restriction Units that this access point controls.

10.2.3 Create a floor group
Floor groups are groups of floors that are assigned to access levels.
1. Select Floor Groups from the Job tree.

2. Click Add.
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Floor Group0 appears.

Elevator Floor Group Configuration

Elevator Floor Groups

Label Floor Group(
Activate relays for 60 = sec
Select which elevator relays are associated with this group:
Relay Activate Relay Label £
1 Floar1
2 O Floor2
| | Bl | Floord
5 | [l | Floor5
[ O Floorf
F O Floor7
— gL
o= Add == Delete Relay Labels and Schedules

{*** ERU can only activate up to 24 relays simultaneously, use ERL 2 0 to activate up to 36 relays )

Figure 187. Floor Groups

3. Select the floors that you want in this floor group.

Note: With TX3-ER-8(-A) (ERU), a maximum of 24 relays can be
assigned to a floor group. With TX3-ER-8-B (ERU 2.0), a
maximum of 96 relays can be assigned to a floor group.

4. Provide the following information.

Activate relays for. Specify the amount of time that the ERU relays are
active. This timer starts when the access point reads the card.

Note: The minimum is 5 seconds and the maximum is 600 seconds.

5. Click Add to add another floor group.
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To edit relays and schedules

1. ClickRelay Labels and Schedules.

The Edit Relay Labels and Schedules window appears.

Edit Relay Labels and Schedules
The following table applies to all elevators
Relay Relay Label Re'?;mi:”‘:hon

2 Floor2 Never
3 Floor MNever
4 Floord Never
5 Floord Never
& Floorg Never
7 Floor? Never
3 Floord MNever
5 Floor% Never
10 Foor10 Never
n Floor1l Never
12 Floori2 Mever

Figure 188. Edit Relay Labels and Schedules

2. Select a relay label, then double-click it.

3. Type a new name for the relay.

Note: Relay labels are the same for all elevator restriction units in the job.

4. UnderRelay Activation Schedule,select when thisrelay should
be active. You can select Always, Never, or another user-defined
schedule. See section 11.1 on page 266 for instructions on creating

schedules.
Note: Relay schedules work only with TX3-ER-8-B (ERU 2.0).
5. Click OK.
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10.2.4 Create an access level
1. Select Access Levels from the Job tree.

The Access Level Configuration window appears.

Access Level Configuration

Access Levels

Admin
MNew Access Levell Label Mew Access Levell
Access Points During schedule
Panel1 {Card): West wing: reader A ]Nwa}rs -
[¥] | Panell (Card): West wing: reader B |Nwa}fs -
|deadd | [wsDelete | |7 Setal | | |Cearal |

Figure 189. Access Level Configuration

Note: The Admin level includes all access points. This cannot be
changed.

2. Click Add.
A new access level appears.
3. Supply the following information:
Label. Provide a name for this access level.

Access Points. Select the checkbox for an access point to enable or disable
access. Ifan access point is checked, it will allow access to cards with this
access level. If an access point is unchecked, it will not allow access to
cards with this access level.

To select or clear all access points, click the Set allorClear all
buttons.

During Schedule. From the menu, select when the access point should
grant access. You can select Always, Never, or another user-defined
schedule. See section 11.1 on page 266 for instructions on creating
schedules.
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10.2.5 Assign a floor group to the access level

1. From the Access Level Configuration window, select the access level, and
then click the Elevators button.

Access Level Configuration

Access Levels
Admin
New Access Levell Label New Access Levell
Access Points During schedule
| Panell {Card): West wing: reader A ]Nways -
[ Panell (Card): West wing: reader B INways -
[4-add |[s=Delete | [o/Setal | [ Gearal |

Figure 190. Access Level Configuration - Elevators button

The Elevator Control window appears.

Elevator Control
Enable Bevator Control
@ Use floor group Floor Group( -
Go to Floor Group screen
(7) Legacy elevator control
&0
Relay Activate -
O
O
&
[
O
O
= L
10
oK | | Concel

Figure 191. Elevator Control
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2. Select Enable Elevator Control, andselectUse floor
group.
3. Ifno floor groups are defined, click Go to Floor Group screento
define them. See section 10.2.3 on page 244.
4. Select the floor group associated with this access level.
5. Click OK.
10.2.6 Assign cards to the access level
l. Select Cards from the Job tree.
2. The Card Configuration window appears.
Card Configuration Find: In column Card Mame = Clear
Card Mame Card Murnber Facility Code Access Level First Mame Laz
MewCard2 2 a Adrnin
Figure 192. Card Configuration
3. Toeditacard, click the row header on the far left or double click anywhere
on the row.
Note: You can edit multiple cards at the same time by selecting and right

clicking on multiple cards.
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The Card Details window appears.

Card Details M
Card number PIN
Name NewCard
Facility code 0
Select a photo here
MNotes
General | Advanced | Profile | More Profile Info
Access levels: Activation date
: [ = - 20180227 B-
2 [N"T used e De-activation date
3 |Notused 2 20280227 B
Status [] Usage courter
[Active ] [

(= Phota, MNotes, and Profile data is not sent to panels and it is not retrievable from panels during

Get Job )
Figure 193. Card Details
4, Inthe Access Level menu, select up to three access levels for the card.

Access privileges to designated areas are defined by the administrator.

5. Click OK, and send the job to the panel.
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10.3 Configuring Card Access with Elevator
Restriction Firmware 2.0.x, 3.0.x, or 3.1.x

To configure elevator restriction you must:

1.
2.
3.
4.

Configure an access point to control an elevator restriction unit
Create an access level
Assign floors to the access level

Assign cards to the access level

Follow the instructions below to complete these steps.

10.3.1 Configure an access point to control an elevator restriction unit

1.

Expand the Access Point list and select the access point that will control an
elevator restriction unit.

Clickthe Elevator tab.

Access Point Configuration

Access point label Reader A

| Timers | Blevator | Advanced |

[¥] Enable Elevator Control

() Select elevators) associated with this access point:

Enable Elevator Panel Label

¥

@ Legacy slevator cortrol

Blevator address

Figure 194. Access Point Configuration - Elevator Access

Select Enable Elevator Control.
Select Legacy elevator control.

If you have Elevator Restriction Unit firmware version 3.1.0 or higher,
select the RS-485 address of the elevator restriction unit that you want this
access point to control.

TX3 Configuration and Administrator Manual 251



Elevator Control

M. Mircom

If you have an Elevator Restriction Unit firmware version lower than
3.1.0, ignore this menu.

10.3.2 Create an access level
1. Select Access Levels from the Job tree.

The Access Level Configuration window appears.

Access Level Configuration

Access Levels
Admin
New Access Levell Label New Access Levell
Access Points During schedule
Panel1 (Card). West wing: reader A INwa'_.'s -
[¥] |Panell (Card) West wing: reader B |Always -
|-Add ||s=Delete | [e/Setal || Cearal |

Figure 195. Access Level Configuration

Note: You cannot change the access points assigned to the Admin level,
but you can change the elevators.

2. Click Add.
A new access level appears.
3. Supply the following information:
Label. Provide a name for this access level.

Access Points. Select the checkbox for an access point to enable or disable
access. Ifan access point is checked, it will allow access to cards with this
access level. If an access point is unchecked, it will not allow access to
cards with this access level.

To select or clear all access points, click the Set allorClear all
buttons.

During Schedule. From the menu, select when access is granted. You can
select Always, Never, or another user-defined schedule. See section
11.1 on page 266 for instructions on creating schedules.
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10.3.3 Assign floors to the access level

1. Fromthe Access Level Configuration window, select the access level, and
then click the Elevators button.

Access Level Configuration

Access Levels
Admin
New Access Levell Label New Access Levell
Access Points During schedule
| Panell {Card): West wing: reader A I.Nways -
[ Panell (Card): West wing: reader B INways -
[d-add |[m=Deete | [<rsetal | [ Gearal |

Figure 196. Access Level Configuration - Elevators button

The Elevator Control window appears.

-

Elevator Control

Enable Elevator Control

() Use floor group

Floor Group0

(Go to Floor Group screen

@ Legacy elevator control
Activate relays for 60 = sec
Relay Activate |«
1 L]
2 O
3
4
5 O
6 O
p—
Blevator address = 10 -

(™ For cand access controller fimmware version 3.1.0
or above please use the elevator address on the
Access Point Advanced Options page.)

oK |

’ Cancel

Figure 197. Elevator Control

2. Select Enable Elevator Control.

TX3 Configuration and Administrator Manual 253



M. Mircom

10.3.4

254

Elevator Control

3. Select Legacy elevator control.
4. Provide the following information to restrict elevator use:

Activate relays for. Specify the amount of time that the ERU relays are
active. This timer starts when the access point reads the card.

Note: The minimum is 5 seconds and the maximum is 600 seconds.

Activate. Select the relay for each floor that requires access.

Note: With Elevator Restriction Unit firmware version 2.0.x and 3.0.x, a
maximum of 16 relays can be assigned to an access level.

With Elevator Restriction Unit firmware version 3.1.x, a maximum
of 24 relays can be assigned to an access level.

Elevator address. If you have an Elevator Restriction Unit firmware
version lower than 3.1.0, select the RS-485 address of the elevator
restriction unit for this access level.

If you have Elevator Restriction Unit firmware version 3.1.0 or higher,
ignore the Elevator address menu.

5. Click OK.

Assign cards to the access level

1. Select Cards from the Job tree.

2. The Card Configuration window appears.
Card Configuration Find: In column Card Mame = Clear
Card Mame Card Mumber Facility Code Aocess Level First Mame Laz
MewCard?2 2 0 Adrnin

Figure 198. Card Configuration
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3. To edita card, click the row header on the far left or double click anywhere
on the row.

Note: You can edit multiple cards at the same time by selecting and right
clicking on multiple cards.

The Card Details window appears.

Card Details =5
Card number 1] PIN 0
Name MewCard
Facility code 0

Select a photo here
Notes

General | Advanced [ Profile | More Profile Info

Access levels: Activation date
1 [Admn = 2018-02:27 @~
2 [Not used s De-activation date
3 |Not used b 20280227 B
Status [ Usage courter
(Active -] [
(™ Photo, Motes, and Profile data is not sent to panels and it is not retrievable from panels during
Get Job )
Figure 199. Card Details
4. Inthe Access Level menu, select up to three access levels for the card.

Access privileges to designated areas are defined by the administrator.

5. Click OK, and send the job to the panel.
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10.4 Configuring Residents with Elevator Restriction
Firmware Version 2.4.x or 3.4.x or higher

Note: You cannot configure residents for elevator Restriction from a
Touch Screen. You must use the PC-based Configurator.

The elevator restriction feature limits building accessibility by granting the
visitor access only to the destination floor. This prevents the visitor from
accessing non-designated floors.

To configure elevator restriction you must:

1. Add Elevator Restriction Units to the Job Tree
2. Create a floor group

3. Configure residents for elevator restriction

Follow the instructions below to complete these steps.

10.4.1 Add Elevator Restriction Units to the Job Tree

Note: You can add up to 6 TX3-ER-8(-A) Elevator Restriction Units
(ERU) to a job, and up to 16 TX3-ER-8-B Elevator Restriction
Units (ERU 2.0) to a job. The maximum number of Elevator
Restriction Units in a job is 16.

1. Select Edit >Add Panel.

2. Provide the following information.
Label. Enter a name for the Elevator Restriction Unit.
Address. Specify the RS-485 address of the Elevator Restriction Unit.
Panel Mode.
¢ ERU (Elevator Restriction Unit) for TX3-ER-8 or TX3-ER-8-A

¢ ERU 2.0 (Elevator Restriction Unit) for TX3-ER-§-B
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Add Panel

Label

Address

Panel model

Lobby Bevator

10 -

[EF{U (Blevator Resitriction Uni -

[= ]

Find

Figure 200. Add ERU

3. Click Add.

4. Repeat these steps for every Elevator Restriction Unit in the job.
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10.4.2 Create a floor group
1. Select Floor Groups from the Job tree.
2. Click Add.

Floor Group0 appears.

Elevator Floor Group Configuration

Blevator Floor Groups

Label
Activate relays for 60 = sec
Select which elevator relays are associated with this group
Relay Activate Relay Label L)
1 | Floorl
2 O Floor2
3 | B Floor3
5 | [l | Floor5
6 [l Floorf
Fi O Floor7
= 1v
== Add == Delete Relay Labels and Schedules ...

(*** ERU can only activate up to 24 relays simultaneously, use ERU 2 0to activate up to 56 relays )

Figure 201. Floor Groups

3. Select the floors that you want in this floor group.

Note: With TX3-ER-8(-A) (ERU), a maximum of 24 relays can be
assigned to a floor group. With TX3-ER-8-B (ERU 2.0), a
maximum of 96 relays can be assigned to a floor group.

4. Provide the following information.

Activate relays for. Specify the amount of time that the ERU relays are
active. This timer starts when the system grants the visitor access.

Note: The minimum is 5 seconds and the maximum is 600 seconds.

5. Click Add to add another floor group.

Note: The timers for the relays are set in the Floor Group Configuration.
The Elevator restriction time in the Advanced tab of Panel
Configuration is not used.
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To edit relays and schedules
1. Click Relay Labels and Schedules.

The Edit Relay Labels and Schedules window appears.

Edit Relay Labels and Schedules
The following table applies to all elevators
Relay Relay Label Re'gi?:g:f:ﬁm ~
2 Foor2 Never 8
3 Foord Newer b
4 Foord Newver i
5 Foors Newver R
& Floorf Never ~
7 Foor? Never 8
8 Foord Newer b
9 Foord Newver i
10 Floor10 Newver R
1 Floor11 Never ~
12 Foor12 Never o] v

Figure 202. Edit Relay Labels and Schedules

2. Select a relay label, then double-click it.

3. Type a new name for the relay.

Note: Relay labels are the same for all elevator restriction units in the job.

4, UnderRelay Activation Schedule,select when this relay should
be active. You can select Always, Never, or another user-defined
schedule. See section 11.1 on page 266 for instructions on creating

schedules.
Note: Relay schedules work only with TX3-ER-8-B (ERU 2.0).
5. Click OK.
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10.4.3 Configure residents for elevator restriction
1. Select Residents from the Job tree.

The Resident Configuration window appears (Figure 203).

> = A
New Open Backup Add Res Connect Help
= 4ol Job Resident Configuration Find: In column Mame ~ Clear
Ehiia Metwork Mame Aptit Dial Code Keyless Code Telephone Relay Code
=) |j Panelz (Labby) .NewNameUU? .U .? 10006 | .?
InnutsfOutnuts .NewNameDDS .D .8 10007 | .8
. MewMamel03 o 3 10008 9
= Correlations 1 1
— MewMamel10 a 10 10009 10
=[] Panel10 (Lobby) | T T T T
- MNewNamed11 1] 1 10010 1
=Pl Ou NewMamed12 |0 12 10011 12
" Correlations NewMamel13 |0 13 10012 13
5 Mewhame014 1] 14 10013 14
1 Schedules MewNamel15 0 15 10014 15
‘& Holidays MewMamel16 i} 16 10015 16
MewMamel17? 1} 17 10016 17
MewMame18 i} 18 10017 18
MewMamel13 i} 19 10018 19

Figure 203. Resident Configuration List

2. Click Edit >Edit Resident.

The Resident Details window appears.

Resident Details @

Name Jane Smith

Apt# 0

Dial code 1 [ Hide this resident in directory
Phonslines | Entry VOIP |  Bevator |  Prfile

Select lobby line(s) to connect to this resident:

Lobby Linit Phone Line

I g

Phone number

Normal

Figure 204. Resident Details

3. Click the Elevator tab.
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The Elevator window appears.

Resident Details M
Name Jane Smith
Apt# 0
Dial code 1 [] Hide this resident in directory

[ Phonelnes | Emy | voi [[TTEEVESTTT] poie |

Enable: Blevator Control
@ Use floor group [Floor Groupl ']
Go to Floor Group screen
Enable Elevator Panel Label
J Panelé (e
Panel8 (Elev)
() Legacy elevator control
Flevator addmess 955
255

Figure 205. Resident Details - Elevator

4. SelectEnable Elevator Control.
5. SelectUse floor group.

6. If no floor groups are defined, click Go to Floor Group screento
define them. See section 10.4.2 on page 258.

7. Select the floor group for this resident.
8. Select the Elevator Restriction Units that are allowed for this resident.

9. Click OK, and send the job to the panel.
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10.5 Configuring Residents with Elevator Restriction
Firmware 2.0.x, 3.0.x, or 3.1.x

The elevator restriction feature limits building accessibility by granting the
visitor access only to the destination floor. This prevents the visitor from
accessing non-designated floors.

To configure elevator restriction you must:

1. Configure a resident for elevator restriction

2. Configure the elevator restriction time

Follow the instructions below to complete these steps.

10.5.1 Configure a resident for elevator restriction
1. Select Residents from the Job tree.

The Resident Configuration window appears.

o
Qe é . 2]
New Open Backup Add Res Connect Help
= .al Job Resident Configuration Find: In column Mame + Clear
iaw Metwiork Mame Apt Dial Cade Keyless Code Telephone Relay Code
= [7] Panel2 [Labky) Mewhame007 .D .? 10008 | .?
InautsfOutnuts MewMame002 .EI .8 o007 | .E
. MewMame003 1} 9 10008 9
By, Correlations
MewNamell0 |0 10 10009 10
=] Panel10 (Lobby) 1 1
MewMame11 1} 1 10010 1
mENE NewName12 |0 12 10011 12
" Correlations NewMame013 |0 13 10012 13
IR esidents NewNamel14 i 14 10013 14
1 Schedules HewMNamel15 i 15 10014 15
&/ Holidays MNewhame18 1] 16 10015 16
MewNamel17 1} 17 10016 17
MewMamel18 i} 18 1omv? 18
MewMamel13 1} 19 1o0me 19

Figure 206. Resident Configuration List

2. Click Edit >Edit Resident.
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The Resident Details window appears.

Resident Details -

Name Jane Smith

Apt# 0

Dial code 1 [ Hide this resident in directory
Pronelines |  Enmry |  VOIP | Hevator |  Profie

Select lobby linefs) to connect to this resident:

Phone Line

Lobby Unit

Panell (Touch) Line 1

Phone number

=

Figure 207. Resident Details

ClickElevator.

The Elevator window appears.

Resident Details

Enable Blevator Control

(@) Use floor group Floor Group(

Go to Foor Group screen

Enable Elevator Panel Label

Panel6 (Elev)

Paneld (Bev)

evator address 1

Elevator relay code 1

Name Jane Smith

Apt# 0

Dial code 1 [ Hide this resident in directory
| Phorelines |  Emy | wolP | Hlevator Profile

Figure 208. Resident Details - Elevator
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4, Select Enable Elevator Control,thenselect Legacy
elevator control.

5. Provide the following information to restrict elevator use:

Elevator address. Type the RS-485 address of the Elevator Restriction
Unit that the resident will use.

Elevator relay code. Type the elevator relay code for the resident’s floor.

6. Click OK.

10.5.2 Configure the elevator restriction time

The elevator restriction time determines the amount of time that an elevator is
accessible for a visitor after the resident grants access.

1. Select a telephone access panel.

The Panel Configuration window appears.
2. Click the Advanced tab from the Panel Configuration window.

The Advanced window appears.

|  Cals | Messages | Phonelines | Keypad | Passcodes | Advarced
Other Options
Auto unlock Main door lNever v]
Elevator restriction time &0 = sec
Daity postal lock usage 2-55 =
DTMF type [Tone -
DTMF sensitivity [Level -]
Echo reduction [{ Mot sending to panel ) ']
Teat scroll speed [Norrnal ']
Voice help [~] Handset connected

Figure 209. Panel Configuration - Advanced

3. Beside Elevator restriction time, selectthe amount of time
that an elevator is accessible for a visitor after the resident grants access.
This timer starts when the system grants the visitor access.

Note: The minimum is 5 seconds and the maximum is 600 seconds.

4, Click OK, and send the job to the panel.
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1 1 Defining Schedules and
Holidays

Touch Screen and Configurator let you assign access levels for card users.

This chapter explains

. Defining Schedules
. Defining Holidays
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1.1 Defining Schedules

Schedules lets you define a timetable to establish when certain panel functions
are permitted to occur, such as when calls to residents are allowed, when
residents can grant access to a visitor or when the postal lock can be used. These
schedules are designated and listed by name, and are available for selection
wherever it is necessary to invoke access permission.

Multiple periods may be used if the schedule is not continuous or does not span
to the next day.

To create a schedule

1. Click Schedules from the Job tree. The Schedule Configuration
window appears listing the available schedules.

Schedule Configuration

Schedules

Aways |

Mewver

Evenings

HEWgCEB§U:83 Period| Start End Sun | Mon Tue| Wec Thu Fri | Sat | Hol

New Schedules

NEWSChEdu|EE D DDDDD |:| D
||l A
||l
10T G T
T T T T |
I T R P TR ]
T T 4 e 8 T S

Delete

Figure 210. Schedule Configuration
2. Select a schedule or click Add to create a new schedule. Provide

information for the following parameters:
Label. Provide a name for the schedule.
Start. Specify a start time.

End. Specify an end time.

Sun to Sat. Select the day or days of the week for the schedule to take
effect.
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Hol. Select this check box to apply to include holidays. Holidays are
defined on the Holiday View.

Note: If your schedule starts before midnight on one day and ends the next
day, you must define two periods (one for each day). For example,
if you have a schedule that goes from 10:00PM on Tuesday to
2:00AM on Wednesday, you need one period for Tuesday and a
second period for Wednesday. The Tuesday period starts at
10:00PM and ends at 11:59PM; the Wednesday period starts at
12:00AM and ends at 2:00AM.

3. Click Send and Exit from the Tool Bar to apply the settings and exit
the session.

To delete a schedule
1. Select the schedule and click Delete.

2. Click Send and Exit from the Tool Bar to apply the settings and exit
the session.

11.2 Defining Holidays

Holidays allow you to define a calendar of holiday periods for determining when
certain panel functions, such door access permission, are allowed. A holiday is
part of a schedule.

Holidays consist of start date and time, end date and time, and may include
holidays that re-occur on the same date every year.
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To create a holiday

1.

Click Holiday from the Job tree. The Holiday Configuration window

appears listing the available holidays.

Holiday Configuration

Holiday=

| 01402/

Repeat annually

003

1200AM [

|

[ add | [ Delete |

Figure 211. Holiday Configuration

Selecta holiday or click Add to create anew holiday. Provide information

for the following parameters:
Name. Provide a name for the holiday.
Start. Specify a start day and time.

End. Specify an end day and time.

Repeat annually. Check this box if the same start, end date and time re-

occur every ycear.

Click Send and Exit from the Tool Bar to apply the settings and exit

the session.

To delete a holiday

1. Select the holiday and click Delete.

2. Click Send and Exit from the Tool Bar to apply the settings and exit

the session.
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1 2 Monitoring and Alerts

Touch Screen and Configurator let you monitor the system information and
status.
This chapter explains

. Monitoring

. Alerts
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12.1 Monitoring

Touch Screen and Configurator display all network and access point status.
Selecting Monitoring displays all panels and their corresponding details in the
Network Status window in the Right Pane.

1211 Network Status
Network status provides information about panel connectivity and shows the

existing state as ‘normal’, ‘trouble’, ‘alarm’, or ‘offline’, as well as the firmware
version number. Access to additional panel options is available.

To access network status
1. Start the TX3 Configurator and then connect to your job.

2. Click Monitoring inthe Mode Selection section of the TX3
Configurator window.

3. Click Network Status onthe Job tree. The Network Status window
appears showing the state of each panel.

v Ly > @ [ @

T Qpen Backup Disconnect Send et Send And Exit Help_’
<, [ E— Network Status
ol Arccess Point Status Fanell[Lobby] Panelz [Card)
Normal Mormal
. .
¥1.0.1 s Wl.2.2 s

Figure 212. Network Status
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4. Click on the panel, and then select from one of the following options:

Panel information. Panel Information shows the panel name, type,
model, firmware version, hardware version, RS-485 address, IP address,
network panel ID and the date of the last change. For Touch screens, the
window also shows the Touch software version, Touch hardware version,
Touch database version, Touch GUID, and the WAN IP address.

[ Panel Information @\
Name Panel1 (Touch)
Type Telephone Access System
Model TX3Touch
Firmware: 3517
Hardware 017127
R5485 Address 1
IP Address 10.10.9.106
D 1310484768
Last changed 3/31/2008 5:18:27 AM
Touch software 251
Touch hardware 20
Touch database 52.1
Touch GUID 3861bc94-414d-434c-a52b-27c 87
WAN IP Address 38.64.170.2

Figure 213. Panel Information

Set Date and Time. Selecting this option lets you set the panel clock to a
time other than the PC clock. Every time you access the Set Date and Time
window the current PC time is shown.

Set Date and Time E]

Fanel date and tirme | |

New date and time | [E/10/2010 035447 Fh & |

[ Set now ] [ Cancel ]

Figure 214. Set Date and Time
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Set Panel Passcode. Set Panel Passcode allows you to set the level 3
passcode. In order to connect to the panel, this passcode must match the
level 3 passcode on the panel.

Set Panel Passcode &l

Set level 3 paszcode

0ld pazzcode

|
Mew pazscode | |
|

Werify paszoode

Figure 215. Set Panel Passcode

Note: The level 3 passcode is initially set at the panel. The default is 3333.

Note: For Touch Screen panels, this only sets the passcode for the lobby
controller panel inside the Touch Screen. It does not change the
administrator password used to log in to the Touch Screen.

Event Logs. Event Logs lets you read the user and system logs, and save
them to the database. You may also erase the logs from the panel or from
the database.

Event Logs on panel Panell {(Lobby) Pz|

(®) UserLog () System Diaghostic Log

Total | 4339 entries

Update Databaze
Erase from Database

Erase from Panel

0K

Figure 216. Event Logs

Elevator Commands. If the panel is a TX3-ER-8-B Elevator Restriction
Unit (ERU 2.0), then select Elevator Commands to activate elevator
relays. See section 12.1.4 on page 275.
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12.1.2

To Determine the Model of Telephone Access Controller Board

To determine the model of telephone access controller board
1. Start the TX3 Configurator and then connect to your job.

2. Click Monitoring in the Mode Selection section of the TX3
Configurator window.

3. Click Network Status onthe Job tree. The Network Status window
appears showing the state of each panel.

€ 2 » e« B @

P open Backup Disconneck Send et Send And Exit Help

I

Network Status

Metwork Status

]
[l

|i] &ccess Point Status Panel1(Lobby) Panel2 [Card]
Mormal MNormal
® ®
Yi.0.1 e V122 e

Figure 217. Network Status

4. Click on the panel, and then select Panel information.

: —_

Panel Information

MName Fanel1 (Lobby)

Type Telephone Access System

Model T¥3120/200-4 (&0 LCD)

Firmware: 3423

Hardware 0.17.127 I
“To205 Address T

IP Address 0.0.0.0

ID 2404776000

Last changed 17222000 5:53:43 AM

[

Figure 218. Panel Information
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The Hardware line provides information about the telephone access
controller board.

. 0.17.127: MD-1245
. 0.0.127: MD-1086

12.1.3 Access Point Status

Access Point Status displays the current status of all the card reader access points
on the network and shows their status as ‘normal’, ‘trouble’, ‘alarm’, or ‘offline’,
as well as their lock/unlock and high security on/off status.

Access Point Status also lets you grant access, and turn on or off the unlock and
high security functions.

If you have assigned an input to General door status (section 6.4 on page 183),
then the door appears here, and its status (open or closed) is shown.

To view the status of access points
1. Start the TX3 Configurator and then connect to your job.

2. Click Monitoring in the Mode Selection section of the TX3
Configurator window.

3. ClickAccess Point StatusontheJobtree. The Access Point Status
window appears showing the state of each access point.

v iy > = [ @

Tew Cpen Backup Disconneck Send Get Send And Exit Help

oa Metwork Status | Access Point Status

Access Point Status Fieader A Fieader B

| m
MNormal MNormal

Figure 219. Access Point Status

4. Click on an access point. The following selections appear:

Grant access. Use Grant access to admit access point entry. Typically this
unlocks the door. The Grant access option is not available for Aperio
wireless locksets.

Unlock mode ON. Turns on the unlock mode until the next scheduled
event or the panel is reset.
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Unlock mode OFF. Turns off the unlock mode until the next scheduled
event or the panel is reset.

Note:

For Aperio wireless locksets, the remote open option must be set in
order to set unlock mode on or off. Use the Aperio Programming
Application to set remote open option. For details, see Chapter 2 of
LT-1160 (Aperio Door Controller Installation Manual).

High security ON. Turns on the high security mode until the next
scheduled event or the panel is reset.

High security OFF. Turns off the high security mode until the next
scheduled event or the panel is reset.

Details. (Aperio wireless locksets only) Opens a window with the status
of the wireless lockset, including the battery status of the lockset.

5. If you want to send a command to the access point (for example, Unlock
mode ON), click on the command.
12.1.4 Send Elevator Commands

If the job has a TX3-ER-8-B Elevator Restriction Unit (ERU 2.0), then you can
activate elevator relays and you can see the activation status of all relays.

To activate an elevator relay

1.

2.

Start the TX3 Configurator and then connect to your job.

Click Monitoring in the Mode Selection section of the TX3
Configurator window.

Click Elevators in the Monitoring job tree.
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The status window shows all TX3-ER-8-B Elevator Restriction Units
(ERU 2.0) in the job. They are labelled Elev2.

File Edit Panels Reports Tools Help

‘g‘ / [\ & - 0

=
MNew Open Backup Add Res Add Cards Disconnect Send Get Help
+an Metwork Status Elevators

+- il Access Point Status Panel 32 [Elev2)

------ [Tk Elevatars

Figure 220. Elevator Status

4, Click the icon for a TX3-ER-8-B Elevator Restriction Unit (ERU 2.0).

The Send Elevator Commands window appears.

Sendto Panel 2 (Elkvdl  +
Activate relays for B0 2| ssconds
[ Sendto sl ERU 2.0 panels

#1 1 Relay 1 "

#2 ClRelay?

#3  ClRelayp3d
#4  ClRelaypd
#5  ClRelys
#5  ClRelau
47 ClPely7?
43 ClRelys
43 ClRelyd

#10 C1Relay 10

Close >

Figure 221. Send Elevator Commands Window

Note: Youcanalsoopenthe Send Elevator Commands window by
right-clicking the ERU 2.0 panel in the Network Status
window. See section 12.1.1 on page 270.

5. Click the button | > | in the bottom left of the window to expand the
window.
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12.2

The window expands to show all the elevator relays.

Sendlo Fanel R (Elev?)  v|  bclivatereysfor 80 3] seconde (] Sendtoal ERU 20 panels
W CiRelay1 Adtvale ]| #25 C3Relay1 49 5 Relay 1 #73 C7 Relay
2 ClRely2 25 C3Relay2 #50 C5 Relay2 #74 C7 Relay2
3 ClRelay3 #27 C3Relay3 #51 5 Relay3 475 7 Relay3
#4 ClRelapd 28 C3Relapd 52 5 Relapd HIB 7 Relapd
5 ClRelys 429 C3Relay5 #53 5 Relay5 #77 C7 Relay5
5 CRelayt #30 C3Relys #54 5 Relay§ 478 7 Relay§
4 ClRely7 #31 C3Relay7 #55 5 Relay 7 #73 7 Relay7
48 ClRelays #32 C3Relys #5655 Relay 480 7 Relays
9 ClRelyd #33 C3Relys #57 5 Relay 481 C7 Relay
#10 1 Relay 10 31 C3Relsy10 #58 5 Relay 10 82 C7Relay10
11 C1Relay 11 435 C3Relay 1 #5305 Relay 11 #83 7 Relay 11
2 Cl Relay12 436 C3Rely12 #60 C5 Relay 12 484 7 Relay 12
#3 C2Relayl 437 C4Relay #51 C5 Relay 1 485 03 Relay 1
4 C2Relay2 438 C4Relay2 #62 5 Relay2 #8503 Relay2
15 [C2FRelay3 433 [C4Relay3 #6308 Relay3 g7 08 Relay3
6 C2Relapd 40 C4 Relap 64 CB Relap 88 CRelapd
W7 C2Relays a1 C4 Relay5 85 CB Relay5 B9 8 Relay5
8 C2Relayt #42 C4Relays #86 C5 Relay #3038 Relay§
9 C2Relay7 #43 C4Relay7 #67 5 Relay 7 #3108 Relay 7
#20 C2Relys #44 C4RelayB 8 C6 RelayB #3208 Relayd
21 C2Relayd #45 C4Relay #63 C5 Relay3 #3308 Relay
22 C2Relay 10 #45 C4Relay 10 #70 5 Relay 10 434 8 Relay 10
#23 C2Relay 11 #47 C4Relay 11 #7108 Relay 11 #3503 Relay 11
424 C2Relay12 H4g C4 Relay12 #7205 Relay 12 I 8 Relay 12
Close «

Figure 222. Expanded Send Elevator Commands Window

Note:

Active relays are highlighted in green.

Alerts

Click the menu beside Send to and select which ERU2.0 panel to send
the activation command to.

Selectatime inthe Activate relays for menu. This isthe period
of time during which the elevator relays will remain active.

Select Send to all ERU2.0 panels if you want to send the
activation command to all ERU2.0 panels instead of just the panel
selected in the Send to menu. If you select this option, then the
activation command is sent to the same relay on all the ERU 2.0 panels.

Select the relay that you want to activate, then click the Activate
button.

The active relay is highlighted in green.

The Configurator can send an email message when a specific event happens.

To set up email alerts

1.

Click Tools >Alert Setup.
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The Alert Setup Form appears.
( Alert Setup Form l&]

Hert
ID  Evert Applys to User Emails

. - aisone | (2 [

Figure 223. Alert Setup Form

278 TX3 Configuration and Administrator Manual



/////// ) Mircom Monitoring and Alerts

2. Click Email Server.

The Email Messages window appears.

Email Message Options @

Enable Email Messages

Caonsult your local Intemet Service Provider for the following info:

Server type Gmiail -
Email Server smtp.gmail.com

|semame someane @gmail.com

Password ssssssssE

From address someane @gmail.com

Send a Sample Email
To address toAddress@hotmail com

’ Send Sample Email Now I

b ’|

Figure 224. Touch Screen Email Messages

Note: These email options do not affect the email message options in the
Touch Screen Options. See section 4.7.3 on page 127.

3. Provide the following information:

Enable Email Messages. Select this check box to enable email
messaging.

Server type. Select the server type: custom SMTP, Live (Hotmail), or
Gmail.

Email server. Enter the email service provider IP address.

Username. Enter the user name. Some email services require the full
email address as the username (for example, someone@gmail.com).

Password. Enter the password.
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From address. Provide the email address of the sender. This email
address tells the receiver and the ISP provider who is sending the email.

Note: The From address is required.

To address. Enter the email address that you want to send a test message
to.

4, To verify that all of the email service parameters are correct, send a sample
email message by pressing the Send Sample Email Now button.

5. Click OK.

To set up email alerts

1. In the Alert Setup form, click Add.

(" Add Alert S |
Event
When [Access: Access i denied -
On pane! [cab 1 .]
Ataccesspoint [enty -

User emai

Separate muttiple recipients by comma
e.0.: su@example.com, ted @example.com

Figure 225. Add Alert
2. Provide the following information:

When. Choose an event that will activate an alert. See the list of events in
section 12.2.1 on page 281.

On panel. On panel applies the action either to one of the panels on
your system or to a group of panels on your system. If, for example, you
have two panels (Panel1 and Panel2) in your TX3 system, you could select
from the following options:

Panell - Apply the correlation to Panell only.
Panel2 - Apply the correlation to Panel2 only.

All - Apply the correlation to all Telephone Access, Card Access, and
Touch Screen panels on the network.
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At access point. If the panel is a Card Access panel, select the access
point.

User email. Enter the email address that the alert should be sent to. If you
enter more than one email address, separate the addresses with commas.

3. Click OK.

12.2.1 Event List

Access: Forced entry alarm. A door is forced open.

Access: Forced entry alarm restored. The forced entry alarm is
restored.

Access: Door held open alarm. A door did not close.

Access: Door held open alarm restored. The door held open alarm is
restored.

Access: Door held open warning. A door did not close and the door held
open warning is issued.

Access: Door held open warning restored. The door held open warning
is restored.

Access: Door not open. Access is granted but the door remains closed.
Access: Request to Exit. A request to exit is made.

Access: Input is active. The general purpose input becomes active.
Access: Input is normal. The general purpose input becomes inactive.

Access: Unlock mode is on. Unlock mode is activated, either by the Auto
unlock schedule, or manually, or by a card with the lock/unlock privilege.

Access: Unlock mode is off. Unlock mode is deactivated, either by the
Auto unlock schedule, or manually, or by a card with the lock/unlock
privilege.

Access: High security is on. High security mode is activated, either by a
card with high security privilege, or manually, or by a correlation.

Access: High security is off. High security mode is deactivated, either by
a card with high security privilege, or manually, or by a correlation.

Access: Tamper detected. The controller’s tamper alarm is on.
Access: Tamper restored. The controller’s tamper alarm is off.

Access: Battery is normal. (Aperio) The battery at the lockset has
returned to a normal state.
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Access: Battery is low. (Aperio) The battery at the lockset is low.
Access: Battery is flat. (Aperio) The battery at the lockset is flat.

Access: Lockset is offline. (Aperio) The lockset is not communicating
with its Aperio hub.

Access: Lockset is online. (Aperio) The lockset has resumed
communicating with its Aperio hub.

Access: Door is locked. (Aperio) The Unlock time has expired.
Access: Door is unlocked. (Aperio) The door is unlocked.

Access: FC not matching. Access denied. When Facility code mode is
enabled, access is denied because the facility code is invalid. See section
6.3 on page 179.

Access: PIN not matching. Access denied. During the PIN required
schedule, access is denied because the PIN is invalid. See section 6.3 on
page 179.

Access: PIN timed out. Access denied. During the PIN required
schedule, access is denied because no PIN was entered during the PIN
Timeout time. See section 6.3 on page 179.

Access: Card number not found. Access denied. Access is denied
because the card number is invalid.

Access: Temp card usage exceeded. Access denied. Access is denied
because the card’s usage counter has reached zero. See section 9.1.2 on
page 233.

Access: Card not active. Access denied. Access is denied because the
card’s Status is Inactive. See section 9.1.2 on page 233.

Access: Card expired. Access denied. Access is denied because the
card’s Deactivation date has passed. See section 9.1.2 on page 233.

Access: Schedule not matching. Access denied. The card is valid but the

schedule for the card’s access level is not active. See section 9.3 on page
238.

Access: High security right not set. Access denied. The access point is set
to high security but the card does not have high security privilege. See
section 6.3 on page 179.

Access: Anti passback. Access denied. Access is denied because the
card is used for a second time while the anti-passback timer is running. See
section 6.3 on page 179.
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Access: Anti PB list full. Access denied. The first time a card is used, it is
added to the anti-passback list. When the anti-passback timer for that card
expires, the card is removed from the list. On a card access system, the list
holds 100 cards. On an Aperio system, the list holds 10 cards. While the
list is full, access is denied.

Access: Hub is online. (Aperio) The hub is connected to the panel.
Access: Hub is offline. (Aperio) The hub is disconnected from the panel.

Access: All HISEC mode on. A correlation turns on high security on all
the access points of one panel.

Access: All HISEC mode off. A correlation turns off high security on all
the access points of one panel.

Access: Door jammed. (Aperio) The door is jammed.

Lobby: Input is active. The general purpose input becomes active.
Lobby: Input is normal. The general purpose input becomes inactive.
Lobby: Call Started. The lobby unit calls a resident.

Lobby: Call finished. A call to a resident ends.

Lobby: Call is connected. A call is established.

Lobby: Access is granted (lobby). The resident grants access using a
telephone keypad.

Lobby: Access denied (lobby). The resident denies access.

Lobby: Unlock mode is turned on (lobby). The Auto unlock Main door
schedule becomes active. See section 5.1.9 on page 152.

Lobby: Unlock mode is turned off (lobby). The Auto unlock Main door
schedule becomes inactive. See section 5.1.9 on page 152.

Lobby: Dial code not found. The dial code is invalid.

Lobby: Call and access schedule inactive. A visitor tries to call a
resident but access is denied because the Allow calls schedule is inactive.
See section 5.1.2 on page 142.

Lobby: Line not connected. The phone line is not connected.
Lobby: Line is in use. The phone line is in use.

Lobby: Guard phone connected. A successful call is made to the guard
phone.

Lobby: Calling guard phone. A resident or visitor is calling the guard
phone.
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Lobby: Disconnecting call. The resident or visitor is disconnecting the
call.

Lobby: Keyless code schedule is inactive. The resident tries to enter a
keyless code but access is denied because the Allow keyless entry
schedule is not active. See section 3 on page 146.

Lobby: Keyless code not found. The resident’s keyless entry code is
invalid. See section 5.5 on page 161.

Lobby: Main and Aux door are open. The resident opens both the main
and auxiliary door with keyless entry. See section 5.5 on page 161.

Lobby: main door is open. The resident opens the main door from the
keypad. See section 5.1.6 on page 146.

Lobby: Auxiliary door is open. The resident opens the auxiliary door
from the keypad. See section 5.1.6 on page 146.

Lobby: Called party is busy. The phone line is busy.

Lobby: Call in process. The lobby unit has placed a call and the phone is
ringing.

Lobby: Guard phone not connected or disabled. A resident or visitor
tries to call the guard phone, but the guard phone is not connected or not
enabled.

Lobby: No dial tone. The phone line is connected but there is no dial tone.

Lobby: Guard phone calling. The guard phone is calling the panel or a
resident.

Lobby: Postal lock usage exceeded the limit. The daily postal lock
usage is exceeded. See section 5.1.9 on page 152.

Lobby: Unlock schedule inactive. The resident tries to grant access by
pressing the DTMF digit, but access is denied because the Allow unlock
schedule is inactive. See section 3 on page 146.

Config: Panel offline. The Configurator is disconnected from a panel.

Config: Panel connected. The Configurator is connected to a panel.
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1 3 Reports

The Reports menu in the TX3 Configurator lets you generate reports on
events, residents and access cards, and lets you print a paper directory.

This chapter explains

. Event Logs

. Resident Report

. Access Cards

. Paper Directory

. Save and Print the Report

. Other Options in the Report Window
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13.1 Event Logs

You can generate a report of some or all of the event logs.

To generate a report of the event logs
1. Click the Reports menu, then click Event Log.

The Event Log Report Options window appears.

Event Log Report Options Iﬁ

Show events occumed

() During last 2 hours

@ Today

) Yesterday

) From 11/01/2016 B~ 1200AM |2

To 12/01/2016 (B« 12:00AM |2

Most recent events first

[7] Show system diagnostic events

Update Events [ Fitters... l [ Show Report ] [ Cloze

Figure 226. Event Log Report Options

2. Provide information for the following:

Show events occurred. Select During last 2 hours, Today or
Yesterday, or select a range of dates.

Most recent events first. Select this option to display the most recent
events at the top of the report.

Show system diagnostic events. Technicians can select this option to get
diagnostic information for troubleshooting.

3. Click Update Events to retrieve all the events from all panels on the
network. This could take a few minutes.

Note: The TX3 Configurator does not receive and store events while it is
not connected to the TX3 network. When the Configurator
reconnects to the network, it does not automatically receive the
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events that occurred while it was not connected. Click Update
Events to receive all the events that occurred while the
Configurator was not connected.

4. Click Filters.

The Additional Event Filters window appears.

Additional Event Filters [

Specify the following search criteria to namow down
the report results:

[] Search in event description { % is a wild cand):

[] Search by card number:

[] Search by access point:
Reader A - Panel1 (Card)

[ Search by panel:
Panell (Card)

[ Search by event type:

Access is denied

[ 0K | | Show Repot | [ Cancel |

Figure 227. Additional Event Filters

5. Provide the following information if you want to narrow down the report
results.

Search in event description. Type the percent sign (%), then type the text
to search for in the event description. The report shows only events that
contain this text in the event description.

For example, to search for events that contain the facility code 1, type $ 1.

Search by card number. Type a card number to search for. The report
shows only events that contain this card number.

Search by access point. The report shows only events for this access
point.

Search by panel. The report shows only events for this panel.
Search by event type. The report shows only events for this event type.

6. Click Show Report.
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13.2 Resident Report

You can generate a report of some or all of the residents.

To generate a report of the residents
1. Click the Reports menu, then click Residents.

The Resident Report Options window appears.

Resident Report Options Iﬁ
Sart
Sort by [Name v] Order [Nnrrnal vl
And | x| Order |Momal
Fitter E‘:{g&
Dial Code { Use " % "for wildcard )
Keyless Code
Fitter by | Telephone Value
Relay Code
H - | Value
And |, v | Value
[ Show Report ] [ Close

Figure 228. Resident Report Options

2. Provide information for the following:
Sort. Select up to 2 criteria to sort the report by.

For example, if you select Apt # inthe Sort by menuand Name in the
And menu, then the report is sorted by apartment number, and for each
apartment, the residents are sorted by name (see Figure 229).

In the Order menu, select Reversed to sort the residents in the
opposite direction.
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1 of 2 b Bl ENr=NE Ry K

100%

Resident Report
Name Apt # Dial Code |Keyless Code
Achilles 1 2348 H
Chiron i 17 0
Hera 1 7349 0
Cronos 2 7643 0
Hades 2 5273 0
Persephone 2 792 H

Figure 229. Resident Report sorted by Apt# first and Name second

Filter. Select up to 3 criteria to filter by. The report shows only entries that

begin with the criteria that you select.

For example, to show only residents whose names begin with S, select
Name inthe Filter by menu, then type S inthe Value field.

To search for something within a name or number, use the percent

sign (%).

For example, to show residents who have S anywhere in their names and
who have 5 anywhere in their dial codes:

a. SelectName inthe Filter by menu,thentype $Sinthe Value

field.

b. SelectDial Code inthe And menu, then type $5 inthe Value

field.

3. Click Show Report.

TX3 Configuration and Administrator Manual

289



Reports

M. Mircom
13.3 Access Cards

You can generate a report of some or all of the access cards.

To generate a report of the access cards

1. Click the Reports menu, then click Access Cards.

The Access Card Report Options window appears.

=

Orrder

Order

Value
Value

Value

[Norrnal V]

Nomal

{ Use "% "for wildcard )

( Access Card Report Options

Sort

Sort by [Card MName ']

And [ .,]
Fitter

Fiterby |. -

I And |, ~|

And |, -

[ Show Report ] [

Close ]

Figure 230. Access Card Report Options

2. Provide information for the following:

Sort. Select up to 2 criteria to sort the report by.

For example, ifyouselect Facility Code inthe Sort by menuand
Card Number in the And menu, then the report is sorted by facility
code, and for each facility code, the cards are sorted by card number (see

Figure 231).

In the Order menu, select Reversed to sort the cards in the opposite

direction.
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1 of 1 ERE= NE Brul™ R 2
Access Card Report
Card Name Card Number Facility Code Access Level
Hades 3 0 Admin
Hera 5 0 Admin
Hermes ] 0 Admin
Persephone 2 1 Admin
Zeus 4 1 Admin
Ares 8 1 Admin

Figure 231. Access Card Report sorted by Facility Code first and
Card Number second

Filter. Selectup to 3 criteria to filter by. The report shows only entries that
begin with the criteria that you select.

For example, to show only the cards whose facility codes begin with 1,
selectFacility Code inthe Filter bymenu,andthentype 1 inthe
Value field.

To search for something within a name or number, use the percent
sign (%).

For example, to show cards that have 1 anywhere in their facility codes
and that have 2 anywhere in their card numbers:

a. SelectFacility Code inthe Filter by menu,thentype $1
in the Value field.

b. Select Card Number inthe And menu, then type %2 in the
Value field.

3. Click Show Report.
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13.4 Paper Directory

You can a paper directory that you can display on a panel (for instance TX3-
120C-A). The paper directory displays two pieces of information: the
resident’s name and the dial code. It can have 1, 2, or 3 columns per page.

To generate a paper directory
1. Click the Reports menu, then click Paper Directory Report.

The Paper Directory Report Options window appears.

Paper Directory Report Options @
Header Text:
Panel: |Panel2 (Touch) v |
Sort Column: [Name ']
Columns In Report: [3 vl
S g

Figure 232. Paper Directory Report Options

2. Provide information for the following:
Header Text. This text will appear at the top of the report.
Panel. Select the panel that will display this paper directory.

Sort Column. Select the column, either Name or Dial Code,to sortthe
directory by.

Columns in Report. Select the number of columns. The report can havel,
2, or 3 columns per page.
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3. Click Show Report.
1 of 1 € S B E- | wos - Find | Mext
Olympus Towers
NAME DIAL NAME DIAL NAME DIAL

Achilles 2348 | John Watson 3463 | Tyndareus T84
Agscus 4567 | Juliet Capulet G445 Uranus 783
Aegisthus 36 | Julius Caessar Walter Shandy 234
Azrops 346 | Junius Brutus G454
Agamemnon 744 | Laertes 555 |Z=us 6742
Alcibiades 7654 Liz Shandy 2354

Anne Bulen 463 | Megapanthas 3

Anthony Denny 5646 | Menslaus 5664

Anticles 4363 | Mittiades T8

Aphrodite 73 | Micholas Vaux 4764

Apolio 4552 | Nicostratus =]

Ares T42 | Octavius Caesar 44

Artemis 634 | Odysseus 465

Athens 2834 O=neus 4

Atreus 65 | Oliver Marext 5544

Bobby Shandy 4365 | Patrocius 54

Caius Cassius 364 | Penelbope 3465

Caius Lucius 5353 | Perboss [4

Chiron 17 | Persephone 782

Ciman 67 | Peter Quince 3454

Clytsemnastra 56 | Phorcys 5654

Cronos 76432 | Pleisthenes 657

Decius Brutus 5634 | Polyphides 47

Deiphobus T | Popilius Lens 5665

Dionysus 7650 | Proteus 43

George Seacosl 3564 | Rhes 745

Hades 9278 | Romeo Montague 25654

Hephaestus 433 | Sebastian Moran 6745

Hera 7349 Telamon Th4

Heracles 5376 | Telemachus 365

Hermes 734 | Teucer 75

Jack Cade 543 | Thomss Vaughan 4564

James Blunt 2543 | Thucydides 765

James Gumey 5645 | Thyestes 45

James Soundpost 4654 | Tobiss Gregson 45

James Tymell 646 | Toby Shandy 2345

Jaques DeBoys 9569 | Tristram Shandy 2342

John Falstaff 3564 | Tullus Aufidius 2533

Figure 233. Paper Directory in a 3-column layout

13.5 Save and Print the Report

To save the report

. Click the disk menu and select Excel or Acrobat PDF file.

Report View -

ERE= N E B'n

1 of 1 100% -
| Excel

Acrobat (PDF) file

Figure 234. Report format
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To print the report
. Click the printer icon.
1 of 1 g &~ | 100% -

Resident Report
Figure 235. Print the report

13.6 Other Options in the Report Window

4 Go to the first page.
4 Go the previous page.
o Go to the next page.
i Go to the last page.

Stop generating the report.

Refresh the report, if more events have
occurred since the report window was
opened.

[t

Displays the report in print layout.

Displays the page setup window.

=
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1 4 Configurable Touch Screen

User Interface Elements

The following tables describe the user interface elements as shown in Figures 74,

78 and 79.

Table 3: Call Button

Element

Description

Call button border color

Call button border color

Call button color

Call button color

Call button font

Font used for call button

Call button font color

Font color used for call button

Call button shade

Call button shade

Table 4: Call Reception

Element

Description

Reception button border color

Call reception button border
color

Reception button color

Call reception button color

Reception button font color

Font color used for call
reception button

Reception button font

Font used for call reception
button

Reception button shade

Call reception button shade

Table 5: General

Element

Description

Event screen back color

Background color of the event
screen that appears when
calling a resident

Event screen button color

Color of the button on the
event screen that appears
when calling a resident
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Table 5: General (Continued)

296

Element

Description

Event screen font color

Color of the font that is used
in the event screen that
appears when calling a
resident

Event screen font

Font that is used in the event
screen that appears when
calling a resident

Invalid name/dial code back color

Background color of the box
that appears when an invalid
resident name or dial code is
entered

Invalid name/dial code font color

Color of the font used for the
box that appears when an
invalid resident name or dial
code is entered

Invalid name/dial code font

Font used for the box that
appears when an invalid
resident name or dial code is
entered

Keyboard back color

Background color of the
keyboard

Main screen back color

Background color of the main
screen

Table 6: Help Button

Element

Description

Help button border color

Help / Information button
border color

Help button color

Help / Information button
color

Help button font color

Font color used for help /
information button

Help button font

Font used for help /
information button

Help button shade

Help / Information button
shade

TX3 Configuration and Administrator Manual




// ° i Configurable Touch Screen User Interface Elements
Wi, Mircom

Table 7: Keyboard Buttons

Element Description

Letter button border color Border color of all keyboard
letter (alphabetic) buttons

Letter button color Color of all keyboard letter
(alphabetic) buttons

Letter button font Font used for all keyboard
letter (alphabetic) buttons

Letter button shade Button shade of all keyboard
letter (alphabetic) buttons

Num button border color Border color of all keyboard
numeric buttons

Num button color Color of all keyboard numeric
buttons

Num button font color Font color used for all

keyboard numeric buttons

Num button font Font used for all keyboard
numeric buttons

Num button shade Button shade of all keyboard
numeric buttons

Letter button font color Font color used for all
keyboard letter (alphabetic)
buttons

Table 8: Leave Message Button

Element Description

Msg. button border color Leave message button border
color

Msg. button color Leave message button color

Msg. button font color Font color used for leave
message button

Msg. button font Font used for leave message
button

Msg. button shade Leave message button shade
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Table 9: Miscellaneous

Element

Description

Clock hour color

Color of the hour hand for the
analogue clock

Clock minute color

Color of the minute hand for
the analogue clock

Clock sec. color

Color of the second hand for
the analogue clock

Clock ticks color

Color of the ticks for the
analogue clock

Date font color

Color of the date font

Date font

Font used for the date label

Dial code font color

Font color used for dial code
label found in the resident
detail box

Dial code font

Font used for dial code label
found in the resident detail
box

Info box border color

Border color used for the title
of the information box

Info box font color

Font color used for the title of
the information box

Info box font

Font used for the title of the
information box

Res. box border color

Border color used for the
resident directory box,

Res. box font color

Font color used for the title of
the resident directory box

Res. detail box font

Font used for the title of the
resident detail box

Res. detail box border color

Border color used for the
resident detail box

Res. detail box color

Font color used for the title of
the resident detail box

Search box color

Search text box background
color

Search box font color

Search text box font color

Search box font

Search text box font
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Table 10: Resident Group

Element Description
Group button border color Border color of the group
button
Group button color Color of the group button
Group button font Font used in the group button
Group button font color Color of font used in the

group button

Group button selected color Color of button when selected

Table 11: Residents

Element Description
Alternate highlight color Color of alternate rows when
selected
Back color Background color

(Recommended: Use same
as Main Screen background
color)

Column size Size of dial code column (The
resident name column is
adjusted automatically)

Column title back color Background color of the
column title

Column title font color Color of the font used in
column title

Column title font Font used for the column title

Column title text align Text alignment of the column
title

Font color Color of font used for resident

names and dial codes

Font Font used for resident names
and dial codes

Grid color Color of grid lines separating
rows and columns

Highlight color Color of row when selected

Highlight font color Color of font used for resident
name and dial code when
selected
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Table 11: Residents (Continued)

Element

Description

Row size

Size of rows that hold
resident names and dial
codes

Text alignment

Text alignment for resident
names and dial codes

Alternate highlight color

Color of alternate rows when
selected

Table 12: Scroll Up Down Buttons

Element

Description

Scroll border color

Border color for scroll up and
down buttons

Scroll button color

Button color for scroll up and
down buttons

Scroll button shade

Button shade for scroll up and
down buttons

Table 13: Show Flash Button

Element

Description

Flash button border color

Show flash banner button
border color

Flash button color

Show flash banner button
color

Flash button font color

Font color used for show flash
banner button

Flash button font

Font used for show flash
banner button

Flash button shade

Show flash banner button
shade
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1 5 Warranty and Warning
Information

WARNING!

Please read this document CAREFULLY, as it contains important warnings,
life-safety, and practical information about all products manufactured by the
Mircom Group of Companies, including Mircom and Secutron branded
products, which shall include without limitation all fire alarm, nurse call,
building automation and access control and card access products (hereinafter
individually or collectively, as applicable, referred to as “Mircom System”).

NOTE TO ALL READERS:

1. Nature of Warnings. The within warnings are communicated to the
reader out of an abundance of caution and create no legal obligation for
Mircom Group of Companies, whatsoever. Without limiting the
generality of the foregoing, this document shall NOT be construed as in
any way altering the rights and obligations of the parties, governed by the
legal documents that apply in any given circumstance.

2. Application. The warnings contained in this document apply to all
Mircom System and shall be read in conjunction with:

a. the product manual for the specific Mircom System that applies
in given circumstances;

b. legal documents that apply to the purchase and sale of a Mircom
System, which may include the company’s standard terms and
conditions and warranty statements;

c. other information about the Mircom System or the parties’ rights
and obligations as may be application to a given circumstance.

4. Security and Insurance. Regardless of its capabilities, no Mircom
System is a substitute for property or life insurance. Nor is the system a
substitute for property owners, renters, or other occupants to act prudently
to prevent or minimize the harmful effects of an emergency situation.
Building automation systems produced by the Mircom Group of
Companies are not to be used as a fire, alarm, or life-safety system.
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NOTE TO INSTALLERS:

All Mircom Systems have been carefully designed to be as effective as possible.
However, there are circumstances where they may not provide protection. Some
reasons for system failure include the following. As the only individual in
contact with system users, please bring each item in this warning to the attention
of'the users of this Mircom System. Failure to properly inform system end-users
of the circumstances in which the system might fail may result in over-reliance
upon the system. As a result, it is imperative that you properly inform each
customer for whom you install the system of the possible forms of failure:

5. Inadequate Installation. All Mircom Systems must be installed in
accordance with all the applicable codes and standards in order to provide
adequate protection. National standards require an inspection and
approval to be conducted by the local authority having jurisdiction
following the initial installation of the system and following any changes
to the system. Such inspections ensure installation has been carried out

properly.

6. Inadequate Testing. Most problems that would prevent an alarm a
Mircom System from operating as intended can be discovered by regular
testing and maintenance. The complete system should be tested by the
local authority having jurisdiction immediately after a fire, storm,
earthquake, accident, or any kind of construction activity inside or outside
the premises. The testing should include all sensing devices, keypads,
consoles, alarm indicating devices and any other operational devices that
are part of the system.

NOTE TO USERS:

302

All Mircom Systems have been carefully designed to be as effective as possible.
However, there are circumstances where they may not provide protection. Some
reasons for system failure include the following. The end user can minimize the
occurrence of any of the following by proper training, testing and maintenance of
the Mircom Systems:

7. Inadequate Testing and Maintenance. It is imperative that the systems
be periodically tested and subjected to preventative maintenance. Best
practices and local authority having jurisdiction determine the frequency
and type of testing that is required at a minimum. Mircom System may not
function properly, and the occurrence of other system failures identified
below may not be minimized, if the periodic testing and maintenance of
Mircom Systems is not completed with diligence and as required.

8. Improper Operation. It is important that all system users be trained in
the correct operation of the alarm system and that they know how to
respond when the system indicates an alarm. A Mircom System may not
function as intended during an emergency situation where the user is
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10.

11.

12.

13.

14.

unable to operate a panic or emergency switch by reason of permanent or
temporary physical disability, inability to reach the device in time,
unfamiliarity with the correct operation, or related circumstances.

Insufficient Time. There may be circumstances when a Mircom System
will operate as intended, yet the occupants will not be protected from the
emergency due to their inability to respond to the warnings in a timely
manner. If the system is monitored, the response may not occur in time
enough to protect the occupants or their belongings.

Carelessness or Safety Hazards. Moreover, smoke detectors may not
provide timely warning of fires caused by carelessness or safety hazards
such as smoking in bed, violent explosions, escaping gas, improper
storage of flammable materials, overloaded electrical circuits or children
playing with matches or arson.

Power Failure. Some Mircom System components require adequate
electrical power supply to operate. Examples include: smoke detectors,
beacons, HVAC, and lighting controllers. Ifadevice operates only by AC
power, any interruption, however brief, will render that device inoperative
while it does not have power. Power interruptions of any length are often
accompanied by voltage fluctuations which may damage Mircom
Systems or other electronic equipment. After a power interruption has
occurred, immediately conduct a complete system test to ensure that the
system operates as intended.

Battery Failure. Ifthe Mircom System or any device connected to the
system operates from batteries it is possible for the batteries to fail. Even
if the batteries have not failed, they must be fully charged, in good
condition, and installed correctly. Some Mircom Systems use replaceable
batteries, which have a limited life-span. The expected battery life is
variable and in part dependent on the device environment, usage and type.
Ambient conditions such as high humidity, high or low temperatures, or
large temperature fluctuations may reduce the expected battery life.
Moreover, some Mircom Systems do not have a battery monitor that
would alert the user in the event that the battery is nearing its end of life.
Regular testing and replacements are vital for ensuring that the batteries
function as expected, whether or not a device has a low-battery monitor.

Physical Obstructions. Motion sensors that are part of a Mircom System
must be kept clear of any obstacles which impede the sensors’ ability to
detect movement. Signals being communicated by a Mircom System may
not reach the receiver if an item (such as metal, water, or concrete) is
placed on or near the radio path. Deliberate jamming or other inadvertent
radio signal interference can also negatively affect system operation.

Wireless Devices Placement Proximity. Moreover all wireless devices
must be a minimum and maximum distance away from large metal
objects, such as refrigerators. You are required to consult the specific
Mircom System manual and application guide for any maximum
distances required between devices and suggested placement of wireless
devices for optimal functioning.
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15.  Failure to Trigger Sensors. Moreover, Mircom Systems may fail to
operate as intended if motion, heat, or smoke sensors are not triggered.

a. Sensors in a fire system may fail to be triggered when the fire is
in a chimney, walls, roof, or on the other side of closed doors.
Smoke and heat detectors may not detect smoke or heat from fires
on another level of the residence or building. In this situation the
control panel may not alert occupants of a fire.

b. Sensors in a nurse call system may fail to be triggered when
movement is occurring outside of the motion sensors’ range. For
example, if movement is occurring on the other side of closed
doors or on another level of the residence or building the motion
detector may not be triggered. In this situation the central
controller may not register an alarm signal.

3. Interference with Audible Notification Appliances. Audible
notification appliances may be interfered with by other noise sources such
as stereos, radios, televisions, air conditioners, appliances, or passing
traffic. Audible notification appliances, however loud, may not be heard
by a hearing-impaired person.

4. Other Impairments. Alarm notification appliances such as sirens, bells,
horns, or strobes may not warn or waken a sleeping occupant if there is an
intervening wall or door. Itis less likely that the occupants will be alerted
or awakened when notification appliances are located on a different level
of the residence or premise.

5. Software Malfunction. Most Mircom Systems contain software. No
warranties are provided as to the software components of any products or
stand-alone software products within a Mircom System. For a full
statement of the warranties and exclusions and limitations of liability
please refer to the company’s standard Terms and Conditions and
Warranties.

6. Telephone Lines Malfunction. Telephone service can cause system
failure where telephone lines are relied upon by a Mircom System. Alarms
and information coming from a Mircom System may not be transmitted if
aphone line is out of service or busy for a certain period of time. Alarms
and information may not be transmitted where telephone lines have been
compromised by criminal tampering, local construction, storms or
earthquakes.

7. Component Failure. Although every effort has been made to make this
Mircom System as reliable as possible, the system may fail to function as
intended due to the failure of a component.

8. Integrated Products. Mircom System might not function as intended if
it is connected to a non-Mircom product or to a Mircom product that is
deemed non-compatible with a particular Mircom System. A list of
compatible products can be requested and obtained.
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Warranty

Purchase of all Mircom products is governed by:
https://www.mircom.com/product-warranty
https://www.mircom.com/purchase-terms-and-conditions

https://www.mircom.com/software-license-terms-and-conditions

TX3 Configuration and Administrator Manual 305



	TX3 Series
	1 Welcome
	1.1 Introducing the TX3 Suite
	1.1.1 Configurator Software
	1.1.2 ADC and NSL Capability
	1.1.3 Card Formats Supported by the Card Access and Aperio Systems
	1.1.4 Other Controllers

	1.2 TCP/IP Ports
	1.3 TX3 Features
	1.4 Touch Screen Features
	1.4.1 Touch Screen Applications

	1.5 Physical Architecture
	1.6 Administrator’s Responsibilities
	1.7 Firmware and Software Compatibility
	1.8 About This Manual
	1.8.1 Additional Documentation

	1.9 Contact Us
	1.9.1 Canada and USA
	1.9.2 International
	1.9.3 Website


	2 Getting Started
	2.1 PC System Requirements
	2.2 Installation
	2.3 Logging into Administrator Mode
	2.4 Changing the Language
	2.5 Shutting Down the TX3 Touch Screen
	2.6 Main Window Components
	2.6.1 Menu Bar
	2.6.2 Tool Bar
	2.6.3 Left Pane and Mode Selection
	2.6.4 Right Pane
	2.6.5 Lower Pane Online Events
	2.6.6 Status Bar

	2.7 Changing the Touch Screen Administrator Password
	2.8 Changing the TX3 Configurator Password
	2.9 Resetting your Password
	2.10 Assigning Configurator User Privileges
	2.11 Job Tree
	2.11.1 Job Tree Elements

	2.12 Configuring a Job
	2.12.1 Creating a new Job
	2.12.2 Opening an existing Job
	2.12.3 Backing up a Job
	2.12.4 Restoring a Job
	2.12.5 Validating a Job
	2.12.6 Sending Jobs to Panels
	2.12.7 Getting Jobs

	2.13 Importing Residents and Cards
	2.14 Saving Log Files
	2.14.1 For TX3 Touch Software Versions Prior to 1.2.7
	2.14.2 For TX3 Touch Software Version 1.2.7 or Later

	2.15 Upgrading Firmware
	2.15.1 Back up the Job before Upgrading the Firmware
	2.15.2 Firmware Upgrade Wizard
	2.15.3 Troubleshooting the Firmware Upgrade on a 64-bit Computer
	2.15.4 Network Firmware Upgrade

	2.16 Upgrading the Touch Screen Software

	3 Adding and Connecting to a Panel
	3.1 Adding a Panel
	3.1.1 Adding Panels Using a Modem, USB, or COM Connection
	3.1.2 Adding Panels Using a TCP/IP Connection
	3.1.3 Deleting a Panel from the Network

	3.2 Changing a Main Node’s IP Address
	3.2.1 Static or Dynamic IP Address
	3.2.2 Try to Discover the Panel
	3.2.3 Configure your PC so that it is on the Same Subnet
	3.2.4 Change the Panel’s IP Address
	3.2.5 Change the IP Address in the Job File

	3.3 Connecting to a Panel
	3.3.1 Connecting Through the COM Port
	3.3.2 Connecting Though a Modem
	3.3.3 Connecting Through USB
	3.3.4 Connecting Through TCP/IP
	3.3.5 Disconnecting from a Network


	4 Configuring the Touch Screen Appearance
	4.1 Logging in to the Touch Screen
	4.1.1 Logging in at the Touch Screen terminal
	4.1.2 Logging in to the Touch Screen using Remote Desktop

	4.2 Configuring the Touch Screen Appearance
	4.3 Modifying Layouts
	4.4 Creating and Modifying Themes
	4.5 Modifying Videos and Banners
	4.6 Configuring the Advertising Module
	4.7 Modifying More Options
	4.7.1 Setting the Date and Time
	4.7.2 Configuring Resident Groups
	4.7.3 Configuring Email Messages
	4.7.4 Setting Language Options
	4.7.5 Setting the Admin Password
	4.7.6 Customizing Buttons

	4.8 Calibrating the Touch Screen
	4.8.1 Calibrating the 15” Touch Screen
	4.8.2 Calibrating the 22” Touch Screens


	5 Configuring a Telephone Access System Panel
	5.1 Configuring a Telephone Access System Panel
	5.1.1 Labelling a Panel
	5.1.2 Configuring Calls
	5.1.3 Optimal Call Volume Settings
	5.1.4 Configuring Messaging on the Configurator
	5.1.5 Configuring Phone Lines and Guard Phone
	5.1.6 Configuring the Keypad
	5.1.7 Configuring VOIP (SIP)
	5.1.8 Configuring the Passcode
	5.1.9 Configuring Advanced Functions

	5.2 Configuring Inputs
	5.2.1 Inputs 1 to 5

	5.3 Configuring Outputs
	5.4 Establishing Correlations
	5.5 Adding or Modifying Residents

	6 Configuring a Card Access System Panel
	6.1 Configuring a Card Access System Panel
	6.1.1 Labelling a Panel
	6.1.2 Setting the Card Access Panel

	6.2 Custom Card Formats
	6.2.1 Parity

	6.3 Configuring Access Points
	6.3.1 Access Points on the Two Door Controller
	6.3.2 Access Points on the Single Door Controller

	6.4 Configuring Inputs
	6.4.1 Two Door Controller
	6.4.2 Single Door Controller

	6.5 Configuring Outputs
	6.5.1 Configuring Outputs on a Two Door Controller
	6.5.2 Configuring Outputs on a Single Door Controller

	6.6 Establishing Correlations
	6.7 Adding or Modifying Cards and Access Levels

	7 Configuring an Aperio Door Controller Panel
	7.1 Configuring an Aperio Door Controller Panel
	7.1.1 Labelling a Panel
	7.1.2 Setting the Aperio Door Controller Panel
	7.1.3 Adding Access Points to Aperio Door Controllers
	7.1.4 Setting Access Point Options

	7.2 Configuring Inputs
	7.3 Configuring Outputs
	7.4 Establishing Correlations
	7.5 Adding or Modifying Cards

	8 Remote Access
	8.1 Overview
	8.2 Get the IP Addresses, RS-485 Addresses, and MAC addresses of the Main Nodes
	8.3 Access one Main Node over the Internet
	8.3.1 Configure the Router
	8.3.2 Get the Global IP Address of the Router
	8.3.3 Connect to the Main Node from the Remote PC over the Internet

	8.4 Access multiple Main Nodes over the Internet with Multiple Global IP Addresses
	8.4.1 Configure the Router
	8.4.2 Connect to the Main Node from the Remote PC over the Internet

	8.5 Access one or more Main Nodes over the Internet with one Global IP Address
	8.5.1 Configure the Router
	8.5.2 Configure a Linksys Router
	8.5.3 Get the Global IP Address of the Router
	8.5.4 Connect to the Main Node from the Remote PC over the Internet


	9 Cards and Access Levels
	9.1 Adding or Modifying Cards
	9.1.1 Adding Cards
	9.1.2 Editing Card Details

	9.2 Finding a Card
	9.3 Configuring Access levels

	10 Elevator Control
	10.1 Before you begin
	10.2 Configuring Card Access with Elevator Restriction Firmware Version 2.4.x or 3.4.x or higher
	10.2.1 Add Elevator Restriction Units to the Job Tree
	10.2.2 Configure an access point to control an elevator restriction unit
	10.2.3 Create a floor group
	10.2.4 Create an access level
	10.2.5 Assign a floor group to the access level
	10.2.6 Assign cards to the access level

	10.3 Configuring Card Access with Elevator Restriction Firmware 2.0.x, 3.0.x, or 3.1.x
	10.3.1 Configure an access point to control an elevator restriction unit
	10.3.2 Create an access level
	10.3.3 Assign floors to the access level
	10.3.4 Assign cards to the access level

	10.4 Configuring Residents with Elevator Restriction Firmware Version 2.4.x or 3.4.x or higher
	10.4.1 Add Elevator Restriction Units to the Job Tree
	10.4.2 Create a floor group
	10.4.3 Configure residents for elevator restriction

	10.5 Configuring Residents with Elevator Restriction Firmware 2.0.x, 3.0.x, or 3.1.x
	10.5.1 Configure a resident for elevator restriction
	10.5.2 Configure the elevator restriction time


	11 Defining Schedules and Holidays
	11.1 Defining Schedules
	11.2 Defining Holidays

	12 Monitoring and Alerts
	12.1 Monitoring
	12.1.1 Network Status
	12.1.2 To Determine the Model of Telephone Access Controller Board
	12.1.3 Access Point Status
	12.1.4 Send Elevator Commands

	12.2 Alerts
	12.2.1 Event List


	13 Reports
	13.1 Event Logs
	13.2 Resident Report
	13.3 Access Cards
	13.4 Paper Directory
	13.5 Save and Print the Report
	13.6 Other Options in the Report Window

	14 Configurable Touch Screen User Interface Elements
	15 Warranty and Warning Information
	Warranty



